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Abstract: The purpose of the present study was to define the term “cyberbullying” from the
perspective of middle- and high-school students in Vietnam, detailing its characteristics. The study
used qualitative focus groups with Vietnamese students, teachers, parents, school psychologists,
and psycho-educational experts in Hanoi, Vietnam. From the perspective of these informants,
cyberbullying involves seven characteristics: (a) The indirect transmission of negative, untrue,
hateful, and/ or secret, personal information through electronic devices and applications, (b) with
the intention to hurt the victim, (c) which may or may not be part of a series of repetitive actions
that nonetheless may have ongoing effects, (d) with the perpetrator an individual or a group, (€) in
the context of a power imbalance relationship, (f) with the perpetrator(s) able to hide his or her
identity, (g) and the bullying able to occur at all times in any place the victim has internet access.
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1. Introduction*

Cyberbullying is becoming a global social
and school problem. Multiple studies across the
world have reported cyberbullying prevalences
among students. Students from 10 to 18 years
old have highest risks becoming cyber-victims
[1, 2, 3, 4, 5]. According to a systematic review
published by Bottino et al. (2015), the
prevalence of cyberbullying in the world ranges
from 6.5% to 35.4% [6]. The prevalence of
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cyberbullying in Vietnam has been reported in
several studies in recent years. The results of a
study on 736 middle- and high-school students
in Hanoi, Ha Nam, and Hai Duong showed that
24% of participants were victims of at least one
form of cyberbullying [7]. Another study
conducted on 493 students in 3 high schools in
Hanoi, Ha Nam, and Hai Duong showed that
35.7% were victims of cyberbullying [8]. A
study of over 500 high-school students in Da
Nang by Nguyen, H.T.B. et al. (2017) found
that 19.3% of the students were perpetrators and
16.7% of the students were victims of
cyberbullying [9]. However, studies in Vietnam
on this topic have same limitation, of using
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definitions acquired through synthesis from
international studies, and the local
appropriateness of the definitions are not clear.
International authors have shown varying
perspectives on the different ways of
identifying cyberbullying among subjects from
countries with different cultures [10, 11].

Development of conceptual definitions is a
challenge for all research fields, especially in
the context where researchers are exploring a
new scientific problem, such as cyberbullying.
A number of studies around the world have
been conducted to develop and clarify the
definition of cyberbullying as well as to explore
the characteristics of cyberbullying.
Cyberbullying has been defined by many
researchers in different ways, in varying
degrees of depth. So date, according to a report
by the European Parliament, there is no single
definition of cyberbullying and bullying that
has been agreed upon at the international or
European  level. Efforts to increase
understanding cyberbullying, however,
continue through international organizations
within the EU [12].

“Cyber” refers something related to
computers or the Internet. In the Oxford
dictionary, “cyber” refers characteristic of
computer culture, information technology, and
virtual reality. According to the Cambridge
dictionary, "cyber" is a precursor to the
inclusion, involvement or use of computers,
especially the internet. Olweus (2013) argues
that cyberbullying is similar to face-to-face
bullying (traditional bullying) but occurs
through electronic devices [13]. In many cases,
cyberbullying is defined based on Olweus'
original bullying definition [14, 15], whereby
the authors take three main points to make (1)
intentionally harm, (2) repetition, and (3) in
interpersonal relationship with power imbalance
[16].

However, some researchers have expressed
concern of that borrowing definitions of
traditional bullying to define cyberbullying may
not lead to adequate descriptions of
cyberbullying [17, 18, 19]. Cyberbullying is

different from traditional bullying in some
aspects [20, 21, 22]. First, the scope of
cyberbullying is larger than traditional bullying,
with just one click students can spread rumors
to thousands of people on the internet. Second,
it is difficult or impossible for the cyber-victim
to fully escape the threat situation. With
traditional bullying, victims have certain times
at school but at other times may at home or
other  potentially safe  places;  while
cyberbullying can continue throughout the day
and night, regardless of where the individual is.
Third, unlike traditional bullying, cyberbullying
is not a face-to-face experience, and the
perpetrator can be anonymous. Fourth,
electronic content can be difficult to remove
and functionally permanent, so victims may
experience one incident bullying repeatedly
(e.g., when a rumor is posted in a chat room)
[23]. Thus, a number of researchers have
concluded that independent definitions that use
part or all of Olweus' traditional bullying
definition should be extended [19]. Tokunaga
(2010), for example, has proposed that
cyberbullying is any act done through electronic
or digital means by individuals or groups that
repeatedly send aggressive messages to hurt or
annoy others [19].

One of the first researchers to introduce an
independent definition for “cyberbullying”, was
Bill Belsey (2005), a Canadian educator. He
defined cyberbullying as using information and
communication technology such as email,
mobile phone or text message, or a personal
website to harm someone's honor intentionally,
repeatedly, via hostile behavior by an individual
or group [24]. In later studies, the definition of
cyberbullying has been more specific about the
ways and means used for bullying. For instance,
cyberbullying has been defined as: (a) verbal
bullying or relationship bullying conducted via
electronic media or wireless technology
equipment [17]; (b) aggression that occurs
through  modern  technological  devices,
especially mobile phones and the internet [25,
26]; (c) is the transmission or posting of
harmful or malicious messages or images using
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the internet or other digital devices of
communication [27]; (d) is the repeated
aggressive behavior of an individual or group to
an individual  through ~ communication
technology such as e-mail, mobile phone, text
messages, instant messages, personal websites
or blogs [28]. In sum, cyberbullying is a form
of aggression that is done through electronic
devices [29]. Thus, cyberbullying has
characteristics of traditional bullying but also
distinctive characteristics [30].

However, one complexity in the definition
of cyberbullying is that repetition of behavior is
a central characteristic of bully, but
cyberbullying takes place in contexts where
“repetition” may be hard to differentiate or
define. As mentioned above, a single
cyberbullying behavior such as posting a rumor
in a chat room can produce ongoing effects.
The victim may experience being bullied
repeatedly as new friends or acquaintances read
the posting, although the bully may no longer
be engaged [31, 32, 33, 34]. Therefore, even
only a one-time act affect people over and over
again.

In Vietnam, at present the definition of
cyberbullying is largely based on the
synthesizing of definitions from studies in
different countries [7, 9]; no definition has been
derived from the Vietnamese perspective, in the
context of Vietnamese culture. There the goal
of the present study was to formally definition
and discuss characteristics of cyberbullying in
Vietnam, according to the culture and views of
Vietnamese people. The definition and
characteristic discovered in this study are hoped
to be the starting point for further research into
this issue, and applied in practice by school
psychologists and relevant agencies and
organizations to identify  cyberbullying
problems in students.

2. Methodology

The present study conducted focus groups
with the following participants: one group of 5

students from 5 different middle and high
schools (10 - 18 years), one group of 5 parents
with children in middle or high school, one
group of 5 teachers at middle, and high schools
and community college, one group of 5
psychologists working with children and
adolescents, and one group of 6 experts in the
field of psychology and education at research
institutes and universities. The focus group
discussions were centered on: (1) what is
cyberbullying, (2) what are cyberbullying
behaviors, and (3) characteristics of
cyberbullying behaviors. Each group discussion
was conducted in two and a half hours.

3. Results

Most participants defined cyberbullying by
giving examples, and then delineating the
characteristics of the examples. Summarizing
across the participants, cyberbullying was seen
as having the following characteristics:

1. Indirectly transmitting negative, untrue,
hateful, secret, and / or personal information
through electronic devices and applications.
All participants indicated that cyberbullying is
conducted through the internet, using
technological devices that can access the
internet. Cyberbullying was seen as occurring
most commonly on social network applications
(e.g., Facebook), but also during online games,
group chat messages, email, etc. For
psychologists working in schools and hospitals,
cyberbullying can take place not just on the
internet but also through the mobile phone
network via text messaging. According to the
student group: “Someone can exploit all data
from personal favorites, where the family is,
where people are from, photos, videos, all their
personal information to bully others, according
to many people online, many hurtful
comments”. See Table 1.

2. Intention to hurt the victim(s). All
groups agreed that a central characteristic of
bullying is the intentional and purposeful intent
to harm. The intent to harm is one of the if not
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the central characteristic of the definition of
cyberbullying. For instant, according to the
teacher group, cyberbullying “must cause some
loss for the victim”, and according to the
psychologist group, cyberbullying occurs when
“When someone transmits something that
makes the other person feel uncomfortable,
affects his or her dignity, or their mental or
physical health”. According to the professionals,
cyberbullying is an intentional harmful behavior,
but different from harassment. “If an internet user
posts something that does not have a specific
target (e.g., “I hate you”), it still can be
cyberbullying. Individuals who read these posts
may feel specifically targeted, and experience
being bullied.”

3. Repetition. Most of the focus group
discussions included discussion that frequency
or repetition is not an important factor in
determining whether a behavior is a
cyberbullying. According to the expert group,
"frequency is not the problem, but the degree of
harm, when everything is exposed." According
to the teachers, “Just a single action can be
called bullying, if it is strong enough." The
psychologists also indicated that repetition was
not central to the definition, "For example, it is
possible to attack an individual aggressively
enough only once, but it will still have a long-
term effect on the person being bullied". Thus, a
single behavior can have a sustained impact in
cyberspace, as information is spread and
transmitted continuously. This may be due to
the nature of the mechanism through which
information is spread, not necessarily due to the
bully carrying out repeated behaviors.

4. Power imbalance. Cyberbullying
involves behaviors where a person or group of
persons is stronger than the intended victim in
the opinion of the majority of the audience.
This was the consensus of all the groups. A
group of students stated that “Usually when are
being bullied you will feel isolated, no one is on
your side on the network, and you are weak.
According to the expert group, cyberbullying
involves “the intimidation of one person/group
by another person/group that is more powerful

than the other group, so the behavior is morally
intimidating.

5. Perpetrators can attack anonymously or
fake their identity. According to the group of
experts, in traditional bullying the identity of
the bully generally is clear and public, where a
specific individual and group can be identified.
However, in cyberbullying, the perpetrator “can
be anyone”. According to the psychologists and
teachers, cyberbully can be anonymous or the
bully can pretend to be someone else to cause
harm to this third person. According to the
teachers, in some cases the bullies and victims
are not even acquainted with each other “they
hurt an unfamiliar person ... they talk in public
chat group, then fight each other without know
the other person".

6. Cyberbullying can affect victims at any
time of the day or night. All of the groups
indicated that cyberbullying can occur at
anytime and anyplace. According to the expert
group, "cyberbullying affects people
everywhere, all the time," and that part of the
problem with cyberbullying is that the victim
"is always affected, and there is always a
witness on the internet. According to the group
of teachers, the fact that cyberbullying can
occur at any time reflects that tact that "internet
is information that you cannot control".
Moreover, the internet is a second life that is
always associated with students, with the
teachers noting "students share their life on
social networks, that is it is their second life,
then ... they can receive so much hatred”.
Because of this characteristic that cyberbullying
can affect anyone at any time, the impact of
cyberbullying on victims is difficult to control
and particularly harmful.

7. The perpetrator can be an individual or
group. All of the participant groups agreed that
cyberbullying can be from an individual, or an
online group, For instance, the student group
said “bullying groups can be large or small or a
single person, they support their own side”.
According to the psychologists and school
counselors, bullying can “involve an individual
or group, where they say bad things about
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someone who studies hard all day, teasing them
as a bookworm”.

The participant groups also noted that
cyberbullying can cause face-to-face bullying,
and that victims can be both cyberbullied and
rationally bullied. This was reflected in the
specific behavioral instances that groups
provided. According to the group of teachers,
for instance, “So today a student is upset with
someone online, and he or she brings it their
social network at school, that can be the
beginning of the direct bullying of each other.”
The teachers also suggest that “two students

look at each other in school, one girl thinks the
other looks at her mean, so she will post a long
note about the other one, and tag that girl.”
According to the teacher group, “You sense the
weakness of your friend, intimidate the friend
and bully them to do as you like, if he/she does
not do it, you will post these things on the
internet.”  According to the group of
psychologist, school counselor: “middle and
high school students will come together and
have a fight, then go online to post a video of
the fight on the internet.

Table 1. Cyberbullying behaviors reported by psycho-educational experts,
psychologists, teachers, parents, and students

“Bad video upload to YouTube”

“Edit photo”

Group Cyberbullying behavior

Psycho- “Spread information on social networks”

educational “Take pictures to post with bad intentions”

experts “Send a message via phone, Facebook with bad intentions”

“Creating the untrue information”

“Create a fake account (still transfer a fake news)”

“Block / excluded from the group — isolation (I'm blocked from being meaningful,
important group to me - I belong to that group)”

“Sharing other people's information without their permission”

Psychologists,
counselors
each other"

day, like a bookworm"

threaten other students"

the victim's dignity"
"Send pornographic photos"

"Threat of shopping for weapons in online games"
"Read each other's comments are starting to feel uncomfortable then start to threaten

"Group fighting then post on social network™

"... conflicts in classrooms then meet and fight outside and then post on social network"
"When hated, post something on Facebook to imply hints to hurt others™

"Set up a social network group, then say bad things about other peers who study hard all

"In a classroom there will be a student who hated most, and the class students will create
a group saying bad things about that student"
"A girl who likes a boy may show her affections on Facebook, then other students may
blame her for expressing affection to the boy"
"Another case when a student is better at playing games than others, he will scold or

"Directly mention about the victim or through another object or other form to repudiate

"Socially it may be related to an exclusion group"

"Calling all people, for instance the groups, such as grouping so many people, get the
majority opinion to hurt the victims psychologically"

"Bad smelling about each other, one bad smelling one another, bad smiles, offensive
words"

"Saying bad and inappropriate words, or speaks libelously, or speaks of irony or
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disparagement, or what is called provocation, libel, overstatement, wrong message"
"Take pictures, get pictures to the network to ridicule"

"Write a very long talk about the bad points of people to ridicule, denigrate”

Teachers "Post status with warning, put face down, threatening content”

"Students don’t know each other, but they can talk friendly then suddenly run into
conflict..."

"Openly call others to participate in offline fights"

"Words written on the internet have tendency of intimidating, imposing others to share"
"Allude on social networks"

"Comment directly or post something then tag to threaten the victim"

"Post status or threatening image and tag the victim"

"Sometimes it's just a picture, not a scary or sensitive picture, but the picture itself
publicize a secret"

"A student grasp the weakness of another friend, intimidate the other friend, bully the
other friend to do what s/he wants otherwise s/he will post the weakness so everyone will
know"

"Post status or photo, bully by grasping the weakness and intimidation others"

"Low security, Facebook accounts are hacked and information are disclosed, affect the
dignity... the information is used to bully others"

"Hack Facebook... use the hacked Facebook account to post disparaging words to others"
"For example, a student log his/her Facebook account in a computer of internet cafe/shop
and forget to log out, someone may use that opening account to post terrible things, that
can be considered cyberbullying"

Parents "Disclose personal information”

"Blaming one another, intimidating, defaming and posting publicly"

"Allude, hint"

"Challenge each other, post the threats"

"Stick pictures like knives to threaten directly”

"Put up a video clip and include a challenging paragraph... "

"Repeated instant messaging, threatening messages, text messages to each other over the
phone, Zalo, Messengers to threat others™

"For example, just a message: tomorrow morning | will wait for you at the school gate,
do you dare to go to school? The victim can be very scared "

Students "Bullying on the Internet I witnessed is when other students pulled out a student’s
personal information to tease"

"They will look for and use the old information to smear and ruin the dignity of people"
"People pealed out someone’s private life, romantic stories, and other aspects to
humiliate others, to them feel miserable, when the perpetrators feel it fun"

"People often use bad words and comments to humiliate the victims, or people bully on
the Internet, people will use personal information, people spread bad things, it is not
good for people who are bullied and people give as many people as possible"

"This evil comments, stigmatized images..."

"The bullies will often take the information that victims post on the internet, such as the
Facebook name, Chinese name... Or the pictures that a student posted, s/he may be happy
and feel fun with that, but the bullies can use them as a tool to attack, process the photo
to bully..."

"Attack, threaten, ruin others’ faces, humiliate, make the victim cannot raise their heads"

4. Discussion and conclusions perspective of education experts, psychologists,
. . . and parents and students in Vietnam. Their
The focus group discussions provide for a definition is that cyberbullying occurs when a
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send or share negative, untrue, threatening,
hostile, or personal information of others with
the intent to harm the victim often by damaging
the victim’s reputation, using internet
applications and electronic devices such as
computers and smartphones. Cyberbully can be
anonymous or with a false identity, with
cyberbully potentilly unacquainted in the real
world with the person being bullied.
Cyberbullying can occur anywhere, at any time.
The study also found that traditional face-to-
face bullying and cyberbullying can occur with
the same students, and each form of bullying
potentially is a cause of the other.

In many ways, cyberbullying as defined by
these Vietnamese participants is similar with
traditional bullying. As with traditional
bullying, cyberbullying involves (a) attempting
to cause harm to another (b) that is intentional
(c) within the context of a power imbalance
[16]. One area where cyberbullying appears at
least somewhat different is in regards to
repetition. Our participants indicated that the
behavior itself may not be repetitive but still
cyberbullying if the aggressive act is
sufficiently strong. In addition, because of the
nature of the internet, a single aggressive act
can continue to have ongoing impact because
information on the internet continues to be
available indefinitely. In addition, information
can be reposted by others than the initial
prepatrator, in many places, for different
reasons. Once messages etc. are posted, they
can spread beyond the control of the victim or
the perpetrator [31, 32, 33, 34]. In addition, in
cyberbullying the perpetrator(s) potentially may
hide their identity, and the bullying is able to
occur at all times and places, such as when a
student is at home in the evening with his or her
family, if on the internet. These characteristics
also differ from traditional bullying.

These findings have implications for
individuals in Vietnam working to help or
reduce the effects of cyberbullying on victims.
First, as noted above, victims of cyberbullying
may need to be prepared to cope with ongoing
dissemination of negative information, even if

the relationship with the perpetrator is resolved.
The fact that the bully may hide his or her
identity perhaps can be taken as an indicator
that the bully themselves is afraid, which
potentially can reduce the impact of the
bullying. The fact that bullying can occur
whenever the student is online is another reason
for students to reduce unnecessary time
spent online.

Ultimately, however, support for victims of
cyberbullying will for the most part be similar
to support for traditional bullying [35, 36]. To
achieve effective results, first we need school-
wide cyberbullying intervention and prevention
programs, as interventions focused on the
whole school have been found to be more
effective in reducing cyberbullying than
interventions via classroom curricula or social
skills training alone [37]. The program should
involve all stakeholders including school
administrators, teachers, school staff, students,
and their families to develop culturally-
compatible student support strategies, school
rules and policies regarding school technology
use and cyberbullying. Stakeholders should also
work together to develop general behavioral
management strategies that may reduce
cyberbulling through diffusion effects, and
foster links between families, schools and
communities. Delivering awareness on bullying
to all stake holders is very important, as a
unified approach will be more effective. Goals
of the program should be to (a) raise the
school's awareness of cyberbullying, helping
schools and families to be aware of the signs
and consequences of cyberbullying; (b) provide
appropriate support for cyberbullying victims;
and (c) equip students with coping strategies
when they are cyberbullied.

Second, the program should encourage
students to help their peers when they are
cyberbullied. Research results showed that
students witness many cases of cyberbullying
on their peers. The role of the witnesses is very
important, and they are in fact the key to
reducing cyberbullying. Research has found
that the largest group in the school environment
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in relation to cyberbullying is the witness, who
can change the school climate of cyberbullying
by making it unacceptable [38]. The witnesses
may choose to “stand up" against the bullies
and support the victims, encourage intervention
from peers or adults, or join in bullying, or
passively observe without providing any
support [39]. The mission of the cyberbullying
prevention and intervention program is to
motivate students to stand up against bully and
support the victims, raising awareness about the
role of witnesses, and provide students with
strategies and resources that you can seek help
when witnessing bullying. Finally, research has
found that online risk behaviors such as posting
sensitive images, sharing personal information
increase the likelihood cyberbullying [40, 41].
Hence intervention and prevention program
should also focus on educating online safety
behaviors for students.
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