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SOME ISSUES CONCERNING THE PROTECTION OF TRADE
SECRET AND THE COMPLETION OF TRADE SECRET
PROTECTION LEGISLATION IN VIETNAM

Trade the of
intellectual property rights is one of the
which has still been not

studied. addition, the
application of the stipulations related to

secret as object
categories
extensively In
trade secret is too little if we don’t want to
say that it has not been in existence in
reality. The formation of the trade secret
Vietnam’s
be

son e

protection regulations in

considered to
On the other hano,

scholars have shown that at present the

legislation can be

incomplete.

shortcomings of the trade secret protection
system usually cause more inhibition to
foreign investment than the limitations in
the protection of other intellectual
property objects {4, P.88}. Theféforc, the
completion of trade secret protection

up the

integration process of Vietnam into the

legislation not only speeds
region and the world but also contributes
to speeding up the economic growth

through foreign investment attraction.

In this article, the author will present
the aspects of trade secret notion and the
features of trade secret protection as the
of

industrial rights,

the

object property

compare trade secret protection
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mechanism of Vietnam with those of other
developed nations which have a lot of
experience in this field as well as compare
the

protection to the interrational treaties

requirements for trade secret
that Vietnam has participated or will
participate in. Then, the author advances
some proposals, aiming at completing the
protection legislation 1n

trade secret

Vietnam.

1. An Overview of the Trade Secret
Protection Legislation System in
the World

Trade secret is one of the traditional
objects of intellectual property rights. In
the the of

intellectual property was first used, skilled

old days before notion
workers had conserved their professional
secret. heir professional secret didn't

exist in documents, but 1t simply was the

knowledge, the secret of a particular
individual.
Until the Industrial Revolution 1in

Europe, the nature of know-hows and
trade secrets had gradually changed. The
complexity of the production process and
the wide-open relationships required to
have a record and paper system and at the
offered the
possibilities to change their employers.

same time employees
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From that time, the two trends which
threatened the entirety of know-hows and
trade secrets emerged: First, the
unfaithful attitude of some workers to
their ex-employers occurred; second, the
documents and papers relating to these
secrets were stolen. To settle a part of this
situation, employers introduced in the
employment contracts the provisions
which required employees to have a
liability to keep secret the know-hows and
the trade secrets they approached during
work process. It was considered as an
effective method of resisting employees’
uafaithful attitudes as well as the stealing
of the secret information mentioned above.
The state passed the law system to resist
tkis situation by strengthening the
senction measures to deal with the people

who violate the liability above.

So far, in most of countries in the
world, the protection of trade secret has
been given an appropriate position in the
law systems which protect the goals of
ptople’s intellectual work. However, in the
developing countries with a  little
esperience in the protection for intellectual
pooperty in general and trade secret in
pirticular, the settlement of this matter is

quite different.

In some countries, trade secret
protection 1s primarily implemented on the
b:sis of the contract signed by employers
aird employees or by trading partners. The
lizhility of revealing secret information is
e:amined 1in the scope of the civil
rdationships between the parties to the

citract. In addition, the civil service

employees (eg: customs officers, policemen...)
are under an obligation not to reveal the
secrets they approach when they do their
work through the special contracts. This
model exists in Great Britain and in some
of its colonies such as Australia and India.
In Australia, for example there is no
particular trade secret protection law, but
the legislation of Australia is applied to
examine the civil and criminal liabilities to
those who make mistakes in revealing
secret information illegally (3, P. 59- 64).

In some other countries, besides the
mode of trade secret protection through
the adjustment of the employer-employee
and trading partner relationships, there
are regulations related to the protection
for this object, which are scattered 1in
different legal documents such as the laws
against unfair competition, of information
and 1information protection and the
operations of judgment office, tax office
and insurance office,... This fact exists in
some countries such as Germany, Austria,

Italy and Russia.

In some countries, the protection for
trade secret is implemented on the basis of
particular law documents of this object,
combined with a few stipulations in other
law documents. In 1979, America
introduced the general law of trade secrets
(The Uniform Trade Secrets Act). The
trade secret protection 1is specifically
defined by the law systems of the states,
basically suitable to this law. America’s
law of trade secret protection is appreciated
and considered as one the most perfect law
systems 1in this field (5, P. 8).
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other

mechanism of trade secret protection 1is

In some countries, the
guaranteed by the general stipulations of
labour law, civil law and criminal law. The
laws of some countries such as France,
Poland, Switzerland provide trade secret
protection in the following directions:(1) In
the mode of labour relationships, employees
have responsibility to protect secret
information and are not allowed to
compete with their ex-employers when
they terminal their work contract; (2) the
civil liability of the people who propagate
the secret information which 1s assigned
by the others or called “trust abuse”; (3)
the criminal hability the state civil
servants and the officials of the offices which
information

examine the secret

propagation.

Finally, another mode of trade secret
protection is to protect mainly the legal
documents of each production or business
unit, which 1is wusually called “law of
employees’ behaviour rules”. This mode is

applied in Japan (1).

It is possible to find in reality that the
trade secret protection in each country in
the world is different in the approach to
settling problems on the one hand and has
certain common trends on the other. The
common trends are as follows: (1) There 1s
no particular trade secret protection law
(America can be considered an exception.
Because of the high independence of the
states in legislation, it is necessary to have
a common trade secret law to ensure the
unity of adjusting the relationships of this
object); (2) enhancing the responsibility of
employees to protection for the information
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known as trade secret; (3) strengthening
hability, including criminal lability and
civil hability to the state civil servantsg
working 1in the fields related to trade
secrets.

In addition, the
concerning trade secret protection are also

relationships

adjusted to conform with the mode of
relating international conventions. Ip
1900, in the conference of considering and
modifying Convention Paris of industrig]
property rights in Brussels, the rights
against unfair competition were
supplemented in the mode of the object of
industrial property, which were protected
in accordance with this convention. Article
10bis provides: the member countries have
responsibility to ensure for the other
members’ citizens the effective liabihty
against unfair competition actions, each of
the unfair competition actions s
understood to be any actions against the
honest customs 1n industry and business,
The seizing of secret information on
technology or trade secret is obviously
considered to be “against the honest
customs 1n industry and businesg”
mentioned above. Thus, it 1s possible tq
consider this as the first internationag]
article which provides 1indirectly the
protection for the information considered

as trade secret.

Until the end of the twentieth century,
the protection for the object mentioned
above was recorded in terms of the
regulations of the protection for secret
information as the object of intellectus]
property rights in the multilateral trade
agreements on the trade aspects of
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intellectual property (TRIPS).

Article No 39.1 of this agreement provides:

rights

“to ensure the effective protection against
unfair competition actions provided in
article No 10bis of the Paris Convention
(1967), the member countries must protect
the secret information and documents
handed to the
governmental offices...”

government or the
Moreover, the
mentioned article provides some specific
regulations of  secret information
protection. Remarkably, the term “secret
information” is used in this article to insist
on the fact that the protection for this
object must be larger than the conceptions
which have existed for over half a century;
for example, trade secret, know-how, the
list of trading partners, TRIPS is the most
comprehensive multilateral agreement on

trade secret protection.

Trade secret is one of the contents
related to the intellectual property rights
mentioned in the Vietnam - America Trade
Agreement. Basically, the stipulations
related to the Paris Convention and TRIPS
Agreement is considered to be the basis of
the two countries’ responsibilities to
protect this object.

2.Features of Trade Secret and
Criteria of Trade Secret Protection

2. 1. Features of Trade Secret as the
Object of Industrial Property Rights

Being one of the objects of industrial
property rights, trade secret has sufficient
features of intellectual property: the
invisibility of the objects and the result of

people’s intellectual work. In addition,

trade secret has a wide range of specific
features. The basis of trade secret
protection is the real monopoly of certain
subject to a set of certain knowledge (4, P.
5). The legal tool in the hand of trade
secret owners can allow them to have
certain ability to resist the violations of the
people around, but these tools are not as
effective as those of the owners of other
intellectual property rights. Therefore, the
existence of juridical capacity of trade
secret owners depends on themselves, the
comprehensiveness and effectiveness of
the measures which the owners apply
aiming at protecting their exclusive rights
of the information.

The next feature is the high generality
of trade secret. If invention, industrial
design, trademark and other objects of
intellectual property rights can be defined
as the products of creative work, trade
secret can be defined as various materials
related to production, technological
information, management, finance and
different operation aspects of trade. Trade
secret can be the solutions which can be
protected as invention, trademark,
industrial design, but for one reason the
owner doesn’t want to announce and
register it in accordance with the legal
formalities of patent. Moreover, the ability
of the businessmen who consider the
information that they have as trade secret
1s not boundless. Any states have the
rights to supervise the operations of
businessmen, fully and timely obey the
payment duty, assess the influences of

business operations on the surroundings,

VNU, Journal of Science, Economics-Law, N1 E, 2004
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etc. Thus, law provides that some kinds of
information can’t be considered as trade
secret: business

registration permits,

documents related to finance and
accounting operations in accordance with
legal regulations, information of quantity
and composition, salary, the working
conditions of employees, documents of
environmental pollution level,

consumption of noxious products, etc.

Another feature of trade secret 1s to
help distinguish it from other forms of
intellectual property known as the
limitlessness of protection time. Trade
secret rights are protected when the real
rights of the

Information still exist and the information

exclusive subjects to
meets completely the protection requirements
provided by the law. This makes the choice
of the forms to protect the object known as
trade secret become more attractive to
businessmen, especially in case the
principle of limited time protection doesn’t
satisfy their business profits.

Finally, trade secret known as the
object of intellectual property rights
doesn’t require the legal acknowledgment
of protected possibility, the registration
through appropriate authorities, and the
implementation of formalities or fee
payment. This is also significant to the
choice of trade secret protection forms of
the object which 1s the goal of people’s
creative works.

2.2. Criteria of Trade Secret
Protection
Like other forms of intellectual

property rights, the law of trade secret
protection provides a range of criteria
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which information needs to be protected as
trade secret.

TRIPS Agreement

minimum

addressed the

criteria  of trade secret

protection such as the protection for the
information under the legal control of

individuals and legal people 1if the

information:

- has secrecy with the meaning that it
1s widely known or it is easy of approach
for the people who often contact the
information;

- has trade values because it 1s secret;

- was protected by the people with legal

rights to 1mplement the reasonable

measures 1n accordance with the real
situation. (Item 2, Provision 31, TRIPS
Agreement)

Analyzing the senses above indicates
that to be protected as trade secret,
information must meet the following
protection criteria:

First, it must have secrecy or in other
word, 1t can’t be free to approach the
information legally. If any of the interested
third people can get access to the
information legally, that information can't
be protected as trade secret. For example,
studying available information, analyzing
the models of products circulated in the
market, catching up with the information

through different means, etc.

Second, 1t must have trade values. In
other  words, the exploitation of
information values 1mplemented by its
holders at present or in the future will

create more advantages for them than the
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ol who don’t hold this information. On
o husis of this criterion, some of the
gllowng information will not be protected

rale secret:
&

_ niormation that is not paid attention

oty he people around;

CIpformation that the people around
Jp't1se Lo gain their trade purposes; etc.
[&

Noreover, the information that has
editic Or implicit trade values can’t be
W 0 the others. The other people here
v te understood as the ones for whom
hi sfermation brings about certain trade

For example, manufacturers

)rlfis'
onpt with the manufacturers who have
pdo secret, the consumers of their

pdics and services.

rhid, 1t must be protected by the
JunLE with necessary measures. The
d »f these protection measures 1is
d‘,esi'ied and plentiful. They can be
tehial organizational, legal measures
JEneY: st preventing the others’ illegal
a'p’a:h from the information which
es protecting. It doesn’t require the
/T of the information to apply the
qe@l measures to protect 1it. The
. jprarce 1s that the specific behaviours
o te Ovners must express a desire to
nar'e the secrecy of the information
Juh hzy are holding. The necessary and
Jfein: condition s that the owners have
esues Lo restrict the access to
Jfenaton; when there is (eg: employees),
Jeovners must make them understand
1z 1 S lmpossible to disseminate the
Jfrmaton without the owners’ approval.

It 1s necessary to emphasize that the
protection conditions mentioned above are
of great significance. However, the last
criterion is of decisive significance. If the
owners of trade secret don’t pay attention
to the obligation to conserve specific
private information such as employees or
trading partners, the possibility to protect
the profits of trade secret is very low.

3. Some Proposals for Completing the
Legislation and Raising the
Efficiency of the Protection for
Trade Secret in Vietnam

The general requirement for
intellectual property in Vietnam when
entering the 21st century 1s to set up a
complete law system of intellectual
property (the protection for every object
and the complete and comprehensive
protection in terms of content, scope and
duration) and the efficiency in accordance
with international standards (the legal
norms must be reasonable and realizable,
the violation of intellectual property rights
must be legally treated), especially the
TRIPS Agreement. The

expansion of the scope of the protected

criteria 1n

objects, including trade secret not only
meets the requirements for the
development process of science and
technology and business knowledge but
also i1s an 1mportant step 1n the
development strategies of intellectual
property in Vietnam. However, with the
complexity of the protection for the
particular object which 1s trade secret and
together ~with the application of

stipulations on this which 1s still too little,
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the trade secret protection law in Vietnam
can be said to be in the formation and
development. In general the establishment
of the law system of intellectual property
protection in general must be based on the
experience of the developed countries. On
the other hand, to meet the requirements
for the integration into the region and the
world, we must have the legal
environment which 1s appropriate, but not
too far apart from the world. First of all, to
World  Trade
Organization (WTO), establishment of a
property
protection in accordance with the criteria

participate n the

law system of intellectual

of minimum protection mentioned 1n
TRIPS Agreement is undeniably a neccessity.

Given that, the

completing the legislation of trade secret

proposals  for

protection, which we mentioned here, are
mainly based on TRIPS stipulations and
the experience consultancy of the
developed countries. We will mention some

problems as follows:

To determine the scope of pretected
objects

Provision No. 6, Decree No. 54/ CP on
the industrial property protection for trade
secret, geographical indications, trade
names addressed the notion of trade secret
known as the invested achievement in
terms of information, with the following
conditions:

- It 1s not common knowledge.

- It is applicable to business and when
applied, it will create more advantages for
the owner than the people who don’t hold
or use it.
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- It 1s protected by the owne, wit
1
necessary  measures so  that
information will not be leaked ot .

easily approached.

On the whole, the protection « teri
mentioned above are suitable :, h
criteria of TRIPS Agrezment, whic; w
analyzed above. Another problenr "
define the wviolation to trade StCig
Analyzing the regulations of TRIp:
Agreement indicates that there ar, 5o
modes of receiving the i“b‘mitm
belonging to other people’s secret tqgy, ;
not considered as the violation he
rights of the information owner. i
secret protection 1s not applied ¢ i
inform:tion which is received as ths L]

of the following processes:
- independent invention
- reverse analysis

- honest information reception

According to Item 2, Provisio: y, 8
Decree No. 54/ CP, one of ths i
considered as industrial property Vol
to trade secret 1s “the revelation eng 560
the information belonging to trad Scat
without the permission from the O¥Tar
that trade secret.” The conten ,f the
norm can lead to the understzmi,g 5
contradiction with the regulitip i
TRIPS Agreement on the determn,t},n)f
violation of trade secret. Accordigy, ts
regulation, the announcement ayc Ue f
the information which is the res;] ¢ te

independent invention and

‘€ele
analysis processes or honestly zq;, d

information can be considere( ;¢ te
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viclation to the rights of trade secret
owner. Therefore, in our opinion, it is
necessary to supplement the regulations
on the acts considered as industrial
prperty violation of trade secret,
in:luding the acquistion of the information
myde mentioned above which is considered

tobe legal.

The Trade Secret Protection for the
Ojerations of the State Office

Competent state offices have the rights
to require enterprises to provide the
jnormation  about  their  operation
claracteristics as well as their goods and
services. It 1s special that some products
chsely related to the safety of consumers
sich as medicines, chemical substance
wed for agriculture, the products used for
adation, etc. must be qualitatively tested
b the competent state office. At that time
tle enterprises which have secret
irformation always need to be protected so
ttat that information will not be fallen
irto the hand of their c0mpeti'tors‘ To solve
tlis contradiction, Item 3, Provision No.39,
TIPS Agreement provides that the
e:periments or data which are not
rwvealed when submitted as a condition to
r:tafy that the

parmaceutical products or agricultural

marketing of

ciemical products used with new chemical
ngredients must be protected from the
wkealthy use in business and revelation
i1 some certain cases. These stipulations
i1 TRIPS Agreement clearly have a limited
cove. The state offices can require
related to the

pharmaceutical

dfferent  information

poducts outside the

products and

agricultural  chemical

products mentioned above. Vietnam'’s
legislation solves this issue in a larger
scope: All the acts of approaching and
acquiring the information belonging to
other people’s trade secret when they
submit 1n accordance with the procedure to
apply for Dbusiness and circulation
permission 1n order to be against the
protection measures of administration
offices, or the use of that information for
business purpose and for the purpose of
applying to

permission are all considered as the

business or circulation
industrial property violation to trade
secret. (Item 4, Provision 18, Decree No.
54/ CP). It is possible to consider this as an
advantage of the trade secret protection
system of Vietnam. However, raising the
efficiency of the trade secret protection
system 1n relation to the state offices’
examination and supervision of products
does not stop there. In our point of view,
the 1ssue above will be comprehensively
solved in the following directions:

First, it 1s necessary to examine the
liability of the staffs of the state offices in
authority to the acts of revealing the
information known as trade secret which
they approach when they do their work.
Item 2, Provision 2, Decree No. 12/ CP
dated March 6™, 1999 “on the fine in the
field of industrial property” provides:
Every organization and every individual
who intentionaly unintentionaly acts
which violates the stipulations of the
State’s protection and management of
industrial property, are under the level of
being held criminal liability is fined in
accordance with the fine ordinance and the

VNU, Journal of Science, Economics-Law, N, E, 2004
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Decree mentioned above. However, until
now there haven't been any specific
stipulations related to the determination of
the liability of the staffs in the state offices
which have competence to grant permissions
related to
permissions of products on the revelation
of the information known as the trade
secret of the people who apply for the sorts

business or circulation

of permissions above.

Second, 1t 1s necessary to limit and
stipulate  specifically the scope of
information that enterprises need to
submit to the state offices and the
authorities when they apply for business
permissions or the circulation permissions
of products. If the offices mentioned above
advance the requirements out of the
allowed scope, the people who apply for
permissions can refuse to provide the
information related to their trade secret.

Combining the law of industrial
property protection for trade secret with
other legal forms.

As mentioned above, of many

developing countries of the world, the law

of trade secret protection is the
combination of legal stipulations of some
different fields. This originates from the
features of trade secret which is the
monopoly of the owner about certan
information. In that content, the form as
well as the application scope of that
information is diversified and plentify]
Thus, to protect effectively the object
known as trade secret, it requires g
combination of many different oy
branches. Even it is not necessary tq
promulgate a specific legal document ¢p
this object. The importance 1s the
harmonious and comprehensive
combination of law branches. Therefore,
for Vietnam, together with the completicp
of the trade secret protection stipulationg
in Decree No. 54/CP and law documen:g
related to industrial property protection
(technology transfer, violation treatment
in industrial property, etc.), the protecticp
for trade secret must be mentioned ard
dealt with in other fields such as law Hf
employment contracts, law of unfa,
competition, customs office operation, t:x
bureau and others.
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TAP CHI KHOA HQC DHQGHN, KINH TE — LUAT, S6 1E, 2004

MOT SO VAN PE VE BAO HO Bi MAT KINH DOANH VA VIEC THUC
HIEN PHAP LUAT BAO HO Bi MAT KINH DOANH CUA VIET NAM

Nguyén Thi Qué Anh
Khoa Luét, Pai hoc Quéc gia, Ha Néi

Bai viét trinh bay nhiing nghién citu vé mot s6 van dé 1i thuyét bao ho bi mat kinh
doanh va viéc thuc hién Phép luat bao hd bi mat kinh doanh cia Viét Nam. Dua trén nhiing
phan tich khoa hoc, tac gia so luge hé thdng Phap luat bao hd bi mat kinh doanh trén thé
gidi, néu lén nhiing dic diém cta bi mat kinh doanh va nhitng tiéu chuéin bao hd bi mat
kinh doanh véi tu cach 1a d6i tugng clia quyén s6 hitu tri tué va dong thoi néu ra giai phap
cho viéc thuc hién Phap luit va nang cao hiéu qua cua bao hd bi mat kinh doanh g Viét
Nam.
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