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1. Introduction* 

In both global and Vietnamese contexts, 

artificial intelligence (AI) is experiencing rapid 

expansion and is gradually reshaping society in 

a positive direction [1].  However, AI also entails 

certain risks throughout its deployment and 

application. AI systems are increasingly present 

in everyday life, ranging from virtual assistants 

and autonomous vehicles to medical diagnostics, 

________ 
* Corresponding author. 
   E-mail address: duongnv@uel.edu.vn 

   https://doi.org/10.25073/2588-1167/vnuls.4799 

thereby raising concerns over potential negative 

impacts such as algorithmic bias, privacy 

infringements and threats to public safety [2].  

These developments call for an effective legal 

framework capable of managing risks while 

preserving space for technological innovation. 

The European Union (EU) has become the 

first jurisdiction to enact a regulatory instrument 

specifically designed to govern AI through the 

European Union’s Artificial Intelligence Act 
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(AIA). The EU has adopted a risk-based 

approach to AI governance, under which AI 

systems are categorised according to the level of 

risk they pose, with corresponding legal 

obligations applied to each category [3].  This 

approach has not only shaped the architecture of 

AI governance within the EU but has also had a 

global impact, compelling non-EU companies  

to comply when supplying AI systems to the  

EU market. 

Given the growing relevance of AI 

technologies, it is essential for Vietnam to 

develop a coherent legal framework to address 

AI-related challenges. At present, Vietnam does 

not have a dedicated law regulating AI. Instead, 

relevant provisions are found in existing legal 

instruments such as the Law on Cybersecurity 

2018, the Decree 13 on Personal Data Protection 

and other related regulations. The absence of a 

specific legal framework for AI results in a lack 

of fundamental risk governance structures when 

AI is applied in practice in Vietnam. Therefore, 

in the process of developing a legal framework 

for AI in Vietnam, especially as the Law on 

Digital Technology Industry 2025 (LDTI 2025) 

has recently been promulgated, it is necessary to 

learn from international experience, in particular 

from the EU, which is widely recognised for its 

comprehensive and advanced regulatory 

approach to AI through the adoption of 

specialised legislation [4].  Furthermore, the 

AIA's method, along with its human-centred 

philosophy, can serve as an important model for 

Vietnam to consider, given the similarities in 

policy orientation. 

Furthermore, the EU’s human-centric 

approach to AI, as embodied in the AIA, may 

serve as a meaningful model for Vietnam, given 

certain policy convergence. This paper focuses 

on analysing the risk-based approach adopted in 

the AIA and the normative foundations 

underpinning it. It also examines the practical 

and conceptual challenges the EU has faced in 

drafting this regulation. Based on this analysis, 

the paper offers recommendations for Vietnam 

to develop a legal framework suited to its 

national context, capable of balancing 

innovation promotion with the need to control 

emerging risks. A comparative legal 

methodology is employed to assess the EU 

model in relation to the Vietnamese legal 

landscape and to extract insights relevant to 

domestic regulatory development.  

2. Theoretical Considerations on Risk and the 

Risk-Based Approach in Artificial Intelligence  

Risk is inherently associated with adverse 

consequences or harm. Accordingly, risk in the 

context of AI refers to the potential for negative 

or harmful outcomes arising from the practical 

use of AI. What distinguishes AI-related risks is 

their multidimensional nature [5].  On the 

technical side, AI systems may malfunction due 

to faults in machine learning processes or the use 

of incomplete or biased training data. These 

technical flaws can lead to erroneous outputs, 

flawed reasoning, or incorrect decisions, thereby 

causing harm when applied [6].  From an ethical 

and societal perspective, AI has the potential to 

amplify existing social prejudices and 

discriminatory practices, thereby violating core 

principles such as fairness and human rights. 

This may include racial or gender-based 

discrimination or the unauthorised processing of 

personal data [7].  At the institutional level, AI 

systems may infringe upon fundamental rights, 

such as the right to privacy, the right to a fair 

trial, and the right to explanation, rights that are 

legally recognised and protected. 

Moreover, in cases where AI systems cause 

damage, legal liability remains ambiguous, 

particularly when it is difficult to determine 

whether the fault lies with the developer, 

provider, or end-user. As noted by the United 

States Federal Trade Commission, AI is best 

understood as a socio-technical system, meaning 

that the risks it presents emerge from the 

interaction between technological components 

and social or human contexts. In this light, AI 

risks arise not only from the technical design of 

algorithms but also from their deployment 

environment and interaction with human 

behaviour [8].  Consequently, AI inherently 
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embodies both direct (technical) risks and 

indirect (ethical, institutional, and societal) risks. 

According to the EU’s regulatory 

perspective, risk is defined as the probability of 

harm multiplied by its severity.1  This approach 

reflects an understanding of AI risk that is not 

limited to the likelihood of system failure but 

also encompasses the concrete consequences 

such failures may have on legally protected 

rights and interests. This definition underpins a 

dual-dimensional risk assessment model that 

combines quantitative (probability of 

occurrence) and qualitative (severity of harm) 

elements. It provides the foundation for 

allocating corresponding legal obligations based 

on varying levels of risk. This framework serves 

as the basis for the risk-based classification of AI 

systems, which is one of the core structural 

pillars of the AIA. 

When approaching the notion of risk from a 

regulatory perspective, it is essential to draw a 

clear distinction between technical risk and legal 

risk in order to identify the object of regulation 

correctly and to select appropriate regulatory 

tools. Technical risk primarily falls within the 

domain of technical standards and refers to the 

possibility that an AI system may malfunction 

due to technological issues. Such risks may 

include incorrect outputs resulting from 

programming errors, algorithmic inaccuracies, 

or incomplete training data. These risks are often 

quantifiable to a certain extent, using indicators 

such as error probabilities, and potential damage 

to property, health, or human life. 

In contrast, legal risk is qualitative in nature 

and arises when the operation of an AI system 

results in consequences that contravene existing 

legal norms or infringe upon the legitimate rights 

and interests of individuals, organisations, or 

communities. Legal risk falls squarely within the 

scope of legal regulation and requires 

mechanisms for control, responsibility 

allocation, and protection of affected parties’ 

rights and interests. 

________ 
1 Article 3(2) of AIA. 
2 The term “black box effect” in the context of AI refers to 

a situation in which the decision-making process of an AI 

Distinguishing accurately between these two 

categories of risk is fundamental to constructing 

a risk-based legal framework for AI regulation. 

Under this model, legal regulation should focus 

on governing and sanctioning legal risks, while 

technical risks, although not subject to direct 

legal regulation, should nonetheless be managed 

through technical instruments such as 

standardisation, testing, and certification. 

However, to ensure comprehensive and effective 

AI governance, a coordinated framework is 

required that harmonises legal and technical 

regulatory approaches, enabling the 

identification and mitigation of all types of risk 

across the entire lifecycle of AI systems. 

Traditional models of legal liability, which 

rely heavily on human conduct, encounter 

difficulties when applied to AI-generated legal 

events where decisions are made with minimal 

or no human intervention. Existing legal 

frameworks may struggle to keep pace with the 

rapid development of AI and robotics, and the 

absence of standardised rules can lead to 

fragmented and inconsistent regulation [9].  In 

practice, assigning liability when AI causes harm 

is extremely complex, in part due to the opacity 

and “black box” nature of AI systems.2 [10] The 

vast volume of personal data processed by AI 

poses significant risks, including indiscriminate 

data collection and algorithmic profiling that 

infringe privacy rights. AI algorithms may also 

replicate and amplify biases in training datasets, 

leading to discriminatory outcomes. 

Furthermore, the lack of transparency in AI 

decision-making processes complicates efforts 

to verify compliance with legal standards and 

detect violations. 

Accordingly, AI governance becomes 

imperative and should be premised on 

anticipating risks that may materialise in real-

world applications. Nonetheless, the risk 

governance approach must be carefully balanced 

with the need to promote innovation in AI and 

robotics. Any risk-based regulatory framework 

system becomes opaque, difficult to understand, or hard  

to explain. 



N. V. Duong, D. G. Phuc / VNU Journal of Science: Legal Studies, Vol. 41, No. 4 (2025) 1-16 

 

4 

should integrate ethical considerations into AI 

development, with an emphasis on enhancing 

transparency and accountability among all actors 

across the AI lifecycle [11, 12].  

Ultimately, the risk-based approach aims to 

harness the developmental potential of AI while 

safeguarding fundamental societal values and 

rights. In other words, it is a strategy to manage 

the inherent risks of AI in a manner that 

maximises its benefits and mitigates its adverse 

impacts. Furthermore, this approach is widely 

regarded as striking a balance between risk 

control and technological advancement. It 

avoids unnecessarily constraining innovation in 

low-risk areas while concentrating regulatory 

resources on AI applications that pose the most 

significant risks. Moreover, this approach 

ensures that regulatory controls are 

proportionate to the level of risk involved, 

avoiding both overregulation and 

underregulation. Importantly, it is also 

technically and technologically feasible to 

implement [13].  

At present, the AIA represents the most 

explicit embodiment of the risk-based approach. 

The Act classifies AI systems according to their 

level of risk, namely, unacceptable risk, high 

risk, limited risk and minimal risk. These risk 

levels determine the corresponding legal and 

regulatory requirements, thereby allowing 

regulatory efforts to be concentrated on AI 

applications that pose the greatest risks [14].  

The EU’s approach to AI risk is derived in part 

from the regulatory model applied to medical 

devices in Europe, particularly the principle of 

AFAP (As Far As Possible).3  However, the EU 

interprets the AFAP standard in a narrower sense 

by removing the criterion that risk should be 

reduced “as far as possible” without adversely 

affecting the risk–benefit ratio. In effect, AI 

developers are required to eliminate risks 

absolutely, regardless of cost or the potential 

________ 
3 The principle of “As Far As Possible” promotes diligence, 

responsibility, and adaptability in medical practice. It 

requires healthcare professionals to continuously assess the 

situation, consider all relevant factors, and make their 

utmost effort to achieve the best possible outcomes for 

impact on the utility or performance of the 

technology. Such an interpretation risks 

imposing a rigid and overly restrictive 

application of the AFAP principle. It fails to 

consider opportunity costs or the implications 

for technological innovation [15].  Scholars have 

observed that the EU’s risk approach may be 

excessively stringent, overlooking the need to 

balance benefits and risks. This, in turn, may 

increase the compliance burden on businesses 

and hinder the real-world deployment and 

development of AI technologies. 

3. The Risk-Based Approach in the Legal 

Framework of the European Union  

In the AIA adopted by the European 

Parliament and the Council in 2024. From the 

time it was proposed, the AIA by the European 

Commission has been positioned as a “risk-

based” framework aimed at building 

“trustworthy AI”. Accordingly, the AIA 

establishes a classification system of four levels 

of AI risk, thereby prescribing a corresponding 

legal regime for each level. Specifically, these 

include: 

i) Unacceptable risk: This is the highest level 

of risk, applied to AI systems considered too 

dangerous or unethical to the extent that they are 

absolutely prohibited. Article 5 of the AIA 

imposes a complete prohibition on the use of AI 

systems that pose an unacceptable risk. The AIA 

sets out a list of behaviours falling under this 

category, such as AI that uses subliminal 

techniques to manipulate human psychology; AI 

that exploits the vulnerabilities of vulnerable 

groups (children, persons with disabilities) to 

cause harm; AI used by public authorities for 

social scoring of citizens resulting in 

discriminatory consequences; AI that predicts 

the likelihood of an individual committing a 

patients, even when faced with unavoidable challenges and 

limitations. This principle serves as a reminder that in 

medicine, the constant pursuit of improvement and the 

optimisation of care is both an ethical and professional 

imperative. 
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crime (a form of “predictive policing”); and the 

extraction of biometric data remotely in real-

time in public spaces for law enforcement 

purposes (except for certain exceptions such as 

searching for missing children or preventing 

terrorism). It can be seen that these are 

behaviours which gravely and directly violate 

fundamental values of human beings and society 

(such as human dignity and human rights). 

Therefore the EU has adopted an absolute 

prohibition approach. 

ii) High risk: This group includes AI systems 

that are not prohibited but pose a significant risk 

to human health, safety, or fundamental rights. 

Article 6, Chapter III and Annex III of the AIA 

provide a detailed list of two categories of high-

risk AI systems: 1) AI that is a safety component 

of products subject to strict regulation (such as 

AI in medical devices or industrial machinery); 

2) AI used in sensitive areas (such as education, 

recruitment, financial services, criminal justice, 

biometric identification, migration management, 

etc.). High-risk AI systems must comply with a 

set of stringent obligations under Chapter III of 

the AIA, including: developers of high-risk AI 

must implement a risk management system 

throughout the AI lifecycle, and assess and 

mitigate risks both before and after the system is 

placed on the market. They must ensure data 

governance and the quality of training data (to 

avoid bias or distortion). Technical 

documentation must be comprehensive, 

instructions for use must be provided, and users 

must be clearly informed when interacting with 

AI to ensure transparency at this level. In 

addition, human oversight must be ensured for 

this category of risk, so that humans can monitor, 

intervene in, or deactivate the AI if necessary 

when high risk arises. The system must meet 

requirements regarding accuracy, cybersecurity, 

and reliability, and must undergo conformity 

assessment or self-assessment before being 

placed on the market. Furthermore, providers 

must register high-risk AI systems in the EU 

database and establish a post-market mechanism 

to collect feedback and address issues. Not only 

developers but also other actors in the AI supply 

chain (such as importers, distributors, and 

deployers) bear corresponding responsibilities. 

iii) Limited risk: This group consists of AI 

systems that pose limited risks but still require 

certain transparency safeguards. According to 

Article 52 of the AIA, AI systems that interact 

with humans or generate content that may cause 

confusion must comply with an obligation to 

inform users that they are interacting with AI. 

The EU stops short of imposing legal obligations 

at this level and instead encourages developers 

to adopt voluntary codes of conduct for such AI 

systems to ensure they remain user-friendly and 

trustworthy. 

iv) Minimal or no risk: According to Article 

69 of the AIA, this group includes the vast 

majority of AI systems, particularly common 

applications such as spam filters, AI-based video 

games, or smart office tools, since these tools are 

considered to pose little or no significant risk. 

For this group, the AIA imposes no additional 

legal obligations. Governance is primarily left to 

developers and other actors guided by ethical 

principles, thereby avoiding unnecessary 

burdens on innovation. 

The AIA is built upon the “New Legislative 

Framework” (NLF) of the European Union, 

which serves as the overarching legal framework 

for product-related legislation and establishes 

standards for health and consumer safety [16].  

In particular, the prohibition of AI systems 

deemed to pose an unacceptable risk exemplifies 

an ex-ante approach (prior to occurrence - 

preventive regulation) [17].  This means that the 

EU is prepared to intervene and prevent such AI 

systems from being placed on the market or put 

into use from the outset, based on the 

determination that these systems are likely to 

cause serious harm and conflict with core 

societal values, rather than waiting for adverse 

consequences to materialise [18].  This reflects 

the EU’s prioritisation of protecting citizens and 

social values from identified threats posed by AI. 

In addition, the principle of proportionality, 

one of the general principles of EU law, is 

enshrined in Article 5(4) of the Treaty on 

European Union (TEU), which requires that “the 
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content and form of Union action shall not 

exceed what is necessary to achieve the 

objectives of the Treaties”. The principle of 

proportionality demands that burdens (financial 

or administrative) placed on economic operators 

and citizens must be minimised in proportion to 

the goals to be attained [19].  

Furthermore, the EU places strong emphasis 

on human-centric AI, which constitutes one of 

the core motivations behind the AIA [20].  This 

objective demonstrates Europe’s aspiration to 

become a global leader in the development and 

deployment of advanced, ethical and safe AI, 

promoting a human-centred approach in the 

global context. The EU seeks to distinguish itself 

from other major powers by emphasising its 

ethical, value-based, and human-focused model 

[21].  The risk classification under the AI Act 

draws directly from the Charter of Fundamental 

Rights of the European Union as its primary 

normative reference [22].  

Finally, the EU values responsible 

innovation across the legislative process and its 

implementation by relevant stakeholders. It has 

introduced the AI Innovation Package and the 

regulatory sandbox mechanism to support 

businesses in testing low-risk AI in a controlled 

environment. This reflects a balance between 

regulatory oversight and the encouragement of 

innovation, indicating a long-term vision: 

managing risk to build user trust and thereby 

promote the sustainable development of AI. 

Although the AIA is grounded in relatively 

robust theoretical foundations for a risk-based 

approach, it nonetheless presents certain 

strengths and weaknesses. 

3.1. Advantages of the Risk-Based Approach in the 

EU Artificial Intelligence Act  

The AIA's approach focuses regulatory 

efforts on the most critical areas, specifically 

targeting AI systems likely to pose high risks to 

human health, safety, and fundamental rights. 

This ensures that strict regulations are applied to 

those AI systems that present the greatest risks. 

For other systems, mechanisms such as “soft 

law” instruments are employed instead, thereby 

avoiding unnecessary regulatory burdens across 

the board. 

The EU also seeks to strike a balance 

between control and the promotion of 

innovation. Its objective is to reach an optimal 

point between minimising AI-related risks and 

encouraging technological advancement. This 

developmental axis helps legislators to avoid 

overregulation and respect the principle of 

proportionality during the formulation of legally 

binding rules before a law is finalised. 

Fundamentally, the AIA provides a relatively 

clear legal structure for classifying AI systems 

by risk levels. In other words, it constructs a 

“risk-level pyramid” that offers a visual and 

structured method for identifying and 

categorising risks. 

By adopting a human-centric risk-based 

approach, the EU is able to pursue the goal of 

building public and societal trust in the notion of 

“trustworthy AI made in Europe”. This, in turn, 

facilitates the acceptance and sustainable 

development of AI and enhances the competitive 

advantage of European AI companies in 

comparison to other major powers such as the 

United States or China. 

3.2. Disadvantages of the Risk-Based Approach in 

the AIA 

The classification and differentiation of risk 

levels under the AIA remain the subject of 

considerable debate. Risk categorisation relies 

heavily on the socially acceptable level of risk, 

which is not a purely quantitative exercise 

defined by clear criteria, but rather a socio-

cultural assessment dependent on public 

acceptance [20].  In other words, the 

identification of risk is a complex matter and can 

lead to confusion between different risk levels. 

Any risk determination must therefore take into 

account social values and fundamental rights. 

Consequently, the assessment of risk levels rests 

with competent authorities, meaning that AI 

providers may face uncertainty regarding the 

costs they must incur to ensure legal compliance. 

A notable illustration of this uncertainty can be 

found in a survey of 106 AI systems conducted 
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within the EU, which reported that 18% of AI 

systems fell into the high-risk category, 42% into 

the low-risk category, while 40% could not be 

clearly classified as high-risk or not [23].  

At present, technical standards such as codes 

of practice or technical guidelines, intended to 

ensure that AI systems operate safely, 

transparently, and reliably remain incomplete 

[25].  This affects the ability to ensure 

compliance with the AIA. Under EU law, if a 

company adheres to officially recognised EU 

technical standards (known as “harmonised 

standards”), it benefits from the presumption of 

conformity. In other words, compliance with 

such standards serves as proof of legality, and no 

further justification is required. However, to 

date, no harmonised standards have been 

adopted for AI, especially with respect to risk 

management in high-risk systems [24].  In the 

absence of harmonised standards, those 

developed by ISO/IEC JTC 1/SC 42 (the 

subcommittee on AI) may serve as a temporary 

reference, but they do not carry legal weight and 

cannot trigger the presumption of conformity 

[16].  This means that even if companies apply 

such standards, they are still required to 

demonstrate separately that their systems meet 

the legal requirements. 

The current classification of AI risk levels 

under the AIA continues to present limitations 

and inconsistencies for stakeholders. One of the 

primary reasons is the lack of clear guidance on 

how to determine which risks are considered 

“acceptable” under the existing legal framework. 

In this context of regulatory ambiguity, the 

responsibility for assessing and classifying risk 

levels is often transferred to AI providers, 

namely, those entities developing or deploying 

AI systems. Other actors in the AI usage chain, 

including purchasers, deployers, and end-users, 

may be unaware of the scope of their legal 

obligations in managing and addressing residual 

________ 
4 Over the past years, a series of strategic policy documents 

on artificial intelligence have been issued in Vietnam, 

including: (1) Resolution No. 52-NQ/TW on certain 

guidelines and policies for proactive participation in the 

Fourth Industrial Revolution, (2) Decision No. 127/QD-

risks. Specifically, they may not be adequately 

equipped with a legal basis to determine whether 

they are required to implement additional 

mitigation measures or to issue warnings to 

affected individuals about remaining risks after 

deployment. Such a lack of clarity regarding 

responsibility can result in two serious 

consequences: (1) these actors are forced to 

make legal assessments and decisions under 

conditions of limited information, increasing the 

risk of error or non-compliance; and (2) in the 

event of harm, they may be exposed to 

unforeseen legal liability. This constitutes a clear 

example of “legal uncertainty”, which poses a 

significant barrier to the widespread and safe 

deployment of AI systems in practice. 

4. Current Legal Framework for AI Risk 

Classification and Some Recommendations 

for Vietnam  

4.1. The Current State of Vietnamese Law on Risk 

Classification in Artificial Intelligence 

Prior to 14 June 2025, Vietnam had not 

enacted a dedicated law governing AI. Issues 

relating to AI were only regulated in part under 

broader legal frameworks concerning 

cybersecurity, information safety, and privacy, 

as found in normative instruments such as the 

Law on Cybersecurity 2018, the Law on 

Network Information Security, Decree No. 

13/2023/ND-CP, Law on Personal Data 

Protection 2025, among others. In practice, these 

instruments may only be interpreted as indirectly 

applicable to AI to the extent that their regulatory 

subjects relate to AI technologies. This has led 

policy experts to assess that Vietnam’s policy 

and legal framework on AI remains limited in 

light of practical needs. The development of AI 

has significantly outpaced both legal provisions 

and ethical guidelines in this area [17, 25]4.    

TTg on the National Strategy for Research, Development 

and Application of Artificial Intelligence to 2030, (3) 

Decision No. 569/QD-TTg on the issuance of the Strategy 

for Science, Technology and Innovation Development to 

2030, (4) Resolution No. 57-NQ/TW on Breakthrough 
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The Law on Cybersecurity 2018 is primarily 

concerned with protecting national security and 

public order in cyberspace. While the law does 

not explicitly address AI, it establishes 

regulatory measures based on the level of risk 

posed to critical information systems. In 

addition, it prohibits and sanctions numerous 

harmful activities in cyberspace, including 

cyberterrorism, cyberattacks, and the use of 

cyberspace for criminal or subversive purposes. 

These prohibited acts could encompass 

malicious uses of AI, such as disseminating 

disinformation or using deepfakes for fraudulent 

purposes. Therefore, if an AI application 

currently causes harm to cybersecurity or public 

order, it can only be addressed through the 

general provisions of this law. 

Decree No. 13/2023/ND-CP and Law on 

Personal Data Protection 2025 do not directly 

regulate AI-specific matters, but they exert a 

substantial influence on AI applications, since 

most AI systems involve data collection and 

processing. Accordingly, any AI system that 

collects or analyses personal data within 

Vietnam must comply with the provisions of 

Decree 13 and LPDP 2025. For instance, an AI 

system used in recruitment or healthcare that 

processes sensitive personal data such as health 

or biometric information must obtain the explicit 

consent of the data subject and adopt appropriate 

security measures. This results in a de facto risk 

classification based on the nature of the data 

used. Where sensitive data is involved, privacy 

risks are considered higher, thereby triggering 

stricter regulatory requirements. 

Thus, Vietnam has not previously 

established a mechanism for classifying AI 

according to risk. Legal instruments such as the 

Law on Information Technology, the Law on 

Access to Information, the Law on Network 

Information Security, and other currently 

applicable regulations do not contain any 

________ 
Development in Science, Technology, Innovation, and 

National Digital Transformation, and (5) Resolution No. 

03/NQ-CP on the Government’s Action Programme for 

implementing Resolution No. 57-NQ/TW. This report 

focuses in greater detail on Resolution No. 57-NQ/TW and 

provisions concerning the classification or 

management of AI based on risk levels. As such, 

it may be said that the existing legal framework 

for AI in Vietnam remains incomplete. 

However, from the perspective of “soft law” 

principles, the Ministry of Science and 

Technology issued Decision No. 1290/QD-

BKHCN, which provides guidance on principles 

for the responsible development of AI systems. 

This document outlines a vision of building a 

human-centred society, with a balanced 

approach to the benefits and risks of AI. The 

Ministry proposed nine core principles to be 

observed in the research, design, development 

and provision of AI systems, including: 1) 

Cooperation and innovation; 2) Transparency; 3) 

Human oversight; 4) Safety; 5) Security; 6) 

Privacy; 7) Respect for human rights and 

dignity; 8) User assistance; and 9) 

Accountability. 

This can be regarded as the first ethical code 

of conduct for AI in Vietnam, although its 

official title is a “principles guidance document”. 

The Ministry of Science and Technology 

encourages organisations and individuals 

engaged in the field of AI to apply these 

principles voluntarily. The content of these 

principles aligns with the universal values 

reflected in international ethical AI guidelines. 

Recognising the importance of developing 

AI in a controlled and responsible manner, the 

Law on Digital Technology Industry No. 

71/2025/QH15 was passed by the National 

Assembly on 14 June 2025 and will take effect 

on 1 January 2026. However, because it contains 

only five provisions, the LDTI 2025 does not yet 

clearly classify different levels of risk associated 

with AI systems [26]. Accordingly, it can be 

argued that AI has moved far beyond the 

traditional notion of the digital industry and 

technology, as it is not only viewed through a 

technological or industrial policy lens but also 

Decision No. 127/QD-TTg. Although Vietnam has issued 

numerous policy documents on AI, to a certain extent the 

practical implementation remains slow and such policies 

have yet to be fully incorporated into domestic law through 

detailed legal provisions. 
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understood as a multilayered political and social 

phenomenon [27]. For this reason, the Draft Law 

on AI was introduced to address this gap Under 

Article 35 on transitional provisions of the Draft 

AI Law dated 25 November 2025, the provisions 

on AI in the LDTI 2025 are expected to be 

repealed. Unlike the Law on Digital Technology 

Industry, Article 43 of LDTI 2025 categorises AI 

systems into four types: i) high-risk AI systems, 

ii) non-high-risk AI systems, iii) AI systems with 

significant impact and iv) other AI systems. By 

contrast, the Draft Law on AI dedicates the 

entirety of Chapter II to the classification and 

risk-based management of AI systems, adopting 

a different four-tier structure: 1) unacceptable-

risk AI systems; 2) high-risk AI systems; 3) 

medium-risk AI systems; and 4) low-risk AI 

systems. This demonstrates a clear policy choice 

in favour of a risk-based regulatory approach in 

Vietnam’s Draft AI Law. In addition, when 

compared with the EU AIA, Vietnam’s approach 

exhibits notable conceptual alignment with this 

legislative model. 

According to Clause 1, Article 7 of the Draft 

Law on AI, unacceptable-risk AI systems are 

those capable of causing severe and irreparable 

harm to human rights, national security, social 

order, or public safety, or those used for 

activities prohibited by law. Accordingly, 

Article 11 of the Draft AI Law absolutely 

prohibits the development, provision, 

deployment, or use of unacceptable-risk AI 

systems in Vietnam. These include systems that: 

engage in conduct prohibited by law; use 

impersonation or simulation of persons or events 

to deceive or systematically manipulate 

cognition or behaviour; exploit the 

vulnerabilities of vulnerable groups; or create or 

disseminate falsified content that poses serious 

threats to national security or social order. This 

represents a significant improvement in 

Vietnam’s efforts to draw on the EU AIA's 

experience, as the relevant provisions focus 

more deeply on structurally harmful behaviours 

capable of causing irreparable damage. This 

incorporation is evident in the adoption of an 

impact based risk assessment mechanism, which 

is a core principle of the EU AI Act. Under this 

approach, risk levels are not determined by the 

AI technology itself but by its intended purpose, 

its operational context, and its potential to 

generate adverse consequences for human rights 

and social order. 

However, several issues that are regulated 

under the EU AIA, such as social scoring 

systems, systems that assess or predict the 

likelihood of an individual committing a crime, 

systems that create or expand facial recognition 

databases through untargeted scraping of facial 

images from the Internet or from camera or 

CCTV sources, emotion recognition systems, 

biometric categorisation systems, and remote 

real time biometric identification systems, have 

not yet been incorporated into the Vietnamese 

Draft AI Law. This omission results from 

differences in the rights-based regulatory 

approach of the European Union, which has 

increasingly placed strong emphasis on the 

protection of human rights. Therefore, the 

inclusion of these matters in the near future will 

be necessary if Vietnam moves towards a 

legislative philosophy aligned with that of the 

European Union. 

Furthermore, the absolute prohibition of AI 

systems that manipulate behaviour, deceive 

users systematically, or exploit vulnerable 

groups reflects a modern legislative mindset 

grounded in scientific evidence on psychological 

and behavioural harm, informational 

asymmetry, and algorithms' ability to amplify 

risks. In addition, Vietnam’s decision to include 

national security, public order, and public safety 

as central criteria for identifying unacceptable 

risk represents an important adjustment. This 

approach aligns with the characteristics of 

Vietnam’s legal and political environment and 

ensures a balance between adopting international 

best practices and safeguarding essential public 

interests. 

According to Clause 2, Article 7 of the 

Vietnamese Draft AI Law, high risk AI systems 

are those that may cause harm to life, health, 

rights, lawful interests of organisations or 

individuals, or other important public interests. 
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In other words, the central criterion for 

classifying a system as high risk is the severity 

of its impact on legally protected interests, 

including life, health, fundamental rights, public 

interests, public order, and public safety. This 

approach aligns with the European Union's legal 

framework, even though the draft law does not 

specify the method for assessing severity. 

However, similar to the LDTI 2025, the 

Draft AI Law does not define the threshold at 

which a risk becomes “severe” enough to fall 

within the high-risk category. The absence of 

quantification or explicit evaluation criteria 

makes the risk threshold theoretically flexible 

but lacking in practical predictability. This may 

result in inconsistencies in risk assessment 

across enforcement bodies or across different 

sectors. 

Furthermore, the draft still relies on 

qualitative and difficult-to-measure terms, most 

notably the expression “serious harm”. This 

raises an important question. For instance, 

should an error in an AI driven recruitment 

decision that causes an applicant to lose an 

employment opportunity be considered 

“serious”, or is this concept reserved only for 

situations involving physical harm or threats to 

life. These gaps demonstrate the need to 

implement guidelines to ensure transparency and 

to anticipate how the law will be applied. 

In the Draft AI Law, the concept of an AI 

system with significant impact has been 

removed. According to Clause 2, Article 43 of 

LDTI 2025, a significant impact AI system is 

defined as an AI system used for multiple 

purposes, with a large number of users, a large 

number of parameters, and a large volume of 

data. The basis for identifying such systems lies 

in these indicators: multipurpose use, large user 

base, parameter volume, and data scale. 

The approach to this concept in the LDTI 

2025 appears to have drawn inspiration from the 

European Union’s treatment of general-purpose 

AI systems, also known as GPAI. However, 

there is a key difference between the approach of 

the EU and that of Vietnam. Under the EU 

framework, general-purpose AI systems are 

considered to have a significant impact when 

they exceed a cumulative computing capacity of 

ten to the power of twenty-five (10^25). In 

addition, the annex provides detailed criteria for 

assessing risk, including the number of users, the 

number of parameters, and the volume of 

computational resources. In contrast, Vietnam’s 

legal framework simply refers to large numbers 

of users, parameters, and data volume, without 

defining how these are to be quantified or what 

specific thresholds must be met [28].  From the 

perspective of regulatory logic based on risk, it 

may be observed that high risk AI systems are 

classified according to legal and societal 

consequences. By contrast, AI systems with 

significant impact are identified through 

technical indicators such as parameter count, 

data volume, and scale of user base. The absence 

of a unified reference system or risk taxonomy 

makes the classification scheme appear 

fragmented, difficult to apply consistently, and 

particularly vulnerable to conflicts when an AI 

system exhibits overlapping characteristics 

across multiple categories. Although the 

provision on significant impact of AI systems in 

the LDTI 2025 contains certain limitations as 

discussed above, it should not be entirely 

removed. If the regulatory framework retains 

only the two categories of high risk and 

unacceptable risk, a governance gap will emerge 

for AI systems that are not dangerous enough to 

warrant strict restrictions yet still capable of 

producing clear and measurable effects on 

human rights, the information environment, or 

the market. In addition, a tiered risk structure that 

includes a significant impact category, as 

adopted in the EU AI Act, helps ensure 

alignment between Vietnamese law and global 

standards and facilitates compliance for 

businesses operating in an international 

environment. More importantly, this 

intermediate category preserves the balance 

between innovation and the protection of rights, 

preventing both excessive regulatory tightening 

and complete regulatory absence. Therefore, 

although the concept requires further refinement, 

the category of significant impact AI systems 
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remains essential and should not be removed. 

Instead, improvements should be made to 

address its internal shortcomings. 

Clauses 3 and 4 of Article 7 of the 

Vietnamese Draft AI Law provide definitions of 

medium-risk and low-risk AI systems. A 

medium-risk AI system is one that may cause 

confusion, manipulation, or deception for users 

because they are unable to recognise the AI 

nature of the system or the content it generates. 

A low risk AI system is defined as any system 

that does not fall within the categories specified 

in the preceding clauses. This approach does not 

differ significantly from the definitions adopted 

in the EU AI Act. 

However, the current legal framework does 

not provide specific criteria or a mechanism for 

identifying the components of this category, 

particularly a list of high risk AI systems similar 

to the approach adopted in the European Union. 

The absence of such guidance leads to several 

practical consequences. When facing difficulties 

in determining the risk level of an AI system, 

competent authorities or relevant actors tend to 

classify the system into the remaining category 

through a process of elimination. Although this 

method appears simple from a legislative 

drafting perspective, it creates a range of legal 

issues that must be addressed. These include 

determining the authority responsible for 

classification, developing procedures and 

evaluation criteria, and clarifying the obligations 

of entities involved in the development, 

provision, and operation of AI systems. 

Therefore, the current provisions in the 

LDTI 2025 and the Draft AI Law unintentionally 

create a grey zone within the legal framework, 

resulting in risk classification that lacks 

consistency, predictability, and legal certainty. 

This situation may hinder both the effectiveness 

of state management and the healthy 

development of the AI market. 

4.2. Some Policy Recommendations for 

Vietnamese Law 

Based on the analysis of the AIA and the 

existing shortcomings in Vietnam’s legal 

framework for regulating AI, the author 

proposes several recommendations to improve 

Vietnamese law, with a view towards 

establishing a modern and coherent regulatory 

system. 

First, Vietnam should adopt a dedicated law 

governing AI, rather than regulating AI in a 

limited manner under the LDTI 2025, which is 

essential in the current Vietnamese context. This 

recommendation is grounded in the following 

three arguments: 

i) In accordance with the principle of 

codification in modern legislative technique, 

technologies that exert far-reaching influence on 

the structure of society, such as AI, should be 

governed by a specialised legal instrument at the 

statutory level. Such an instrument would serve 

to establish a comprehensive conceptual 

framework, define the scope of application, set 

out governance principles, determine risk 

classification, clarify the rights and obligations 

of relevant parties, and provide oversight 

mechanisms. The mere inclusion of a few 

provisions in the LDTI 2025, which already 

covers a broad range of fields such as digital 

devices, software, and the semiconductor 

industry, is insufficient to address the complex, 

sensitive, and interdisciplinary issues associated 

with AI. These include biometric identification, 

automated decision making, machine ethics, and 

implications for human rights [30].  

ii) The risk-based governance approach is 

considered a progressive regulatory model. 

However, if this approach is not enshrined 

directly in the statutory text and instead 

delegated to subordinate legislation such as 

decrees or circulars, it would violate the 

constitutional principle of separation of powers. 

According to Clause 2, Article 14 of the 

Constitution 2013, only the National Assembly 

has the authority to limit or affect the human 

rights and civil liberties of individuals. Risk 

classification of AI systems entails obligations 

of transparency, restrictions on system 

functionality, bans on deployment, mandatory 

product withdrawal, and even criminal liability. 

All of these measures directly impact rights such 
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as property ownership, freedom of enterprise, and 

privacy. Delegating the authority to define 

classification criteria, scope of application, and 

sanctions entirely to executive agencies places 

regulatory power in the hands of bodies outside the 

legislative branch, without a mechanism for 

legislative oversight. This contravenes the rule-of-

law principle of “foreseeability” in legal regulation. 

iii) From a legal technical perspective, the 

model of multi-layered regulation requires that 

the highest layer, namely the statutory law, must 

establish the legal architecture [29].  This 

includes the guiding principles, categories of 

risk, types of legal obligations, regulated 

stakeholder groups, limitations on state power, 

and mechanisms for adjudication. Subordinate 

legal instruments should serve only as 

implementation guidance and technical updates. 

Examples include the list of prohibited AI 

systems, documentation requirements for risk 

assessment, or source code standards. In the 

absence of this foundational layer, the system 

will lack predictability, be vulnerable to arbitrary 

policy shifts, and create institutional risks. 

iv) In the context of Vietnam’s push for 

digital transformation and its participation in 

next-generation trade agreements that include 

provisions on technology and data, such as the 

CPTPP and the DEPA, a dedicated AI law is not 

only an internal requirement of the national legal 

system. It is also a necessary condition for 

ensuring the country’s capacity to coordinate 

nationally in response to rapidly emerging 

international standards. Without a specific law, 

Vietnam will lose strategic standing in shaping 

digital sovereignty strategies and weaken its 

capacity to protect vulnerable groups, especially 

consumers and those at risk in AI-driven 

environments. 

Second, Vietnam should introduce legal 

provisions that categorically prohibit certain AI 

systems based on human rights protection and 

assessments of societal tolerance thresholds. At 

present, LDTI 2025 does not provide for a 

category of AI systems that must be absolutely 

prohibited. This omission fails to reflect the 

human-centred approach that Vietnam aims to 

adopt fully. Certain types of AI systems, such as 

technologies that manipulate behaviour without 

user awareness, social scoring based on inferred 

personal data, or biometric categorisation that 

may reinforce structural bias, not only pose high 

risks but also infringe upon moral boundaries and 

human dignity. Ordinary monitoring mechanisms 

cannot adequately mitigate these harms. 

However, before enacting such prohibitions, 

the legislature must not rely solely on technical 

logic or international ethical standards. The 

National Assembly should proactively conduct 

investigations, evaluations, and public 

consultations to determine the community’s 

tolerance threshold for prohibited conduct. This 

is a necessary step to ensure the social 

acceptability of legal norms, particularly in a 

context where technology is evolving rapidly 

and social values are shifting. A technology may 

be condemned in one jurisdiction but accepted in 

another, depending on differences in legal 

culture, public perception, and foundational 

societal values. Assessing societal tolerance 

thresholds not only enables lawmakers to 

delineate the boundary between absolute 

prohibition and strict control, but also facilitates 

the establishment of transparent and accountable 

criteria for determining which technologies 

should be placed on the list of banned systems. 

Third, the Draft AI Law should consider 

reinstating the concept of AI with significant 

impact, while ensuring that this term does not 

conflict or overlap with the definition of high-

risk AI so as to preserve coherence and 

consistency in legislative drafting. When 

reintroducing this concept into the legal 

framework, it is essential to clarify the logical 

relationship between the classification groups. 

The key question is whether AI with significant 

impact encompasses high-risk AI, excludes it, or 

exists as a parallel category with different legal 

obligations. Without a clearly structured 

classification system, ambiguity will arise and 

the application of the law will be impeded. 

A consistent classification framework 

should be built on a common reference axis, 

meaning that the types of impact must be 
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measured by criteria that are equivalent or can be 

translated into one another. If one category is 

defined by quantitative indicators such as the 

number of users or the scale of data, while 

another is based on qualitative indicators such as 

the degree of interference with human rights, it 

will be extremely difficult to develop a unified, 

fair, and verifiable enforcement mechanism for 

all relevant actors. 

Therefore, Vietnam should review its 

classification structure for AI systems and 

harmonise the core concepts in a manner that is 

coherent and operational in practice. This 

approach not only prevents conceptual overlap 

but also reduces the compliance burden for 

enterprises, while facilitating the enforcement, 

supervision, and sanctioning functions of 

regulatory authorities. Finally, with respect to 

high-risk AI systems, Vietnam should issue an 

annex that specifies the detailed list, technical 

criteria, and corresponding compliance 

obligations. This approach ensures transparency 

and practical feasibility in implementation and 

provides a unified foundation for enterprises and 

regulators in assessing, deploying, and 

supervising high-risk AI systems. 

 Fourth, Vietnam should establish a 

national focal agency for AI to ensure regulatory 

coherence, effective coordination, and 

enforceability in the classification of AI risks. 

This role should be assigned to the Ministry of 

Science, Technology and Innovation. A key 

principle in the regulation of high technology is 

institutional consistency in the formulation of 

classification criteria and the implementation of 

regulatory mechanisms. Under LDTI 2025, the 

authority to define and classify high-risk and 

large-impact AI systems is delegated to 

individual ministries and sectors, based on their 

respective areas of governance. This reflects a 

traditional administrative decentralisation 

approach. However, AI is not a linear technology 

confined to a single sector. It functions as an 

interdisciplinary, cross-sectoral digital 

infrastructure that simultaneously affects 

domains such as healthcare, justice, 

transportation, commerce, education, and 

national security. 

The absence of a national-level agency with 

the authority to establish and coordinate the AI 

risk classification system may lead to the 

following problems: 

i) Each ministry or sector may develop its 

own criteria for risk assessment based on its 

technical capacity, policy priorities, or 

subjective perception of acceptable risk. This 

could result in a situation where the same AI 

system is classified as high risk in one sector but 

considered non-threatening in another. Such 

inconsistency in implementation creates 

difficulties for multi-sector businesses and 

undermines uniformity in enforcement. 

ii) This fragmentation will undermine the 

integrity of the national AI risk governance 

system. A core requirement of risk-based 

regulation is the existence of a unified reference 

system that enables consistent risk assessment, 

comparison, and timely updates. If ministries 

and sectors independently define and interpret 

risk without a central coordinating authority, 

Vietnam will be unable to establish a 

consolidated risk database. It will also be 

incapable of measuring the overall technological 

risk landscape and therefore unable to develop 

accurate long-term policy planning. 

iii) The risk classification system functions as 

the legal backbone of all subsequent regulatory 

mechanisms, including compliance obligations, 

conformity assessment, licensing, and legal 

liability. When this backbone is fragmented or 

lacks standardisation at the central level, the entire 

AI legal ecosystem becomes misaligned. 

To address these three challenges, Vietnam 

should consider assigning the authority to define 

and coordinate AI risk classification to the 

Ministry of Science, Technology and 

Innovation. This agency would be responsible 

for the following: 

- Developing unified national criteria and a 

risk classification system for AI. 

- Receiving data and classification proposals 

from specialised ministries and sectors. 
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- Conducting balanced assessments of 

benefits, risks, and compliance costs. 

- Issuing an official list of AI system 

categories according to risk levels. 

- Updating classifications periodically based 

on technological developments and societal impact. 

5. Conclusion 

In response to the rapid development of AI, 

Vietnam has shown initiative in adopting and 

learning from the European Union’s risk-based 

governance model in its legislative efforts. This 

marks a positive step that reflects Vietnam’s 

determination to align its legal framework with 

the digital age. However, the current legal design 

in Vietnam still presents several shortcomings. 

Classification criteria remain unclear and lack 

quantifiable indicators, leading to potential 

conceptual overlap and regulatory 

inconsistencies across categories. 

A comparison with the EU’s legislative 

experience reveals that, while Vietnam has 

embraced several risk-based elements in its 

classification approach, its legal framework has 

yet to establish a sufficiently robust and coherent 

regulatory structure. On this basis, the author 

concludes that Vietnam should refine its legal 

approach to AI by adopting a dedicated AI law. 

This law should fill the current legal gaps in AI 

regulation, address overlapping conceptual 

frameworks, and assign final authority and 

coordination responsibilities to a specialised, 

competent national agency. Such reforms are 

necessary to ensure regulatory coherence and 

systematisation in addressing AI-related issues. 

Ultimately, this will enable Vietnam’s legal 

framework to approximate international best 

practices in AI governance. It also affirms the 

principle that law should not hinder scientific 

and technological progress, but rather guide and 

enable innovation within a structured and rights-

respecting regulatory environment. 
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