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Abstract. The paper aims at a watermarking model in databases, for copyright 
management and embedding information in data. The model focuses on numeric 
data type and proposes solutions for the other multimedia data type such as 
text, image and video.
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1. I n t r o d u c t i o n

W aterm ark ing  process is s tudied  in more th an  ten years, for the  neecs of 
copyright protect, da ta  processing in the large da ta  environm ent d is tr ibu te !  in 
computer network. W aterm ark ing  is inform ation embedding in da ta  in keeping the 
data qualify and secret of embeded d a ta  [3, 4, 5, 6], They apply w aterm arking 
techniques for (l) au thoring  of data ; they  base on embedding information in dala in 
order to determ ine the owner of data ; (ii) h id ing  information in data; they bas> on 
limited data  modification, but not changing  using  qualify of da ta  and not appealing 
embedded information.

Research resu lts  focused on the techniques on images, such as (i) F ir ie 
transform ation of signals by fas t  Furie  transform  (FFT); discrete cosine transform 
(DCT); (ii) wavelet analysis; discrete  wavelet transform  (DWT); (ill) modification by 
singular value decomposition (SVD)... for embedding information on image dat' [4

5]. The images have a lot of color levels, a re  represen ted  under different compressed 
standards. The problem concerning w ate rm ark ing  on multimedia da ta  have not 
studied yet, is proposed as a research  one [1], The working group of Institute of 
Information Technology, V ietnam  N ational In s t i tu te  on Technology and Sciei'ce 
has obtained some results.

W aterm ark ing  process has charac teris tics  [2]:

- Information quan tity  em bedding in da ta  assures th a t  the modificatioi of 
data  is a t  perm itted  level. The level is in the accepted interval of dita 
error. The information IS so sm all th a t  i t  does not influGnce to using quaify 
of data. Users can not differ a ttached  information and may not take he 
information when not applying w aterm ark ing  algorithm. Althourh 
w aterm arked  da ta  allow users  to copy da ta  file in assu ring  the data owrẻr 
This charac ter  is called imperceptibility; the  original da ta  should be 
unnoticeable to the h u m an  observer, i.e. w a term arks  should not interfire 
with the protected media;
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W aterm arked  da ta  are consistent, i.e. they keep these m arks e ither  in d a ta  
m an ipu la tion  operations or in a ttacks for taking w a te rm ark ed  information 
from data . This charac ter is called robustness; unau thorized  one should not 
be able to destroy the  w aterm ark  w ithout technique; w a te rm ark  should be 
robust  to common signal processing and in tentional a ttacks;
W aterm arked  information can be taken  by w aterm ark  decomposition. It 
allows to obtain hidden information from data  flow, is used in da ta  
security.

Concerning in w aterm ark ing  are technique as follows :

. Em bedding information into data;

. Detecting w ate rm ark  in data;

. W aterm ark  decomposition.
W aterm arking  research  on image, sound in some years ago has some results,

•n [f» 6] However w aterm ark ing  research in  database system s was in beginning
[2] proposed certain  principal requirem ents about modeling and techniques. In  [7] 
there is a hash ing  technique for the purpose.

The paper aims a t  a developing the technique proposed in [7], then  presents  a 
lution for in tegra ting  some w aterm ark ing  techniques in  a model allowing to 

erraark in m ultim edia data . When a particu lar m ultimedia d a ta  model does not 
xi" ted yet, a rela tional da tabase  m anagem ent system is used  as replaced one. The 

luticn in  the paper focuses w aterm ark ing  in (i) document; (ii) video data .
n'he res t  of the paper : (i) the second pa rt  presents requ irem en ts  and  principal 

pects of digital w aterm arking in the relational data model; (ii) the third part IS 
rtipOied model and a solution for document and video data; (iii) the last part is 

c o n c lu s io n  a n d  some rem arks.

2 W aterm arking in  r e la t io n a l d a ta b a se  sy s te m s

The relational da ta  model allows to organize data  by tuples, lines in two 
dim^rsion table. Domain determ ines represen ta tion  of a t t r ib u te s .  Popular data 
tyofsm the table are charac ter and number. Some da tabase  m anagem en t systems 

ILojv to use other types of data, as m ultim edia data (docum ent, im age, sound and 
ldfO W aterm ark ing  in rela tional da ta  model is for copyright protection and 

ij-fcrriation hiding.
Comparing the difficulties in w aterm ark ing  process w ith  conventional data  

tTpi with multimedia d a ta  type, in [2] are some rem arks (i) m ultim ed ia  objects 
h i \e a  lot of data; there  is da ta  redundant. U sers are not comfortable in selecting a 
lfCitpn for inform ation hiding; therefore a tuple is seen as an  object in 

a e'marking process; (ii) m ultim edia data  modification is a difficult one because of 
m piex structures of m ultim edia data; then  decomposing h id ing  inform ation from 

<£ta is difficult. In rela tional da ta  model, deleting a tuple m ay destroy w aterm ark

ils).
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Concerning d ig ita l da ta  in a relational da tabase  system, [7, 9] pro])osod 
w aterm ark ing  a lgorithm . The algorithm bases on content charac ters of d ig ita l dat 
[7] and m e tad a ta  on th ese  da ta  [9].

Dữ liệu vãn bân số hình ảnh âm thanh đoạn vỉdeo

i
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cơ sỏ dữ liệu quan hệ [7, 8,
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được một số kết quả
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Figure 1. W ate rm ark in g  with some kind of da ta  type in rela tional d a ta  laodel

2.1. A lgorith m  fo r  information em bedding in da ta

The a lgorithm  ru n s  with the a ttr ibu te  Ai in  which is watermarking 
Embedding in fo rm ation  affects to certain information bit among bits of Dixi' j-y 
representa tion  of a t t r ib u te  value Ai. The process is repeated  on tup les 3Í 
relational table.

Input to the relational table R(A1, A2,... An)
While not exists a tuple, do

I f  (random  (0,1) < threshold a) A N D  (value A i ị  N U LL) then
Transform (value A i) to binary value
Select certain bit from  the binary value

Attach selected bits into behind attribute value. The attribute is ',ùll>d 
watermarking attr ibute.

2.2. A lgorithm  for  w aterm ark ing  detecting

When suspec ting  some data  attaching som ething wrong, they demand (ì) 0 
specify data hav ing  hidden information or not; (ii) decomposing hidden informittoi 
Because the h idden  inform ation does not affect da ta  qualify in an applicatior t  IS 
not necessary to recover the  original data. The w aterm ark  detection algorithn vstg 
(i) threshold b, a llow in g  to detect waterm ark; b is corresponding to threshold r  (i) 
threshold c, allowing to refin ing experience values affecting to the threshold b.

With the suspicious table R (Al, A2,,.. An)
T l  = nu m ber o f  suspicious line
In it  a counter T2 = 0
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W hile exists a line o f  the table, do
I f  the value o f  A i Ỷ NU LL, then

- Transforming Ai value to binary value
■ Extracting certain bit (as in the watermarking algorithm  

presented)
- I f  these bits matches the last p ar t  o f  attribute value o f

watermark attr ibute , let T2  = T2 + 1
- I f  T 2 /  T1 > (a +c)/2 A N D  a > c then to inform "watermark

exists"
Else i f  T2 / T1 > d  2 A N D  a <c then to in form  Uwatermark existsU

Else to inform "watermark does not exist".
Two algorithm s let us to determ ine th e  r igh t  owner of the data  in  the 

rela tional da tabase. The model proposed in  nex t p a r t  should develop the algorithm s 
for digital w aterm ark ing  on complex da ta  type of da tabase .

3. M odel proposed

Below are some assum ptions in the  proposed model for w aterm ark ing  in a 
database :

- Relational da tabases have tables R (Al, A2,... An), in which a ttr ibu tes  
accept num ber value, character value, sound, image or video. The table has 
N tuples (lines of table);
D atabase  composes of conventional d a ta  and  image, sound and video data. 
This assum ption  allows w a te rm ark ing  is realized directly in data, bu t  not 
in the ir  represen ta tion  on external files which do not belong to database;
A video clip is decomposed into key frani6S. Some of them IS demanded in 
image w aterm ark ing  process; i.e. a problem of w a term ark ing  on video data  
is solved by w aterm ark ing  on image;

- Concerning digital w aterm ark ing , some notations are (i) threshold a 
perm its to se lsct w aterm arking data; at cause of experiencGS, let the 
threshold  a to set to approxim ate value of 0.25; (ii) threshold b perm its  to 
determ ine  a w aterm ark ing  tuple (line of table). W ith  b = 0.12, i.e. 12 lines 
are  selected among 100 lines. It corresponds to the  probability to find a 
w a te rm ark in g  line is 0.12; (iii) a h a sh in g  function h(x) perm its to select 
certa in  b it among the binary  p resen ta tio n  of a num ber a ttribute;

- Knowledge on data , i.e. m etadata is used  to support information quantity  
hiding in data . The m etada ta  is composed of characteristics about (i) 
a t t r ib u te  values of the relation (table of database); (li) expectation value TB 
(average va.lu6)j lGt to know inform ation quantity hidden in dãta.Ị (ill) 
inform ation quan tity  TT, perm its to know clarity  level of a t t r ib u te  values
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in corresponding to a t t r ib u te  sem antic , i.e. the conception th a t  the 
a t t r ib u te  has to present.

W aterm ark ing  in  da tabase  should respond the  effect as following :

- In secret; the u sers  can not feel the  existence of hiding information in  data-
- Normal; da ta  m an ipu la tion  can realize normally;

- Robust; w a te rm ark  inform ation is consistent with da ta  m anipu lation  
operations;

- Security; only au thorized  user can decompose h idden inform ation  from 
data;

- W aterm ark ing  detection perm its  authorized person to decompose 
w aterm ark ing  information;

- W aterm ark ing  process allows up da ting  operation on data;

- W aterm ark ing  com m unication; hidden information is  transmitting in  data 
flow, on da ta  communication.

Quan hệ đáu vào 
R(A1, A2. ..An) 

--------------- ►

Lâp lai dối
Xấc định với các  Ai
các thuộc
tính thủy
vân (Ai,...Ạj)

Xác định hàm băm 
Thủy vân dữ liệu số

Thủy vân trên van bản

Thủy vân theo một số  kĩ thuật 
SDV, biốn đổi cosin,...

Thủy vân một số  khung ảnh 
chinh trong đoạn video

Lạp lại đổi với các dồng dử liệu của R

Figure 2. W aterm ark ing  model for different da ta  types in database

3.1. W a te r m a r k in g  m o d e l

W aterm ark ing  process in  da tabase  system s is realized after two levels : (i) 
w aterm ark ing  for copyright protection; h idden information have not semantic 
content; (ii) w aterm ark ing  for d a ta  au thoriz ing  and d a ta  hiding; hidden information 
is decomposed and it has sem antic  content; i.e. i t  has o ther using role.

bảng quan 
hệ R í>

Lựa chọn 
thuộc Unh 
Ihùy vàn

Tri thức vồ dử liệu 
TB.TT

Khi cán giấu tim 
mậl trong dử liệu

tạo thống tin giâu 
trong dữ liệu

í>

c

Thủy vân, 
lức thay đổi 
dữ liệu 
bằng thông 
tin nhúng 
vào

bang quăn 
hệ R2 đâ 
thùy vân

Figure 3. W aterm ark ing  in da tab ase  with the  rela tional one
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After received da ta  in database, users are  informed th a t  exists or not .lidden 
i n f o r m a t i o n  i n  these data . W aterm ark  detection process bases on t h e  knowledge 
about d a ta  i.e. m etada ta  via expectation value TB and information quantity  IT.

I bản g  quan 
ị h ê  R

bảng quan 
hệ R2 nghi 

có thủy 
vân

í >

í >

p hát hiện

P hát hiên thông  tin

thùy vân giẫu trong 
dữ  liệu

Khi cán  giấu tím 
m ặt trong dữ  liốu

■=>

= >

Dữ liệu R và R2 
là như  nhau ?

Dữ liệu R và R2 
là như  nhau ? 
(và R2 có thông 
tin giấu ?)

Figure 4. W aterm ark  detection process

3.2. W aterm arking on d ig i ta l  da ta

Embedding information into digital data demands some assumptions as follows:

- D atabase and knowledge about da ta  (metadata), TB and TT, for embedding 
hidden information into data;

. H ashing function here  is h(X, N, M) on bit string X; in which (i)  X is binary 
presenta tion  of an  a ttr ibu te  value; N is num ber of the first selected; M is 
num ber of selected bit a t  the end of string of N bit. When there  is not 
enough N bit form X, bit 0 can be inserted. M is a m ark bit, is selected 
successively or after other selection manner;
While w a term ark ing  with the a ttr ibu te  A l, select the  next a ttr ibu te  A2 in 
the schema R as w a term ark ing  a ttr ibu te . The selection is suitable with the 
requirem ent of only copyright protection. W hen needing to hide secret 
information, they use knowledge TB and TT in  order to create a secret 
information. D ata  obtained with hidden information has to belong to the 
a ttr ibu te  domain; it  assures  th a t  da ta  have only accepted error. Hidden 
information is embedded in the a ttr ibu te  value A2;

. The threshold  a, b and c used for w aterm arking  and w aterm ark  detection 
are experience number. At the beginning, may be a=0.25, b^o.12 and 
c=0.12.

- The embedding function nh (Y, TBi, TTi) is for to create  secret information. 
The function bases on the  information Y the users w ant to embed into data. 
The knowledge TBi and TTi about the  a ttr ibu te  value Ai are necessary to 
create a secret information corresponding to Ai value.

Input the table R(A1, A2,... An)
Input the knowledge about digital {TBi, TTil
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While exists a data tuple, do

I f  (random (0,1) < threshold a) A N D  (value A i ị  N U LL) then
1. In i t  the line counter k =1

2. Transform (value Ai) into the binary form X

3. N l  = length (X); N  is created from N l ;  M  - N 14'

4. R u n  the function h(X, N, M) having the mark TV

5. Determine a watermarking attribute A j '

6. M arking  the mark TV  at the end o f  the attribute value A j

7. I f  they want to hide a secret information, then

Generate a embedding information with the help o f nh (Y, Tbi Tti)-

Select a embedding information for the current data l in e ■ thp lino 
(tuple) is noted NHk;

Insert N H k  into the watermarking attribute value Aj.

The w aterm ark  detection process uses the threshold c. Inpu t of the process is 
original database, having the table R, and a suspicious database, having the table 
R2. Result of the process is yes/ no about the sim ilar between two databases When 
exists hidden information, let them to decompose the  secret information 

Inpu t the table R  (Al, A2,... An)

Inpu t the suspicious table R2 (Al, A2„.. An)

Inpu t the values N, M  used in watermarking algorithm  

Inpu t the knowledge about data, TB TT  

Let TI  = num ber o f  suspicious data lines 

In it  the counter T2 -  0 

While exists a line in the table R2, do 

I f  value A i ị  N U L L  then

1. Determine watermarking attribute A j

2. Let X  = binary form o f  the value Ai

3. R u n  the function (X, N, M), obtain TV

4. Compare T V  with M  last it o f  the attribute value Aj. I f  results is 
matching, then increase the counter T2 = T2 +1-

I f  (T2/ T1 > (a +c)/2 A N D  a > c) OR (T2 / T1 > d  2 A N D  a < c) then to inform 
"watermarking exists"

Else to inform "watermarking does not exist".

In the case of w aterm ark ing  existing, they can decompose hidden information 
from the w aterm ark ing  a ttr ibu te .
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Ì.Ì. W aterm arking on image, sound a n d  video

3ỉ.sing on physical presentation  of im age and  sound data, they have a bit 
.nitric presentation, A. W aterm arking  process on these  type of d a ta  have achieved 
a ot, ptrmits to transform  A into A’. In the da tab ase  model, the m ethod SVD [5] is
pnpô ed.

For video data , the model re-uses the  technique of image w aterm arking , with 
only certain frames; i.e. with key frames of video clip.

Figure 5. Re-use the image w a te rm ark in g  technique for video da ta

3.4. W aterm arking on text

A large p a r t  of documents is with the  p resen ta tion  of characters . Very much 
ef'ort on document w aterm arking , bu t there  is not consistent and  it  is difficult to 
hide information. I t  is easy to find a wrong sentence in documents.

For the text type of data , the proposed model bases on knowledge of 
dccunents to generate  (i) repeated characters; (ii) new characters . The location for 
watem.arking in the documents is de te rm ined  by a location function. A simple 
solution for the function is to select the  fixed positions in the document. For 
example positions in the document s ta r t  a t  i, i+k, i+2k,... At the selected position, a 
new character is inserted  or in tegrated  into ex isting  character.

4. Conclusion and rem arks

The paper p resen ts  w aterm ark ing  model in da tabase  systems. A relational 
cUtahase m anagem ent is represen ta tive  one. The model perm its w aterm ark ing  and 
watermark detection on different k inds of m ultim edia  data . The image 
watermarking is worth, is presented in a lot of researches.

The threshold param eters , as a, b, c, N and  M are  experience param eters . In 
generally with 1 m illions data, they can chose appropriate param eters.

W aterm ark ing  model should be applied for da tabase  for t ra in ing  purpose. 
Then they need (i) pa ram eters  for w aterm ark ing ; (ii) evaluation about consistency 
of w aterm arking  process; (iii) w a term ark ing  pay-off. These rem ark s  should be 
discussed in other paper.

Paper authors p resen t their acknowledgem ent to the group on w aterm ark ing  
in In s ti tu te  of Information Technology, V ietnam  N ational In s t i tu te  on Technology 
ar.d Sciences for scientific m aterials.
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