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Néng cao hiéu qua giu tin trong anh nhi phan
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Nhan ngay 22 thang 2 nam 2012

Tém t?lt. Gidu tin trong anh 50 lé‘m{)trﬁnh nghién ciru ¢6 nhing g dyng thuc tiép quan trong, da
¢6 nhicu k¥ thudt giau tin dugc dé xuat (Wu-Lee) [1], (CPT) [2]. V&i moi khoi diém anh nhi phan
mXn , ky thuat gidu tin CPT c6 thé gidu dugc Llogg""“J bit bang cich thay déi toi da hai bit trén
khdi d4nh madi tredng. Mot sé nghién ctru dé xuat cai tién cho ky thuat CPT da dugc dua ra: Nhém
tic gia Pao Thanh Tinh [3] da ching minh c6 thé giau cdc gid tri nguyén trong mién
R, ={0.mn—1} vao mdi khdi mXn ; Mot cai tién khac dugc dé xuat boi nhém tic gia Phan
Trung Huy [4], ning hiéu qua gidu tin trén mdi khdi mxn 1én Llog'z'm J+1 bit. Trong nghién ctru
nay, tic gia dé xudt mot cai tién méi cho k¥ thuat CPT, véi mdi khdi mxn, k§ thuat cai tién c6
kha nang gidu dugc cac gid tri nguyén khong 4m 1én dén 2mn —1, ciing véi t6i da hai su thay doi
trén khdi anh moi trudng.

1. Giéi thi¢éu dit ra nhitg yéu cau hét stc cép thiét vé an

) toan va bao mat thong tin trong thdng tin lién

Lich str loai nguoi da cho thay, con nguoi lac.

luén c¢6 nhu ciu trao ddi, truyén nhitng thong
di€p, hinh anh (Information) tir noi nay dén noi
khac mot cach an toan va bao mat. Thud so
khai, con ngudi di biét st dung cdc ddm khéi
hay chim b cu, chim nhan dé truyén di nhiing
thong di¢p gilta cdc canh quan trong mét trdn
chién. Ngay nay, mang Internet tré thanh mot
mdi trudng truyén tai dir liéu phyc vu nhu cau
trao ddi thong tin, thwong mai dién tir, Chinh
phii dién tir..., dem lai nhitng dbi thay to 16n
trong doi sdng con ngudi. Bén canh d6, ciing

Céc cong nghé va giai phdp dé bao vé thong
tin da va dang duoc nghién ctru, phat trién phi
hop véi dang luu trir ctia thong tin va céch thuc
truyén tin. Giai phdp bao mat thong tin hién
dang dugc st dung phé bién nhét 12 cic hé mét
mé. Voi giai phap ndy, thong tin ban du (ban
r0) s€ dugc ma héa thanh ban mat ma (ban mat)
thuong mang nhiing gid tri “vé nghia”. Chinh
didu nay 1am cho ddi phuong nghi ngd va tim
cach tham ma, tAn cong.

Mot hudng tiép can khéc 1a dem gidu thong

tin quan trong vao trong mot déi tuong “mang”,
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viéc gidu nay. Pdi twgng mang hay moi trudng
dé gidu tin c6 thé 1a béat ky ddi twong dit lidu s6
nao nhung phd bién hon ca 1a anh sb [1]. Ddi
voi mdi trudng gidu 1a anh mau di c6 kha nhiéu
phuong phép gidu tin hiéu qua, tuy nhién cdc
phuong phép nay lai khé c6 thé dp dung cho
anh den tring, vi dbi voi anh den tring, mdi
diém anh duoc biéu dién bdi mot bit nén khi
thay ddi cdc bit s& rat d& bi phat hién. K¥ thuat
giéu tin do ba tic gid Y.Y. Chen, H. Pan, Y.
Tseng (CPT) & xuit [2], dugc danh gid dat
hiéu qua t6t dbi voi anh den tréng.

2. Ky thuit gidu tin CPT

Trong bdo cdo “A secure data hiding
scheme for two-color images” cong b tai hoi
nghi chuyén d& vé mdy tinh va truyén thong
nam 2000 [2], Y.Y. Chen, H. Pan, Y. Tseng aé
xuat mot k¥ thuét gidu thong tin trong anh nhi
phan, anh duoc chia thanh nhiéu khdi c6 ciing
kich thuéc mxn pixel ( F,y, ). V6i mdi khéi
dir liéu anh c6 thé gidu dugc téi da r bit
(r= Llog(z”'"H)J) thong tin, bang cdch thay d6i
khong qud hai bit trong khéi di liéu anh. Ky
thuét nay st dung ma tran khéa nhi phan K.,
c6 kich thude béng khdi anh; Ma trén trong s6
W, sn 6 cdc phin tir thoa man diéu kién
{w;ll<i<ml< j<n}= {1,2,3,....2" =1}. Goi
b 1a gia tri nguyén khdong 4m cua day r bit nhi
phan can giau b, bz,’..., b.. Cho cac ma tran nhi
phan A, B, C cung cap, todn tr ®,® dugc dinh

nghia nhu sau:

C=A®B C L Ay =By 1
= s i=Y0 if Aij:Bij()
C=A®B & C;=A;xB; )

Ky thuat CPT sé thyc hién ddo gid tri bit t6i
da tai 2 vi trf trén ma tran diém anh F,, , dé
dugc ma train G, thoa min bit bién:
b=SUM(G®K)®W)mod?2. Thuat toian
CPT dugc mo ta gdm 4 budc:

Buécl: Tmh T=F®K

Buoc 2:

Tinh S =SUM (T ®W)mod2"
oa=(b-S)mod2"

Buoc 3:

Xay dung tap
%’:{ i,j)l(w:ab and];j:o)) OV(WZZ —a) ancg;:l))

Buorc 4: Dya vao tap Z,,, dao gid tri bit tai
ti da 2 vi trf trong ma tran F dé dugc ma tran
G. Sao cho véi

S'=SUM(G®K)®W)mod2" thi ta
ludn c6 S'=bmod?2” .

Véi hai ma tran K, , W, dung lam
khod dé giai tin, d§ bao mat cia thuat todn kha
cao, c6 thé luwa chon K va W

2"t x (2" =X (2" =)™ D ha

nang.

Mot sb nghién ctru da dé xuat nhimng cai
tién cho ky thudt nay. Nhém téc gia Dao Thanh
Tinh, Téng Minh Buc [3], chitng minh cé thé
gidu cdc s6 nguyén c6 gid tri téi da bang
mn—1 vio mdi khdi mxn; Mot cai tién khdc
dugc dé xuat boi nhém téc gia Phan Trung Huy
[4], k¥ thuat méi gidu duoc nhiéu hon ky thuat
gbc 1 bit trén mdi khéi mxn . Trong nghién
clru ndy, tic gia dé xuat mot cai tién mai cho k§
thuat CPT. Véi mdi khbi diém anh nhi phan
mxn , thudt toan cai tién c6 kha ning gidu
duoc cdc gid tri nguyén toi da 1a 2mn—1 va
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cling chi thay ddi nhiéu nhat hai bit trén khéi
anh mdi trudng.

3. Ky thuit gidu tin CPT cai tién

Ky thuat cai tién thyc hién giau cdc gia tri
nguyén vao cic khoi diém éanh cé kich thudc
mxn.

Input:
Ma trén anh nhi phan F = (f};),x,
Ma tran khéa nhi phén K = (k;;),,,x,,
pla héng s0, p=mn
g 1ahing s6, g =2mn
Ma tran trong )
W= {wl-j M<i<ml<j<n}={1,23,..,p}
0<b<g—1 lagid trj can giiu.
Output:
Ma tran nhi phin G =( 8ij ) mxn da duoc
gidu gid tri b.

3.1. Noi dung thudt todn cai tién

Thuét todn gidu b (0<bh<g—1) trong mot
khéi diém anh nhi phan F gém 5 budc:

Budce 1. {Khéi tao}

T=F®K.

S = Sum[T ® W]modg,

bat a=(»—-S)modg .

0<S<qg-1.

If =0 then

Begin

G:=F; goto Budc 5;

End;

Budc 2. {Xay dungtap S, }

((E Ty =0) and Wy =a).if 1<a<p
Sg= {(Flj)l(le=1) and ("Vlqu_a)},ifp<asq_l
(FpIWy =a).if a=p

Budc 3. {Truong hop thay d6i mot bit}
If S, #¢ then
Begin
Pao gid tri bit tai vi tri F;; voi FjeS,;
G=F;
Goto Budc 5;
End;

Budc 4. { Truong hop thay dbi hai bit}

Tim s tu nhién A>1 nhd nhét sao cho
Sha # ¢ va Sa—ha # ¢

Dao gia tri bit tai vi tri F;e S,

Déo gid tri bit tai vitri F,, € S,_;,

G:=F;

Buée 5. {Két thic)
Return G;

3.2. Chitng minh tinh diing dan ciia thudt todn
cdi tien.

Ciing gidng nhu ddi véi thuat todn CPT, ¢6
nhiu cdch dé ching minh tinh ding din cua
thudt todn cai tién, c6 thé chimg minh truc tiép
hodc st dung dinh ly Diophantus... O day tic
gia tham khao cich chiing minh dugc trinh bay
trong [4]. Viéc ching minh tinh ding dén cta
thut toan cai tién, dugc quy vé ching minh
dinh 1y 1 sau day.

Dinh ly 1.

Cho F, K 1a ma tran bit ¢c& mxn va W la
ma trin céc sd tu nhién cung cd thoa man:
{w,-j N<i<ml<j<n}={1,23,...,p}véi p=mn.
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Cho 0<b<g—1 1a gi tri cAn gidu. C6 thé dao

gia tri nhiéu nhét tai hai vi trf trén F dé duge
bat bién b = Sum[T ® W]modg.

bé phuc vu cho viéc chitng minh dinh 1y

1, ta s&€ chirng minh céc bd dé sau:
B6dé1:Cho a#0, S,=¢ thi S,_,#¢.
Ta co: S=SUM|[T ®W]modgq,
ae{l,2,...,q—1}, gid su ta c6 W;eWw thi
W,=a (néu 1<a < p) hoac W =q—a(néu
p<a<g-1). Theo gia thiét S, =¢ nén mdi

cap (i,j) c6 hai truong hop sau:
« Wy=athiT; =1

. Wy=g-athiT; =0

Ta thiy Wj=q—-a thi T;=0 nén
Sy-a®d.

Bodé2: S,#¢.

Gia s S, =¢ theobd dé 1tacé S, ,#9,
ma g=2mn=2p vaysuyra S, #¢, didu miu
thudn véi gid thiét. Do d6 S, #¢ .

Bé6 dé 3: Cho a#0modg va S, =¢ Ton
tai i>1 sao cho S, #¢. Néu h 1a s6 tu nhién
nho nhit théa min S, #¢ va k>, thi
Sa—ha # ¢

Ta viét a=2"xs, véi s1asblé va >0,
IS2I><sSq—1, r=log, p, xét hai truong hop
sau:

Truong hop 1, S=1 ta cé:

a=2'
S,=¢+=2'<2" vayl<r.
S, #¢

Pit h=2""=ha=2"x2"=2"=p

Véaysuyra S,,=S,#¢

Truong hop 2, s>1 ta c6:
{s =2k+1

o < or =I<r suyra

a=2'2k+1)=2""xk+2". Chon h=2"",
ching ta co h>1 va
ha=2" xk+2)x2 7 =2k +2" =2"mod®™ = pmodg
diéu nay chimg t6 S, =S, # P

Do d6 trong trong moi truong hop ta ludn
chon dugc s6 tu nhién A>1 sao cho S,, #¢, v6i
h 1a s6 tw nhién nho nhéat nén S, ), =9, theo

b6 dé2.5tacé S, 1), #¢ hay S, ,, #¢

Chung minh dinh Iy 1:

Chiing ta s& xem xét ba truong hop:

+ Truong hop S =bmodg hay a=0, ta
khong can thay d6i ma tran F

+ Truong hop a#0 and S, #¢, ddo
gid tri bit ddng mot vi tri Fj (F;€S,) trén ma
tran F ta thu dugc: S(new)=(S +a)modg =»b

Truong hop @ #0 and S, =¢, theo bd
dé 3, ludn ton tai mot s6 tuy nhién nho nhat 4 >1
sao cho S,,#¢ and S, ,,#¢,ddo gid tri
bit tai F;€ S,, va F, €S, ,, ta thu duoc:

S(new)=S+ha+(a—ha)=bmodg=>.
3.3. Ddnh gid hiéu qua ky thudt gidu tin cdi tién

Hiéu qua cta mot ky thuat giéu tin, thuong
dya trén sy danh giad céc ti€u chi: Dung luong
tin dwoc gidu; tinh “vo hinh” cia tin gidu; do
bén vitng cua tin giéu; do phuc tap cua thuat
todn gidu va tham tin. D& so sanh hiéu qua cua
ky thudt gidu tin cai tién véi CPT, ta ddnh gid
hai k§ thuat nay thong qua bdn tiéu chi néu
trén.
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a) Dung lwong tin gidu

Nhitng dé xuét cai tién trinh bay & trén, da
mang lai cho k¥ thuit méi hi€u qua giéu tin cao
hon hin so véi k¥ thuat CPT. Trén mdi khdi
diém anh, kha ning gidu tin ciia k¥ thuat cai
tién ludn nhiéu hon CPT it nhat mot bit, trong
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mdt s6 trudng hop né c6 thé gidu duoc nhiéu
hon CPT dén hai bit. V&i mot anh duoc chia
thanh K khéi dé gidu tin, k§ thuat gidu tin cai
tién c6 thé gidu nhiéu hon CPT it nhét 1a K bit,
nhiéu nhat 1a 2K bit. Bang 1 so sanh hiéu qua
gidu tin cua hai k¥ thuat nay trén mot sé kich
thude khdi diém anh.

Kich Thuét toan CPT goc Thuat todn cai tién

ngc _ (nlog, (mn+D) s6 bit b =02 | s6 bit
(mxn) by =(2 - t5i da max = (2mn=1) t6i da
4x4 15,9 hay 1111, 4 310 hay 11111, 5
5%7 31y hay 11111, 5 69,9 hay 1000101, 7
88 63;phay 111111, 6 127,p hay 1111111, 7
8x10  63)phay 111111, 6 1599 hay 10011111, 8
17x10  127,phay 1111111, 7 339,phay 101010011, 9

(Bang 1 — So sanh dung luong tin gia”iu cua
hai thuét todn trén mot sb khoi)

Vi dy, xét anh mot nhi phan c6 kich thudc
1024 %800, anh duogc chia thanh cac khéi 5x7
dé gidu tin. Khi d6, k¥ thuat gidu tin cai tién s&
gidu nhidu hon CPT x4p xi 5851 Byte hay mot
chudi dai 5851 ky ty ma ASCII, chudi ky tu
nay tuong duong véi mot buc thu dai bon trang
giay.

b) Tinh “vé hinh”cua tin giau

Gidu tin trong anh {t nhiéu cling gay ra
nhitng thay d6i trén dir liéu anh moi truong.
Tinh “vo hinkh” cia k¥ thuat gidu tin thé hién
muc d6 bién ddi anh modi truong. Dé gidu tin
vao mot khéi diém anh méi trudng, ca ki thuat
gidu tin cai tién v CPT déu thay ddi s lwong
diém anh nhu nhau. Do d6, hai k¥ thudt c6 mirc
d6 anh huong dén anh mang 12 hoan toan nhu
nhau.

¢) Tinh bén vitng cua tin gia”'u

Tinh bén viing cta k¥ thuat gidu tin 12 kha
ning chéng lai cc tin cong c¢6 chu dinh hoic
khong c6 chu dinh 1én anh c6 gidu tin. Viéc tan
cong duoc thyc hién thong qua cic phép bién
ddi anh khac nhau nhu loc, thém nhiéu, quay,
nén mét mat thong tin,...K¥ thuat gidu tin cai
tién va CPT déu thuc hién giéu tin trén mién
khong gian anh vi vay thong tin mat c6 cung do
bén vitng.

d) Do phuee tap cua thudt todn

D¢ phirc tap cta thuat todn dugc Dé nhan
thdy, dé gidu tin trén mot khdi diém anh nhi

F

phan r,,, , thuat todn gidu tin cua hai k¥ thuat
déu c6 do phirc tap vé thoi gian trong truong
hop xau nhat Ia O(mn) . Pong thoi, hai k¥ thuit
Wsns Ky 1am khod dé
gidi tin. Pbi véi ké tham tin, mudn “tdch” tin
mat duoc gidu boi ky thuat cai tién hay CPT,

st dung ma tran
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déu phai tim dwgc ma tran khéa nhi phan K., Tai li¢u tham khzo
va ma tran trong so WmXﬂ' Do do, d6 an toan [1] M. Wu, J. Lee (1998), A novel data embedding
tin gidu cta hai k¥ thudt nay la twong duong method for two-color fascimile images. In

Proceedings of international symposium on

nhau. multimedia information processing. Chung-Li,
Taiwan, R.O.C.
n [2] Y. Chen, H. Pan, Y. Tseng (2000). A secure
4. Ket luan data hiding scheme for two- color images. In
IEEE  symposium on computers and
communications.

Tir két qud khdo sit & bang 1 va thuc R . . . ) )

n L. R a4 x L2 [3] bDao Thanh Tinh, Tong Minh Btrc (2008), Mot
nglhler‘n giau tin trén mot s6 mau anh. Co6 tl}e cdi 1ién thudt todn gidu tin trong dnh nhi phén,
thay rang, trén cung mdt t¢p anh, k¥ thudt gidu tap chi Cong ngh¢ Thong tin va Truyén théng,
tin cai tién c6 kha ning gidu mot lwong thong $6 20, thing 10 ndm 20(2& )
tin 16n hon so véi k¥ thuat CPT. Piéu ddng chi (4] Phan Trung Huy, Neuyen Manh Thang, Truong
ey e . A btrc Manh, Vi Phuong Bac, Vii Tién DPuc,
¥ 1a hai ky th}lat twong duong nhau vé tinh “vé Nguydn Tuén Nam, A new CPT extension
hinh”, tinh bén viing va d0 an toan cua thong scheme for high data embedding ratio in binary
images, KSE '09 Proceedings of the 2009
International Conference on Knowledge and
Systems Engineering.

tin giau.

Improve efficiency for Hiding Information in Binary Image

Bui Van Tan

University of Economic and Technical Industries, 353 Tran Hung Dao, Nam Dinh, Vietham

The hidden information of digital images is a important research area that exhibited practical
applications and there are many hidden techniques have been proposed (Wu-Lee) [3], (CPT) [4].

mn+1

Within a binary pixel block m X n, hidden technique can hide Llog2 J of bit through the maximum

changing of two bits of environmental pixel block. Some ideals of improvement of CPT technique
were shown: Dao Thanh Tinh group, demonstrated the possibility of hidden range of integer values
Ru,={0..mn-1} in a block m X n ; another improvement was introduced by Phan Trung Huy group [2],

the performance of hidden information of a block mXxn was increased to I_log;"”J + 1 bits. In this

research, the authors supported a novel development of CPT technique, for each block mXn, new

developed technique could hide non-negative integer values through 2mn—1 for the maximum
changing of two bits of environmental pixel block, as well.



