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Tich hop cac ky thuat so khop anh trong xac thuc ho chiéu
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Tém tit. HO chiu sinh tric da trai qua ba thé hé phét trién, tir ban dau chi chd trong luu anh mat
ngudi trén chip; sau d6 két hop thém mot s nhan t6 sinh tric nhu anh mdng mat, anh vén tay ciing
co ché kiém sodt truy cap mo rong EAC; va hién nay bd xung co ché thiét 1ap két ndi c6 xac thuc
mét khau PACE. Trong bai bdo nay, chiing toi gidi thigu giai phap tich hop céc ky thuat so khép
anh sinh tric vio mo hinh xdc thyc hd chiéu sinh tric dwa trén hai co ché PACE va EAC. Viéc
thuc nghiém dugc tién hanh dya trén nhitng cong cu md mé va bude dau cho phép thir nghiém

toan bd qua trinh xac thuc hd chiéu sinh tric.

Tir khod: xéc thuc sinh tréc hoc, ho chiéu sinh trac, kiém sodt truy cdp mod rong, kiém sodt truy cap

co ban, RFID, PKI.

1. Gi6i thigu

Ho6 chiéu sinh tric (biometric passport -
HCST), da va dang dugc trién khai sir dung trén
nhiéu nudc trén thé gisi [1]. Muyc tiéu chinh cia
HCST la nang cao an ninh/an toan trong qua
trinh cip phét/kiém duyét/xdc thuc ho chiéu.
Muc tiéu nay dugc dam bao thong qua viéc tang
cuong nhitng chuin vé ho chiéu théng thuong,
voi (i) cac ky thuat ddm bdo an ninh/an toan
thong tin, (ii) cong nghé dinh danh dya trén tan
s6 radio (Radio Frequency
RFID) va (iii) cong nghé xac thuyc dua trén
nhitng nhan t4 sinh tric hoc nhu anh mit ngudi,
van tay, mong mit... Hai yéu t6 dau cho phép
ning cao viéc chéng ddnh cdp thong tin cd
nhan, chéng lam gi4 ho chiéu, ..; con hai yéu t6
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sau cho phép nang cao hi€u qua qua trinh xac
thyc cong dan mang ho chiéu sinh tric [2].

Hién nay trén thé gi¢i, HCST da trai qua ba
thé hé phat trién: tir viéc méi chi st dung anh
mat nguoi s6 hod Iuu trén mot chip RFID (thé
hé thi nhat) [1], két hop thém mot sé nhan td
sinh tric va co ché kiém sodt truy cap mé rong
(Extended Access Control — EAC; thé hé thu
hai) [2] v bd xung co ché thiét 1ap két ndi c6
xac thuc mat khéu (Password Authenticated
Connection Establishment — PACE; thé hé tht
3, bat dau tir cudi ndm 2009) [3]. Trong bai bdo
[3], md hinh xac thuc HCST véi co ché PACE
va EAC da duoc trinh bay chi tiét va dd minh
chimng duge nhitng wu diém cia mé hinh nay so
v6i nhitng HCST & thé hé trudc.

Trong bai bido nay, chiing téi tdp trung
nghién cuu tich hop céc k¥ thuat so khép anh
sinh tric vao mo hinh xéc thuc HCST néu trén.
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Véi viée su dung ba dac trung sinh tric tiéu
biéu, anh mat ngudi, anh méng métk va anh vén
tay, cho phép ning cao dwoc qud trinh kiém
sodt va xac thuc cong dan mang HCST.

Céc phan con lai ciia bai bdo dugc t6 chiic
nhu sau: phan 2 gi6i thiéu md hinh xdc thuc
HCST sir dung co ché PACE va EAC; phan 3
khdi quat nhiing k¥ thuat so khép anh ba dac
trung sinh trac; phan thir nghiém va dénh gid
duoc trinh bay ¢ hai phan ké tiép. Phan cudi
cing 1a nhimng danh gida két ludn va mot sb
huéng phat trién ké tiép.

2. Mo hinh xac thwe HCST

2.1. Cdc cong nghé trong HCST

HCST duoc xay dung két hop chu yéu ba
cong nghé chinh: dinh danh st dung tan sé vo
tuyén (RFID), co s& ha ting khod cong khai
(Public Key Infrastructures — PKI) va xac thuc
sinh tric hoc.

i. Dinh danh sir dung tan sé vé tuyén
RFID 1a cong nghé nhan dang ddi tugng sir

dung séng vo tuyén. Cong nghé nay cho phép
nhén biét cdc ddi twong théng qua hé thdng thu

phat séng vo tuyén, tir 6 c6 thé gidm sét, quan
1y hodc luu vét ting dbi tuong.

HCST déu str dung cong nghé RFID loai
thu dong, khong can ngudn nudi, voi dic ta
tudn theo chuan ISO 14443 va dugc o chirc
ICAO miéu ta chi tiét trong [4].

ii. Co 56 ha tang khod cong khai PKI

PKI c6 thé dugc xem nhu co ché cho phép
bén thtr ba (thuong 1a nha cung cép ching chi
s0) cung cép va xac thuc dinh danh cda hai bén
tham gia vao qud trinh trao ddi théng tin. PKI
cho HCST phai cho phép dam bao:

*Qud trinh ddu doc thim dinh di liéu
duogc luu trong HCST 1a x4c thuc.

= Dir liéu trong HCST khong bi thay dbi
hay nhéan ban.

= Tham dinh dau doc c¢6 dugc phép truy
cap dir liéu trong chip RFID hay khong.

Nhu vay, mdi HCST ciing nhu cdc hé théng
cép phat/thim dinh HCST ciing déu phai c6
chung chi s0. Viéc trao ddi chung chi cua co
quan cdp ho chiéu giita cdc qubc gia s& duogc
thuc hién béng duong cdéng ham va thong qua
danh muyc khod cdng khai cua ICAO [5-6].
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Hinh 1. M6 hinh PKI cho HCST.
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iii. Xdc thuc sinh trdc hoc

N6i dén sinh tric hoc 12 néi dén nhan dang
va kiém tra su giéng nhau ctuia con nguoi dua
trén dic diém sinh 1y nao d6. Cac dac diém sinh
tric hoc thuong st dung bao gf)m: van tay,
khudn mat, méng mit, giong noi, chir viét tay,
hinh ban tay... Trong HCST, ICAO da dua ra
ba dac trung sinh tric c6 thé su dung 12 anh
khudn mat, anh van tay va anh méng miét cia
ngudi mang ho chiéu [7]. Ca ba dic trung nay
s€ dugc st dung trong moé hinh thuc nghiém
trong cua bai bdo nay.

2.2. M6 hinh xdc thyc HCST thir nghiém ung
dung co ché PACE va FAC

Dua trén md hinh HCST thé hé thir ba [3],
md hinh xdc thyc HCST tich hop ca hai co ché
PACE va EAC s€ dugc st dung trong bai bdo
nay. M6 hinh nay bao gém céc budc chinh sau:

B1: Nguoi mang ho chiéu xuét trinh ho
chiéu cho co quan kiém tra, co quan tién hanh
thu nhan céc dic tinh sinh tric hoc tur nguoi
xudt trinh ho chiéu.

B2: Kiém tra cic dic tinh bao mat trén
trang ho chiéu gidy thong qua céc dic diém an
ninh truyén thong da biét: thuy 4n, dai quang
hoc, 16p bao v¢ anh...

B3: IS va chip thuc hién qud trinh PACE.
Sau khi PACE thanh cong, IS c6 thé doc céc
thong tin trong chip ngoai tru DG3, DG4 (anh
van tay va mbng mét), moi thong tin trao ddi
gifta dau doc va chip duoc truyén théng bio bao
mat, ma hod sau d6 1a xac thyc theo cap khoa
(Kgne, Kyac) €6 duoc tir qua trinh PACE.

B4: Tién hanh qud trinh TA dé chiing minh
quyén truy cip cia ddu doc dén phan dir liéu
DG3, DG4.

B5: Thuc hién PA dé kiém tra tinh xéc thuc
va toan ven cua cic thong tin luu trong chip

thong qua kiém tra chir ky trong SOp bang khod
cong khai ciia co quan cdp ho chiéu. Viéc trao
d6i khod thong qua chtng chi s6 theo mo hinh
khuyén céo ctia ICAO.

B6: Tién hanh CA dé chtng minh dugc tinh
nguyén gbc cua chip dong thdi cung cép khod
phién manh cho truyén thong bdo bao mét.
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Hinh 2. M hinh x4c thyc Ho chibu sinh tric.

B7: IS d6i sénh dir liéu sinh trdc thu nhan
duoc tryc tiép tir nguoi xut trinh ho chiéu véi
dir liéu sinh tric luu trong chip. Néu qué trinh
db6i sanh thanh cong va két hop véi cédc chimg
thyc trén, co quan kiém tra ho chiéu ¢6 du diéu
kién dé tin tudng hd chiéu 1a xdc thuc va nguoi
mang ho chiéu ding 13 con ngudi mé ta trong
ho chiéu. Néu co quan kiém tra ho chiéu khong
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trién khai EAC thi IS d6 khong c6 quyén truy
cap DG3 va DG4. Thong tin sinh tric hoc duy
nhit dung dé dbi sanh chi 1a anh khudn mat.

Chi tiét vé bay budc nay dugc trinh bay cu
thé trong [3]. Dé thuc hién budc 7, cic k¥ thuat
so khop anh sinh tric s& duoc sir dung.

3. Cac k§ thuét so khép anh dic trung sinh triic

Trong md hinh xdc thwc HCST néu trén,
budc cudi ciing chinh 1a so khép nhiing anh dic
trung sinh tric dd luu trong HCST véi nhiing
anh thu chup truc tiép tir ngudi mang HCST.
Véi viéc st dung cé ba dac trung - van tay,
méng mét, khudon mat — viéc ty 1€ xac thyc
kiém tra chinh xéc dinh danh c6ng dan s& dugc
nang cao.

Quy trinh chung cua viéc so khop cia céa ba
anh sinh trac dugc minh hoa nhu hinh dudi day:

Al’lh Anh
chup Tuu
Tién Tién
xu ly xu ly
Trich rdt Trich rat
ddc trung déc trung

4 L

bung/Sai
Hinh 3. Quy trinh so khép anh.
3.1. So khop anh khuén mat

Trong HCST, anh khuon mat dugc luu vao
vung dit liéu DG2 véi dinh dang anh la JPEG

hoac JPEG2000, kich thudc anh nim trong
khoang tu 12-15KB. Tai cic diém xuit nhép
canh s& c6 cdc camera chuyén dung dé quét anh
khuon mit cia mdi nguoi. Viéc so khép giira
anh thu chup truc tiép tai cia khau voi anh luu
trong HCST sé€ dua trén ky thuat so khép thong
dung nhat: str dung k¥ thuat eigenface [8].

Hinh 4. Nhan dang khu6n mat st dung eigenface.
3.2. So khop anh van tay

Vian tay 1a mot trong nhimg nhan t6 sinh
tric hoan toan ty nhién, c6 nhimg dic trung
riéng clia con ngudi va tu lau da dugc coi la
bang ching hop phép trén toan thé gidi. Cic
diém dic trung thuong duoc sir dung trong anh
van tay dugc minh hoa nhu hinh duéi day.

crossover
core
bifurcation
ridge ending
island

delta

pore

Hinh 5. Anh van tay va céc diém dic trung.
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Dit liéu anh van tay s& dugc luu trong viing
DG3 ctia HCST. Mbi anh van tay s& dugc luu
v6i chuan WSQ va c6 kich thudc ti da 1a
10KB. Tuy thudc dung lugng cua chip RFID su
dung trong HCST ma mdi qudc gia c6 thé quy
dinh sé van tay luu trong HCST. Théng tin vé
s6 lwong va vi tri vén tay ciing dugc luu trong
DG3 [5].

Viéc so khdp hai anh van tay sé dugc thyc
hién véi ky thuét trich rdt cdc diém chi tiét
(minutiaes) va so khop cdc tham s nhu khoang
céch gitra cdc diém, géc 1éch, thong tin vé cic
diém lan can khéc ... [9].

3.3. So khdp anh méng mdt

Mbng mit ciing gidbng nhu van tay, la
nhitng dic trung sinh tric ciia mdi con ngudi,
dugc duy tri va on dinh trong sudt cude doi cua
ho. Méng mit 12 mot co trong mat diéu chinh
kich thudc déng ttr, diéu chinh s Iugng anh
sdng vao mét. N6 phan chia mau mat véi mau
sdc dua trén s6 luong sic té melatonin trong co.
Cac dac tinh cua méng mit dugc bao vé tir moi
truong va khd 6n dinh so véi cdc dic tinh sinh
tric khac ctia con nguoi.

Hinh 6. Anh méng mét va dic trung dugc trich.

Tai céc diém xuét nhap canh hodc cac diém
kiém tra, nguoi ding ding trude mot camera dé
chup hoac su dung tia laser dé thu duoc anh
méng mat. Mdi anh mong mat s& dugc luu voi
dung lwong tdi da 12 30KB trong DG4 [5].

Viéc trich rit cdc ddc trung trong dnh mbng
mit s& dugc thuc hién vai ki thuat sir dung bo
loc 2D Gabor [10].

4. Thuc nghiém

Do diéu kién c6 han vé co s¢ vat chit,
ching t6i da tién hanh thir nghiém mo hinh trén
theo hudng kiém thir quy trinh xdc thyc véi dix
liéu md phong. Cic phan lién quan dén nhing
budc can xir 1y trén chip RFID s& dugc thir
nghiém trong thoi gian toi.

Chuong trinh thr nghiém ching t6i phat
trién s& tdp chung vao céc chiic ning sau:

= Phén tich ving MRZ trén HCST.

* Doc ving DG1 luu trén chip va so khép

v6i ving MRZ vira doc trén.

= MO phong qui trinh xdc thuc voi co ché

PACE va EAC (bao gdm ca xdc thyc ddu

doc va xdc thyc chip).

= So khép céc dic trung sinh tric.

Dua trén s6 thu vién md hod nhu
Org.BouncyCastle, CryptoSys PKI va bd thu
vién xtr 1y anh OpenCV [11] chiing tdi di tién
hanh xdy dung chuong trinh cung cip céc chirc
nang néu trén, phuc vy qud trinh kiém thir mod
hinh x4c thuec.

Chuong trinh thtr nghiém thu duoc da c6
kha ning tién hanh cic budc da néu trong mod
hinh xdc thuc néu trén. Cu thé:

- Phan tich va hién thi thong tin trong ving
MRZ
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- Tién hanh PACE, luu vét két qua. Néu
thanh cong, tién hanh tiép budc sau.

- Boc DG1 va so khép véi thong tin MRZ
nhu trong mo hinh da néu.

- Tién hanh xdc thuc dau doc va luu/hién thi
toan bd vét céc bude da thuc tién trong qua
trinh nay.

- Thyc hién xac thyc chip vai 7 budc va
luu/hién thi cdc vét thuc hién. O day, qua trinh
PA tam thoi chua tich hop vao hé thong vi 1y do
thiéu ha tang kho4 cong khai PKI.

4.1. Poc thong tin tir MRZ

Chirc nang nay thuc hién viéc doc vung
MRZ (gdm 2 dong dit liéu trong viing MRZ) va
hién thi cdc thong tin twong Umg 1én ving dit
liéu tir HCST cua giao dién chinh. Pong thoi
hién thi thong bdo viéc doc thanh cong hay that
bai & bén khung bén phai cua giao di¢n.

o thirnghiem xi thuc o i sin e =l
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Hinh 7. Thyuc nghiém doc MRZ.

4.2. Thuec hién co ché PACE-EAC

Truée khi dau doc c¢6 quyén doc céc ving
dir liéu trong Chip, ca hai phai thyc hi¢n giao
thire x4c thuc PACE trudc tién. Giao thuc nay
thiét 1ap cdc thong bdo bao mat giita Chip
MRTD va IS dya trén cic weak (short)
password, va cho phép Chip thim dinh xem dau
doc ¢6 quyén truy cap vao ving dit lidu it nhay
cam hay khong (vi du DGI, ...). Truong hop

that bai, s& c6 thong bdo va yéu cau chuyén
sang tic vu “Kiém tra ddc bigt”.

Sau khi thuc hién PACE thanh cong, hé
thdng ¢6 quyén truy cap va doc ving DGI luu
trong Chip. Tir d6, hé thong s& so sanh dit liéu
trong DG1 c6 khép véi MRZ ma da doc ¢ bén
trén hay khong.

Xéc thuc dau doc duoc tién hanh tiép theo
dé dam bao chtng minh vé&i Chip 1a ¢6 quyén
truy cdp vao vung dit liéu nhay cam (DG3,
DG4). Giao thic nay dugc miéu ta qua tim
budc, cic budc twong wng dugc hién thi chi tit
trong khung vét thyc hién [3]. Néu thanh cong,
s& thyc hién tiép xac thuc Chip, néu khong phai
chuyén sang bu6c kiém tra dic biét.

Xiéc thuc Chip thiét 1ap thong bdo bao mat
gitta chip MRTD va IS dua trén cap khod tinh
duoc luu trit trén chip (dugc st dung thay thé
co ché Active Authentication ma ICAO da dua
ra). Muc dich cho phép dau doc (hé théng) thAm
dinh chip RFID la nguyén ban hay khong. Khi
giao thuc nay dugc thuc hién thanh cong, cling
véi gia thiét co ché Xdc thuc thu dong (Passive
Authentication) va cdc dit liéu sinh tric (anh
mat ngudi, van tay, méng mit) s& dugc hién thi
1&n man hinh.
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Hinh 8. Két qua thuc hién PACE-EAC.
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4.3. So khép cdc déc trung sinh trdc

o Chuo nghiém xac thuc hé chiéu sinh trdz S | D ||
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o ke
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Hinh 9. Két qua so khép céc dic trung sinh tric
thanh cong.

Sau khi thu chup duoc nhiing déc trung sinh
tric tir phia ngudi mang ho chiéu, hé thong tién
hanh so khép céc dic trung nay véi nhiing dac
trung da luu trong HCST. Hinh dudi minh hoa
cho qua trinh so khop chinh xdc véi HCST cua
cdng dan thong thuong.
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Hinh 10. Két qua so khdp cdc diic trung sinh tric
khong thanh cong.

Trong truong hop nhitng dac trung thu chup
khong khop véi nhitng déc trung luu trong
HCST, hé théng s& dua ra thong bdo yéu ciu
kiém tra ddc biét. Céc dic trung cling dugc xép
d6 wu tién tir cao dén thap (mdng mit, van tay,
khuon mat) dé phuc vu két hop céc Kkét qua so
khép. Tuy nhién, tit ca cdc vét két qua so khép
déu duoc hién thi trong hé théng nhim phuc vu
nhan vién tac nghiép.

5. Panh gia két qua

Vé hiéu ning tinh todn, do phéan tinh todn
trén chip khong nhiéu va duoc han ché dén mirc
t6i da, thé nén viéc trién khai thuc té 1a hoan
toan kha thi [3]. Hon nira, véi viéc st dung hé
mat dya trén dudong cong Elliptic (ECC) [12]-
hé mat dugc danh gid c6 dJ an toan cao trong
khi kich thudc khod nhd, thodi gian tinh toan
nhanh va rat phit hop dé trién khai trén céc thiét
bi tinh toan c6 nang luc xu ly yéu [13]. bay la
diéu kién tién quyét dam bao hiéu ning cta md
hinh x4c thuec.

Ngoai ra, m6 hinh néu trén hoan toan dap
mg dwoc nhimng yéu ciu dit ra dbi véi HCST
nhu: dam bao tinh chan thyc (quy trinh rd
rang); tinh khong thé nhan ban (sir dung CA va
PA); tinh nguyén ven va xéc thyc (PA va PKI),
tinh lién két cong dan-HCST (sir dung ba dac
trung sinh trdc ¢6 do xdc thuc cao nhat); kiém
soat duoc truy cap (PACE va EAC).

Vi viéc st dung ca ba dac trung sinh tric,
d6 chinh xac ctia qué trinh so khdp xac thuc
dugc nang 1én. Mac du vdy, m6 hinh xac thuc
HCST nay van ton tai nhugc diém lién quan
dén van dé hét han cua dau doc [3].

6. Két luan

Viéc st dung HCST da minh ching dugc
nhiing tinh uu viét trong viéc ning cao qua
trinh c4p phat va kiém sodt ho chiéu. Véi nhitng
nghién ctru va phan tich nhing thé hé da c6 cua
HCST, ching ta cé thé nim bét t6t hon
uu/nhuge cia ting thé hé, tir d6 c6 duoc nhiing
giai phdp phit hop véi ting loai ho chiéu.

Vi viéc thtr nghiém toan by chiic nang
trong md hinh dé& xuat, ching t6i hy vong
nhitng két qua nay s& 1a tién dé& cho nhimng
nghién ctru/dau tu chuyén sau hon, tir d6 c6 thé
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x4y dung va san xuit duoc HCST cho cong dén
Viét Nam ma khong can phai st dung lai nhitng
san pham nudc ngoai.

Trong thoi gian téi, ching t6i s€ c6 nhitng
danh gid cu thé hon vé hiéu nang ciia md hinh
xac thyc, d§ chinh xdc cua qua trinh xac thuc
céc ddc trung sinh tric. Ngoai ra, nhitng van d&
nhu cép/quén ly ching chi s0; quan 1y co s¢ div
liéu cong dan c6 kem theo nhitng dédc trung sinh
tréc, cling s€ dugc chu trong trong nhirng hudng
phat trién tiép theo ciia bai bdo nay.

Loi cam on

Cong trinh nay dugc tai tro mot ph?m tir dé
tai nghién ctru déac biét mang ma sd QG.09.28,
Pai hoc Quédc gia Ha Noi.
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Image matching for the biometric passport authentication

Du Phuong Hanh, Nguyen Ngoc Hoa
VNU University of Engineering and Technology, 144 Xuan Thuy, Hanoi, Vietnam

Biometric passports have gone through three generations of development, initially focused on
saving the image on the chip, then combining a number of factors such as image biometric iris,
fingerprint image with the extended access control mechanisms and actually adding the connection
established mechanism with password authentication. In this paper, we introduce our experiment to
validate the third generation including also the three biometric matching techniques for authenticating
a biometric passport. This experiment was performed based on different open source tools and allows
us to verify the entire biometric passports authentication process. The obtained results show a good
performance from both a biometric point of view and the biometric passport security.

Keywords: biometric passport, Extended Access Control, Password Authenticated Connenction
Establishment, RFID, PKI.



