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Tém tit. Hé théng phat hién xAm nhip mang (NIDS: Network Intrustion Detection System) c6
nhiém vu theo ddi va phat hién sy xam nhép cling nhu céc hanh vi khai thac trai phép tai nguyén
lam tén hai dén tinh bao m4t, tinh toan ven va tinh sin sang ctia hé théng. Viée phat hién cac nguy
co tiém 4n trong NIDS duge thyc hién bang céch so khép ndi dung g6i tin véi cac méu d biét.
Véi s da dang vé s6 lugng céc dot tin cong, hinh thirc tin cong va sur phat trién nhanh ctia céc
loai virus, spam, trojan...vigc thu thép ddy di cic mAu dang gp rat nhiéu kho khan lam cho kich
thude tip mau ngdy cang tang Vén dé dit ra 1 cin c6 nhimg thujt toan so khép nhanh cé thé thyc
thi trén mot tip 16n cdc miu. Trong bai bao niy, ching tbi s& thyc hién song song hoa thudt toan
so khép miu QuickSearch sir dung m6 hinh chia s¢ by nhé trén OpenMP va PThreads nh3m ning
cao hiéu ning va tbc 49 xir ly géi tin trong NIDS véi cc tip lujt clia Snort.

Tir khoa: Pattern Matching, QuickSearch, Hé théng phét hién xdm nhdp mang, OpenMP, PThreads.

1. Giéi thi¢u

Theo tiép cén truyén thdéng, cic chuong
trinh dugc viét cho may tinh s& duge thyc thi
trén mft may tinh chi c6 mét by vi xir ly
(CPU). Chuong trinh d6 dugc xir li mét cach
tudn ty timg 1énh, tai mot thoi diém chi c6 mot
chi thj dugc xir li. Cling v6i sy phat trién cia
céc cong nghé ché tao bd CPU nhiéu 15i va cac
kién tric song song, hudng tiép cin song song
c4c chuong trinh dang thu hit dugc rat nhiéu sy
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quan tim nghién ctru. Theo c4ch hidu don gian
nhét, tinh todn song song la ddng thdi sir dung
nhidu tai nguyén dé giai quyét mot bii todn.
Cac tai nguyén tinh toén 18 mot may tinh dugc
lép d3t nhiéu CPU hay mot s6 may tinh duge b6
song song v&i nhau (PC-Clustering). Cac bai
toan thuc hién song song c6 dic tinh chung la
cho phép chia nhé m¢t cong viéc lén thanh
nhiéu phin viéc nhé hon va c6 thé dugc giai
quyét déng thoi. Tac 1a tai mot thoi diém, c6
thé thue thi nhidu chi thi chuong trinh. Khi d6,
thoi gian xir 1 bai toén s& giam xudng bdi vi
nhiéu tai nguyén tinh toan dugc sir dung.
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1.1. Kién triic song song

Kién tric chia sé by nhé (Shared memory):
tat ca cac CPU hoat dong doc 1ap déu c6 thé
truy c4p dén mot khong gian dija chi chung goi
1a chia sé chung tai nguyén b nhé (Hinh 1.a).
Céc CPU khac c6 kha ning nhin thiy céc thay
ddi trong bd nhé do mot CPU tac dong. Uu
diém cua kién triic nay 1a khong gian dja chi

toan cuc cho phép 1ap trinh bd nhé trd nén than
thién, dé diang hon. Viéc chia s¢ dit liéu gitta
c4c tac vy nhanh va ddng nhét. Nhuge diém 13
khi niing phat trién mé réng bd nhé va CPU.
Viéc bd sung thém CPU din dén gia ting hoat
ddng trén by nh¢ chia sé, ting hoat dong trén
dudmg ndi giita bd nhé - CPU. Chi phi s& ting
khi ting s6 lugng CPU va-dung lugng bd nhé
chia sé [1].

(a)

Hinh 1. C4c kién tric bd nh¢ song song.

Kién tric by nhé phdn tin (Distributed
Memory): cic hé thong riéng ré dugc két ndi
v6i nhau tago ra mot lién két bd nhé va
CPU. M&i CPU s& ¢6 khong gian b§ nhé cuc bd
cua riéng n6 (Hinh 1.b). Cic dia chi by nhd
trong mt CPU nay s& khong dugc anh xa dén
CPU khac, vi viy khong cé khéi niém khong
gian dja chi toan cyc trén tit ca cac CPU. Cac
vung b nhé cyc bd s& hoat ddng mot cach doc
1ap, cac thay ddi tao ra trén ving bd nhé cuc bd
khéng anh huéng dén by nhé cua cic CPU
khic. Khi mét CPU nay mubn truy cap dén dir
liu ctia m¢t CPU khac thi ngudi 14p trinh phai
dinh nghia mot cach rd rang thdi diém va cach
thic dir liéu dwgc chia sé. Viéc dong bd hoa
gita cdc tac vy ciing do ngudi 14p trinh dam
nhiém. Uu diém 13 viéc m& réng dung hrong b
nhé hoin toan dc 1ap véi s6 lugng CPU do
mdi CPU c6 mot ving by nhd cua riéng né.
M3i CPU c6 thé truy cdp nhanh chong céc ving
dir ligu cia riéng né ma khong anh hudng dén
cac CPU khac. Nhugc diém 13 ngudi 13p trinh

s& phai dim bao ddng bd cta viéc truyén thong
gitta cac CPU, énh xat cac céu tric dir liéu dang
cé trén khéng gian bd nhé todn cuc sang td
chirc bo nhé phén tén tré nén gip rit nhidu khé
khin [1].

M6 hinh lai (Hybrid Distributed-Shared
Memory): Céc may tinh 16m nhét va nhanh nhit
ngdy nay déu ding ca 2 loai kién tric bd nhé
phan tan va bd nhé chia sé két hop goi 1d mé
hinh lai (Hinh 1.c).

1.2. M6 hinh Igp trinh song song

Mo hinh chia sé by nhd: Cic tic vu chia sé
mét ving dija chi chung va s& doc va viét mot
cich bat ddng bd. Cic co ché khéc nhau nhu
13 khéa/truyén tin c6 thé dugc sir dung dé truy
cap vung bd nhd chia sé. Mot thuan lgi cia mo
hinh ndy tr quan diém cia ngudi lap trinh
1a khong ¢6 khii niém "quyén s& hitu", vi viy
khong can thiét phai chi djnh ro rang viée
truyén dir li¢u giira céc tac vy. Viéc phat trién



L.D. Nhudng va nnk. /Tap chi Khoa hoc DHQGHN, Khoa hoc Ty nhién vi Cong nghé 28 (2012) 255-263 257

chuong trinh thudng don gian. M6t trong nhitng
bat lgi 16n 14 tc d5. Chiing ta s& gip khé khin
trong viéc hiéu rd va quan li dir lidu mét cach
ndi bo.

M6 hinh Threads: lap trinh song song véi
cac ludng (Thread) cho phép mdt tién trinh don
c6 thé c6 nhidu dudng din thuc thi ddng thoi.
Cong viéc cia thread giéng nhu 13 chuong trinh
con bén trong chuong trinh chinh. BAt ky thread
ndo ciing c6 thé thyc thi mot chuong trinh con
bat ky cing thi diém véi cac thread khac. Cac
thread li€n lac v&i nhau théng qua bd nhé toin
cuc. Diéu ndy doi hoi phai ddng b hoa dé dam
bao ring tai mot thoi diém bat ky khéng c6
nhiéu hon mét thread cdp nhit cung mét vung
bd nhé toan cyc. Céc thread cé thé dugce tao ra
hoic hily bo, nhung chuong trinh chinh s& vin
hién dién dé cung clp cic tdi nguyén chia sé
can thiét cho dén khi img dung két thuc. Cic
thread thuong duge gin véi cac kién tric b
nhé chia sé va hé didu hanh.

Mé hinh truyén thong diép: M6 hinh truyén
théng diép c6 dic diém 1a cic tic vu cb thé sir
dung ving by nhé cyc bd cua né trong khi tinh
toan. Nhiéu tac vy c6 thé cling nim trén cing
mdt may vat 1i hoc trén cic may chuyén biét.
Céc tac vy trao ddi dit liéu v&i nhau thong qua
viéc truyén tin bing cach giri va nhan céc théng
digp. Viéc truyén dir liéu thuomg yéu ciu thém
cac hoat dong xir 1i d thyc hién bdi méi tién trinh.

M6 hinh di li¢u song song: Trong mé hinh
ndy, phin 16n cac phén viéc song song tip trung
vao viéc thuc hién cac thao tic trén tap dir lidu.
Dir li¢u thudng dugc sip xép vao cic cau tric
thong dyung, ching han nhu méang hoic khéi 1ap
phuong 3 chidu. Mot tip tac vu lam viéc chung
trén cing c4u trac dir liéu, tuy nhién mbi tic vy
13m viéc trén mét phin khac nha cia cing cdu
truc dir lidu. Céc tac vy thyc hién cling céc thao
tac trén phin viéc ctia n6 [2].

2. H¢ thong phit hién xAm nhip mang

Cung vé&i sy phat trién nhanh vé& s6 lugng
cidc ung dung trén mang Internet thi viéc bao
dam an ninh cho c4c hé théng thong tin cang tré
nén cap thiét hon bao givr hét. Bai toan an ninh
thong tin néi chung va an ninh mang néi riéng
dang rét dugc quan tAm khéng chi tai Viét Nam
ma trén toan thé gi6i. Trong cdc hé théng phat
hi¢n xdm nhdp mang (NIDS: Network
Intrustion Detection System), hé théng loc cac
trang web, ngin chin virus, spam...thi cic thuat
todn so khép méu c6 vai trd quan trong nhit.
NIDS tién hanh thu thip théng tin tir rit nhidu
ngudn khéc nhau trong hé théng dang bio vé
sau d6 tién hanh phan tich c4c thong tin d6 theo
nhiéu c4c khac nhau d8 phat hién cic xam nhép
trai phép. Khi NIDS c6 thém khi ndng ngin
chin céc nguy co xadm nhip dugc phat hién thi
goi 13 h¢ thdng ngin chin xim nhdp NIPS
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Hinh 2. Kién tric h¢ théng phét hién x4m nhp
mang Snort.

C6 2 céch tiép can co ban véi NIDS la: phat
hién lam dyng (Misuse Detection Model) va
phit hién bit thuong (Anomaly Detection
Model). Phét hién lam dyng 13 phat hién ké xam
nhép dang c6 ging d6t nhap vao hé théng thong
qua viéc st dung mot sé ky thuat da biét. Viéc
mo ta dic diém cach thirc xdm nhap dugc thé
hién nhu m§t miu (Pattern), hé thng c6 nhiém
vu kiém soét ndi dung véi cdc mau da c6. Mau
c6 thé 12 mdt chudi bit ¢§ dinh nhu mi mot
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virus trong file hay mét tap c4c hanh ddng nghi
ngd. Khi hoat dong, hé théng lién tyc so sanh
hanh dong hién tai v&i mét tip cac kich ban
xam nhp (Intrusion scenario) dé cb ging dora
kich ban dang dugc thyc thi. Cac k¥ thuat phat
hién lam dung khic nhau & cach thirc mé hinh
héa hanh vi chi dinh mdt sy xAm nhdp qua cac
ludt (Rules), kich ban. Sau d6 s& tién hanh so
khép céc déu hiéu gibng nhu cic phin mém
quét virus truyén théng. Khi hacker tim cach
khai thac 18 hdng da biét thi NIDS cb ging dé
dua 1531 d6 vao co s& dir liéu ciia minh. Phat
hién b4t thudng 1 phan biét giira nhitng hanh vi
binh thudng va bit binh thuomg dang dién ra.
Ranh gi6i giita dang chdp nhan dugc va dang
bAt thudmg cia doan mi thé hién qua sy gidng
va khac nhau giira cac chudi bit. Ky thuat phét
hién bét thuong cé 2 loai tinh (Static) va dong
(Dynamic) [4, 5].

Tuy nhién trong thyc té co s& tin cong
mang thudmg phirc tap, ¢6 nhiéu budc va qua
nhidu thiét bj, mé hinh tén cong ciing thay doi
din dén sb lwong miu ting rat nhanh. Vi thé
véi mdi gbi tin ta cin phii so sanh véi hing
trdm, hing ngin miu d3 biét. Py thyc sy 12
mot thach thirc rit 16n vé thi gian va téc d¢ xir
1y cuia bai todn so khép mAu. Trén céc hé théng
NIDS kich ban so khép dugc thé hién duéi
dang chudi bit (String) hogc biéu thirc chinh qui
(Regular Expression) nhim tao thuan lgi trong
viéc chia s& co s& dit liéu miu. Mot s6 tmg
dung mi ngudn mé nhu: Snort, Source Fire,
Bro, ClamAV [6]...

3. Mo hinh bai todn so khép miu trong NIDS

3.1. Bai todn so khop mdu

So khép mAu (Pattern Matching) 14 tim ra
tAt ca cac 1in xuét hién ctia miu X trong géi tin

Y. Trong [6], bai toén so khép méu duge md ta
nhu sau: Cho mét bang chix cdi A, mpt méu P
(P[1..m]) dj dai m va mdt géi tin M (M[1..n])
dé dai n (trong dé m<<n). Bai todn dat ra la
cén tim cdc vj tri xudt hién ciia P trong M hodc
P ¢6 khdp v6i mét chudi con cia M hay khéng?
Céc thuft todn so khép méu déu sir dung co ché
cira 56 truegt (mdt khung c6 kich thude bing véi
kich thuéc cia mAu cin tim) d so sanh cac ky tr
ctia mAu trong cira sb véi céc ky tir trong géi tin.

C6 thé phén loai cac thuat todn so khép miu
theo 2 tiéu chi:

- Dya trén s6 lwong miu ta c¢6 so khép méu
don (Single Pattern) vi so khép da méu
(Multiple Patterns).

- Dyra trén co s& thiét ké thuat toan ta c6 3
loai: so khép dya trén tién td (prefix), so khép
héu t5 (suffix) va so khp thira sb (factor).

- Dya trén két ludn ta c6: so khép chinh x4c
(Extract matching) vi so khép sfp xi
(Approximate Matching).

- Céc thut toan so khép miu déu c6 2 giai
doan: tién xir ly (preprocessing phase) va tim
kiém (Searching phase). Viéc danh gié cac
thuét toan dugce thuc hién dya trén dung lugng
bd nhé sir dung va tSc do so khép trong trudng
hop trung binh. Trong bai bao ndy chiing t6i s&
cai dit song song thuit toan so khép mau chinh
x4ac Quick-Search trén OpenMP va PThreads.

3.2. Thugt todn tim kiém nhanh (Quick Search)

Thuit todn Quick-Search (QS) 13 mét thuét
toin don gidn hoa cia BM (Boyer-Moore) chi
st dung bang dich “Bad-character shift” [7].
Thuit toan QS d& khai bio va thuc hién trén céc
tap méu 16n va nga‘m. Sau mdi 14n thir, cira sb
trugt s& dich chuyén sang vj tri tiép theo trong
gbi tin 1a M[j.j+m-1], d6 dai mbi 1in dich it
nhét s& bing 1.
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D{ phurc tap trung binh thoi gian cia thudt
toan Quick-Search trong giai doan tién xir ly 13
O(m+|2|) va khong gian 19‘10(|El). Do phirc

tap trong giai doan tim kiém 13 O(m*n).

o

IGaa;

for (i=0; i <= m; ++1i)
gsBc (i) = m+1;

for (i=0; i<m ; ++1)
gsBc[P[i]] = m -i;
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.int j;

. gqsBc [PSIZE] ;

. preQsBc (P, m, gsBC);
L+

.while (j <« n - m)
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if (memcmp(P, Msg + j, m)
OUTPUT (3);
j+=gsBc [Msg(j+ m]]
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Howuw
A d

Trong @6, n 1a kich thuéc géi tin Msg, m 13 kich
thudc tip méu P, |Z|1a kich thude tap ky tw.
Thuit toan QS dugc cai dat trén C vai 2 giai

doan tién xir Iy va tim kiém dugc mé ta trong
hinh 3.

. void preQsBe (char *P, int m, int gsBc(])

void QuickSearch (char *P, int m, char *Msg, int n)

/* Preprocessing */

/* Searching */

/* shift */

Hinh 3. Cai dit Quick-Search trén C.

4. Song song héa thuit toin so khép miu
quicksearch

D3 c6 rat nhiéu cong cu hd trg lap trinh
song song [8] nhu: PVM (Parallel Virtual
Machine), MPI (Messdge Passing Interface),
OpenMP (Open MultiProcesing), Pthreads...
Trong bai bao nay toi s& danh gia hi¢u qua cua
2 céch tiép can giira OpenMP va Pthreads khi
song song hoa thuit toan QuickSearch.

4.1. Song song QuickSearch véi OpenMP

OpenMP [9] dugc sir dung cho cdc md hinh
song song chia sé b nhd, phu hgp cho cac ing
dung song song & mirc d6 vira phai. Uu diém rd
ring nhit cia OpenMP chinh 13 tinh don gian

khi viét chuong trinh béi OpenMP hoan toin
giir nguyén c4u tric l4p trinh tuln ty, song song
héa chi duge thé hién qua céc cdu tric dan
hudng bién dich vong lap.

OpenMP c6 3 co ché 1ap tinh song song 1a:

- Song song héa dya trén co ché ludng
(Thread based parallelism): chuong trinh xir ly
trén bd nhé toan cuc bao g(“)m nhiéu lu6ng thuc
thi d@)ng thdi. OpenMP dwa vio sy tdn tai cila
nhiéu ludng trén m6t mé hinh I4p trinh chia sé
b6 nhé chung.

- M6 hinh song song hién (Explicit
Parallelism). 14 m{t mo hinh 14p trinh khong ty
dong. Ngudi lap trinh ¢6 quyén didu khién viée
song song héa mét cach dde 1ap.
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- M6 hinh Fork-Join: tit ca cic chwong
trinh song song déu bt dAu vai viée xir Iy don
bdi mot ludng chi (master thread). Ludng chu
ndy s& thyrc thi mét cdch tuln ty cho t6i khi bét
gip ving song song (parallel region) dau tién.

V6i hudng tiép cén song song hoéa dya trén
co ché ludng, qua trinh kiém soat céc géi tin
dugc thyc hién & bén giri va nhin theo ca hai
chiéu, cac g6i tin dén s& dwgc xir Iy bing cach

Input: Ludng géi tin

kiém tra phan tiéu d& va ndi dung. Néu tiéu dé
va ndi dung khép véi bit ky mot luat nao trong
tap luat xem xét thi géi tin d6 s& bj loai bd.
Chiing tbi chia mdi g6i tin dén thanh 2 phin:
tiéu dé (header) va noi dung (content). Phan 16p
tp luat va luu trit trong 2 danh sich lién két:
mot danh séch luu tiéu d& va mét lru ndi dung
can kiém soat. M6 ta cai dit song song thuit QS
v&i OpenMP duge thé hién trong hinh 4.

Output: Khép hay khdng khép védi tép luat

1. Khai b&o sb lugng ludng.

2. Khoi tao b&t ddu tinh thoi gian

3. #pragma omp parallel

4.

5. Tid = = sé lugng ludng;

6. If ( Tid = = 0)

7. {

8. N_th = 85 lugng ludng;

g }

10. #pragma omp schedule (static, chunk)
11. Lip lai viéc ndm bit cac gbéi tin
12. Goi ham PreQsBc;

13. Goi ham QuickSearch;

14.}

15.Dung lai va tinh thdi gian xua ly.

Hinh 4. Cai dat song song Quick-Search véi OpenMP.

4.2. Song song QuickSearch vdi PThreads

Thread 13 md hinh 14p trinh phd bién cho
phép nhiéu thread don c6 thé chay trén cung
mét tién trinh, va cac thread nay c6 thé chia sé
t3i nguyén cia tién trinh ciing nhu c6 thé tinh
toan doc 14p. MO hinh ndy dugc 4p dung cho
mot tién trinh don 1¢ d& cho phép tinh toan song

Input: Ludng géi tin

song trén mot hé thong da xir ly. Trong phin
ndy, t0i s& trinh by mé hinh Thread theo chuin
IEEE POSIX 1003.1c, dugc goi la POSIX
thread hay PThread [10].

Mo ta song song hoa thuit QS véi Thread
duge thé hién trong hinh 5.

Output: Khép hay khéng khép vdi tdp luat

1. Khai b&o sé luong ludng.
Khéi tao b&t ddu tinh thdi gian

Tinh tdng luu luong

}

2
3
4
5.
6. {
7
8
9. Néi céc Thread
1

Phan bd cac cdng cho méi Thread
Tao cidc Thread va goi cidc ham thyc hién song song

Thread Create (ThreadID, NULL, Thread_Function, Ptr);

6.Dﬁng lai va tinh thdi gian xu ly.
Hinh 5. Cai dit song song Quick-Search véi PThreads.
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Tuong ty nhu OpenMP, viéc song song héa
thuat toan QS dugc thyc hién bang céch tao ra
cic Thread dugc luu lai trong ThreadID. Trong
d6, mdi Thread s& goi dén cic ham
Thread_function 1& Quick-Search, PreQsBc.
Khi thyre hién va tao cdc ThreadID dugce huu triy
béi cac con trd Ptr dé két ndi lai cac Thread tra
lai két qua cudi cling trong budc 8.

Déi véi mbi gbi tin dén, viéc so khép goi
tin v&i tap luat duge thyc hign véi cac lu6ng
khac nhau trén céc CPU. Trong MPI dé so khép
g6i tin thi CPU phai giri thong diép yéu ciu
thong cua cac géi tin trén cdc CPU khac. Con
OpenMP lai 1am viéc trén céc dir li¢u chia sé
nén cdc CPU hoan toan biét thong tin cia gbi
tin nim trén cac CPU khic.

5. Thyc nghi¢m va danh gia

D& danh gi4 thoi gian thyc thi va hiéu qua
clia viéc song song héa thuft toin vdi OpenMP
va PThreads, chiing t0i d3 cai dit cac thuét toan
trén ngdn ngit C. Cac tham s thir nghiém 13
kich thuéc chidu dai ndi dung gbi tin, s§ lugng
ludng, lru lugng truyén ti, kich thudc tip lujt,
chidu dai cia gbi tin va chiéu dai coa tap lujt.
Céu tric géi tin duge thir nghiém dugc minh
hoa trong hinh 6.

Chu tric lujt cia SNORT

Action | Protocol | Address | Port Direction | Address

—
Ruler Header

Cdu tric gél tin thye nghigm

Gimo thre | iachigin | Cong o] Bla chi nnga|cang nhinf::5:
B byte 32 byt 18 byts 32 byte 18 byte oo

———
Tibu 8d (header) NI dung {content)

Hinh 6. CAu tric géi tin kiém soét.

Trong Snort, cdu tric phin Ruler Header
gdm 4 thanh phan. Action qui dinh hanh dong

nio dugc thyc thi khi cc ddu hidu cua géi tin
dugc nhian dang chinh xéac b?mg luat doé.
Thudng nb s& tao ra mét canh bdo, mot log
thong diép hofic kich hoat mot ludt khac.
Protocol qui dinh viéc ap dung ludt cho cac gdi
tin thugc mét giao thirc cu thé nao d6 nhu IP,
TCP, UDP, ICMP...Address 1a dia chi nguén
va dja chi dich, cic dia chi c6 thé la cita mot
hay nhiéu may hoic clia mdt mang nio d6. Viée
xac dinh ngudn hay dich phy thudc vao phin
Direction. Port xac dinh cbng ngudn, dich cia
g6i tin dugc kiém soét.

Phan Ruler Option dugc dit trong déu
ngodc don. Néu cb nhiu Option thi c4c Option
s& dugc phan cich nhau qua diu chim phiy «”
vi c6 thé duge két ndi logic véi nhau bing
AND. Mt Option gdm 2 phin: mt tir khéa va
mot tham s, hai phin phén c4ch nhau bing du
hai chdm “:”. Vi dy minh hoa dic ta luit trong
Snort dugc thé hién trong hinh 7.

Ruler Header

Hinh 7. Biéu dién luat SNORT véi céc vi du.

Céic thyc nghiém dugc tién hanh trén may
tinh c6 b6 vi xir 1y Intel Core 2 Duo 2.66 GHz
(E6700), Cache 4MB, Bus 1066MHz, DDR2-
1066Mhz 2x2GB hd trg cong nghé siéu phan
ludng. Céc phin mém hé théng sir dung gbm:
Snort 2.4.3, IDS Center 1.1 RC4, WinPcap 3.1,
Ethereal 0.10.14, Packet Excalibur 1.0.2,

Két qua thyc nghiém trén tip luat c6 kich
thuge 3kB, cac hru lugng lan lugt 13 20kB,
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40kB, 80kB, 120kB" va s§ lugng ludng dugc
thiét 1ap 14n Iuot 12 1 dén 10 nhu sau:

) | ........ i e i

Th glan thyee thi (s)

86 lwgmg ludng
Hinh 8. Thoi gian thyc thi QuickSearch v6i OpenMP.

u

=L lrgmg 20K ~S~Linl agng ADK =~ Luu keymg 80k ——Lu krgmg 120K

Thad gian thepe thi (s)

84 lwgmg ludng

Hinh 9. Thoi gian thyc thi QuickSearch véi PThreads.

Trong 2 thuét toan trén, tham sé didu khién
s6 lugng ludng s& quyét dinh dén thoi gian thyc
thi cia thuit todn. Qua OpenMP va PThreads
gitp ching ta thdy dugc hiéu qua, tiém nang
cia chuong trinh, viéc tao ra mdt thread sir
dung it tai nguyén va chi phi cia hé diéu hanh
hon rét nhidu so véi viéc tao ra mot tién trinh
thong thuong.

So v&i huéng tiép can song song sir dung
MPI, OpenMP va PThreads thyc hién phin
doan m3 song song, mbi tién trinh van thye hién
tinh todn trén mién con dit liéu cua riéng né.
Qua két qua théng ké & trén ta thdy thoi gian

cua chuong trinh song song trén bd vi xir ly 2
nhin gidm dugc gin mot nira so v&i chuong
trinh tudn ty trén 1 CPU vi cdng viée dugc chia
cho 2 CPU thyc hién ddng thdi. S& di thoi gian
khéng thé giam di diing mét nira 13 vi sy thiéu
ddng bo ciia hai CPU va nhan ciia hé diéu hanh
mét mot phan thoi gian dé thiét 13p mot ving
song song khi bit gip mot cAu tric song song.
So sanh thoi gian thyc thi gitta OpenMP va
PThreads trén cing mét tdp luit v6i cic tham
s6 Thread thiét 14p nhur nhau thi OpenMP thyc
hi¢n nhanh hon so v&i PThreads va dat hi¢u qua
cao nhét véi s Thread 13 2.

5. Két luan

Vigc thuc hién song song thuit todn Quick-
Search dya trén mé hinh chia sé b) nh& di lam
giam thdi gian thyc thi so v6i chuong trinh tuin
tw. Cac chién lugc song song khéac nhau s& dem
lai nhitng hiéu qua khéc nhau vé thoi gian. Thoi
gian thyc thi giam dugc gin hai 1in khi thyc
hi¢n trén bd vi xr ly 2 nhin. Tuy nhién, khi
thyc hién song song hdéa khdéng phai trong
trudng hop ndo ciing hig¢u qua vé mit thdi gian
nhu d3 théng ké trong hinh 8, 9. Néu khéng
song song héa mot cach hop 1y c6 thé xay ra
nghich 1y vé song song c6 nghia 14 thdi gian
thyc hién chuong trinh song song 16n hon thoi
gian thyc hién chuong trinh tudn tu.

Tiép cén song song héa cic thuit toin so
khép 13 mét huéng di méi nhim nang cao hiéu
ning thyc thi d6i véi cac hé théng NIDS khi tap
méau va tip ludt ngdy cang 16n cling véi sy phat
trién da dang c4c hinh thirc tin cong x4m nhap
mang. Bén canh d6, hién nay cong nghé CPU
da nhan ngdy cang phd bién. Viéc tin dung
cong nghé da nhan 1am ting t5¢c d¢ tinh toan véi
cac chuong trinh d3 c6 1a hudng nghién ciru
dang rit dugc quan tAm hién nay.
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Paralleling QuickSearch Pattern Matching Algorithm in NIDS
use shared Memory Model with OpenMP and PThreads
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Network Intrustion Detection System (NIDS) analyzing information about the activities

performaned in a computer system or network, looking for evidence of malicious behavior to
compromising the confidentiality, integrity and availability of the system. NIDS looking for evidence
of malicious behavior based on matching packet contents with known patterns. When network-based
attacks often conform to a multi-step process and combine many means with number of unknown
viruses, spam, trojan increases in proportion of time then collection of virus signatures are difficulties.
A problem is necessary to build fast pattern matching algorithms in a large rulersets. In this paper,
we will use shared memory model with open-multiprocessing (OpenMP), PThreads to parallel pattern
matching algorithms to improve performance for NIDS with Snort’s rulerset

PThreads.

Keywords: Pattern Matching, QuickSearch, Network Intrustion Detection System, OpenMP,



