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Song song h6a thupt to5n so khorp m6u QuickSearch
trong NIDS sri dpng mO hinh chia se b0 nhd trOn OpenMP

vd PThreads
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T6m tit. HQ th6ng ph6t hien xdm nhfp m4ng (MDS: Network Intustion Detection System) c6

nhiQm vU theo d6i vi phSt hiQn sg xdm nhflp cfing nhu c6c hdnh vi khai th6c tr6i ph6p tdi nguydn
hm t6n h4i diSn tlnh bio m{t, tinh todn vgn vd tinh sin sdng cria hQ thiSng. Vipc ph6t hiQn c6c nguy

thi fCn mQt t$p l6n c6c m6u. Trong bdi b6o nay, chrfurg t6i sE thUc hiQn song song h6a thuflt to6n
so khdp m6u QuickSearch sri dgng m6 hinh chia s€ b0 nhd trdn OpenMP vd PThreads nhim ndng
cao hiQu ndng vd t6c <lQ xt f g6i tin tong NIDS vdi c6c t$p lu$t cria Snort.
Tir lih6a: Pattern Matching, QuickSearc\ HQ th6ng ph6t hiQn xdm nhflp mpng, OpenMP, PThreads.

1. Gitfi thiQu

Theo ti6p cfn truydn th5ng, c6c chuong

trinh tlugc vi6t cho m6y tinh s€ tlugc thUc thi
tr€n mQt m6y tinh chi c6 mQt b0 vi xt lf
(CPq.Chuong tinh d6 tlugc xri li mQt c6ch

tuAn tU tirng lQnh, tai mQt thdi di6m chi c6 mQt

chi thi dugc xri li. Cung v6i sg ph6t tri6n cua

c6c cdng nghQ chti Bo b0 CPU nhi6u l6i vd c6c

ki6n tnic song song, huong ti6p cfn song song

c6c chuorg trinh ttang thu hrit dugc riit nhidu su

' Tirc giit li6n h0. DT: 84-987394900.
E-mail: Nhuongld@hus.edu.vn

quan tAm nghi€n cfu. Theo c6ch hiiSu don giin
nhAt, tinh torin song song ld ddng thdi sri dqng

nhi6u tai nguydn d6 giei quytSt mgt bdi to6n.

C6c tai nguy€n tinh to6n ld mQt m6y tinh ttugc

lilp d|tnhi6u CPU hay mQt sti m5y t(nh duo. c b6

song song v6i nhau (PC-Clustering). C6c bii
to6n thgc hiQn song song c6 ddc tinh chung ld

cho ph6p chia nh6 mQt cdng viQc l6n thdnh

nhi6u phAn viQc nh6 hon vd c6 th6 ttugc giii
quy6t aOng thoi. Tr?c li tai mOt thdi tlitim, c6

th€ thuc thi nhidu chi thi chuong trinh. Khi d6,

thoi gian xrl li bdi to6n s€ gidm xuting bdi vi
nhiAu tdi nguy6n tinh to6n ttugc sri dpng.
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I.I. Ki€n tnic song smg

Ki€n trilc chia sd b0 nhd (Shared memory):
tAt ca c6tc CPU hoet tlQng tlQc lfp ddu c6 th€
truy cflp rt6n mQt kh6ng gian dla chi chung ggi
ld chia s6 chung tai nguy€n bQ nhd (Hinh 1.a).

C6c CPU l*r6c c6 ktri nlng nhin th6y c6c thay
d6i trong b0 nhd do mQt CPU tac tlQng. Uu
di6m cria ki6n trfc ndy li kh6ng gian tlia chi

todn cpc cho phdp lfp trinh bQ nhd trd ndn thAn

thign, d6 dang hon. ViQc chia s6 dt liQu gita
c6c t6c qr nhanh vd ddng nh6t. Nhu-o. c di€m ld
l:tr6 nlng ph6t tri6n md rgng bO nhd vd CPU.
Vi€c b6 sung th€m CPU ddn tttin gia ting ho4t
dQng tr&r b0 nh6 chia s6, ting ho4t tlQng tr€n
ttudmg ntii gita b0 nh6 - CpU. Chi phi s6 tdng
khi tiing s5 lugng CPU vd'dung lugrg b9 nh6
chia s6 [1].

Hinh l. C6c ki6n tnic bQ nhd song song.

Kiiin tnic b0 nhd phdn tdn (Distributed
Memory): c6c h0 th5ng ri€ng rE tlugc ti5t n5i
v6i nhau t?o ra mQt li€n k6t b0 nh6 vi
CPU. M5i CPU sE c6 kh6ng gian bQ nh6 cuc b0
cria ri&rg n6 (Hinh l.b). C6c ilia chi b0 nhd
trong mQt CPU ndy s€ kh6ng dugc r{nh x4 d6n

CPU kh6c, vi vAy kh6ng c6 kh6i niQm kh6ng
gian dia chi toan cpc tr€n tAt ch c6rc CPU. C6c

vung b0 nh6 cpc bQ sE hopt ilQng mQt c6ch tlQc

lflp, c6c thay tt6i tgo ra tr€n vung b0 nh6 cuc b0
khOng anh huong d6n b0 nhd cria c6c CPU
kh6c. Khi mQt CPU ndy mu5n truy cfp tttin df
liQu cua mQt CPU ktr6c thi ngudi lgp trinh phdi
ttinh nghia mQt c6ch rd rdng thdi tti6m vd c6ch

thtc d[ liQu duqc chia s6. ViQc tt6ng b0 h6a

gita c6c tric W cfing do ngudi lfp trinh tHm
nhiQm. Uu di6m ld viQc md rQng dung luqng bQ

nhd hoan toan ttQc lflp voi si5 lugng CPU do
m5i CpU c6 mQt vung b0 nh6 cria ri€ng n6.

Mdi CPU c6 th6 truy cflp nhanh ch6ng c6c virng
dt ligu cria ri6ng n6 md kh6ng anh huong d6n

c6c CPU l*r6c. Nhugc di6m h nguoi l6p tinh

sE phii ttim bio ddng bQ cria vigc truydn thdng
gita c6c CPU, 6nh xp'c6c c6u tnic dfr liQu <tang

c6 tr€n lfi6ng gan bQ nhd todn cgc sang t6
chric bQ nh6 phAn trin trd n€n gflp i6t nhi6u kh6
khen [1].

M6 hinh lai (Hybrid Distributed-Shared
Memory): CLc m6y tinh lon nh6t vd nhanh nh6t
ngdy nay d6u dung cit 2 loqi ki6n trfc bO nhd
phdn trin vA bQ nhd chia s6 t<iit trqp ggi ld md
hinh lai (Hinh l.c).

1.2. MA hinh lQp trinh song song

M6 hinh chia sd b0 nh6: C6c tic vp chia sd

mQt virng tlia chi chung vd s€ dgc vd vir5t mQt

c6ch b6t ttdng b0. C6c co ch6 kh6c nhau nhu
ld 1*r6a/truyAn tin c6 thti ttuqc sri dlrng tl6 truy
c$p vung b0 nh6 chia s6. MQt thufln lgi cria m6
hinh ndy tir quan eli'5m cia nguoi l{p trinh
liktrOng c6 kh6i nipm "quyAn sd hiiu", vi viy
kh6ng cAn thiiSt phii chi ilinh 16 rang viQc

truyAn dt lieu gifra c6c t6c W. ViQc ph6t tri€n
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chuong frinh thuong tlon gian. MQt trong nhifng
U6t tqi lon ld t6c ttQ. Chfng ta s€ g{p kh6 khen
trong viQc hi6u 16 vd quan lf dti liQu mQt cich
nOi b0.

M6 hinh Threads: l$p trinh song song vcri

c5c ludng (Thread) cho ph6p mQt ti6n trinh don
c6 th6 c6 nhiAu tludmg d6n thuc thi <tdng thoi.
Cdng viQc cria thread gi5ng nhu li chuong trinh
con b€n frong chuong fiinh chinh. n6t kj thread
ndo cfing c6 th6 thyc thi mQt chuong trinh con
U6t t<y cwrg thdi itii5m vdi c6c thread kh6c. Cdc

thread li&r lac vdi nhau th6ng qua b0 nh6 toan

cpc. Didu ndy <tdi h6i phni <16ng bg hOa a6 <tim

bno rlng tsi mQt thoi di6m UAt tcy kh6ng c6
nhidu hon mQt thread cfp nhft cung mQt vung
b0 nhd tod.n cpc. C6c thread c6 th€ tiugc t4o ra
ho{c hty b6, nhrmg chuong trinh chinh sE v6n
hiQn diQn d6 cung cilp cfuc tai nguy€n chia sd

cAn ttri6t cho d6n ktri ung dpng k6t thric. C6c

thread thuong dugc gin vdi c6c ki6n trfc b0

nhd chia se vd hQ tli€u hanh.

M6 hinh truy€n th6ng itiQp: MO hinh truyAn
th6ng tliQp c6 d{c di6m h cfuc tfuc w c6 thii sri
dpng vung b0 nhd cgc bQ cria n6 trong khi tinh
toan. NhiAu tric vU c6 th6 cirng nim tr&r crurg

mQt m6y vft li ho{c tr€n c6c mriy chuy€n bigt.
Cdc tAc vu h6o d5i d[ lipu voi nhau th6ng qua

vipc truydn tin bing c6ch grii vd nhfn c6c thdng
dipp. Vi€c truyAn dt liQu thudng y€u cAu th6m
c6c host dQng xri li dd ttrgc hiQn bdi mdi ti6n Untr.

M6 hinh dft li€u song song: Trong m6 hinh
ndy, phAn lon c6c phdn vi€c song song tip trung
vdo viQc thUc hi€n c6c thao trlc tr&r tap dt lipu.
Dt liQu thuong ttugc sip x6p vdo c6c cAu tnic
thdng dgng, chnng hpn nhu mang hoflc tctrSi t4p

phuong 3 chidu. MOt 4p tiic vg lim vigc chung
h€n ctrng c6u tnic dfr liQu, tuy nhi€n m6i tric vu
ldm viQc tr€n mQt ptrAn khac nha cria cirng cAu

trfc dit liQu. C6c tric vU thgc hiQn cung cic thao

tac tr€n phAn vigc cria n6 [2].

2. HQ th6ng ph6t hiQn xim nhgp meng

Cung v6i sg phSt tri6n nhanh vA s5 luqng
c6c img dpng tr6n mgng Internet thi viQc bio
dim an ninh cho c6c hQ thi5ng th6ng tin cdng trd
n€n c6p thi6t hon bao gid tr6t. gai to6n an ninh
th6ng tin n6i chung vd an ninh mgng n6i ri€ng
dang rAt dugc quan t6m kh6ng chi tai ViQt Nam
md tr€n todn th6 gioi. Trong c6c hg thSng ph6t

hiQn x6m nhflp mAng (NIDS: Network
Intrustion Detection System), hQ th5ng lgc c6c

trang web, ngln chfln virus, spam...thi c6c thu{t
to6n so k*rorp mdu c6 vai trd quan trgng nh6t.

NIDS tir5n hdnh thu thgp th6ng tin tt rAt nhi6u
ngu6n kh6c nhau trong hQ th6ng tlang b6o vO

sau <16 ti6n hanh phan tich c6c th6ng tin tl6 theo
nhidu c6c kh6c nhau ttA ph6t hign c6c xdm nhfp
tr6i ph€p. Khi NIDS c6 thOm lhi nlng ngin
ch{n c6c nguy co xdm nhpp dugc ph6t hiQn thi
gqi h hQ th5ng ngdn ch{n xAm nhgp MPS
(Network Intrustion Prevention System) [3].

Th! nhon vt iln
bat dc q6l dn

Hinh 2. Kiiin trfc hQ th6ng ph5t hiQn xdm nhflp
m4ng Snort.

C6 2 cfuchti6p cgn co bin vdi MDS li: ph6t
hiQn lgm dt$g (Misuse Detection Model) vir
ph6t hiQn tAt thudrng (Anomaly Detection
Model). Ph6t hi€n lsm dpng ld ph6t hign k6 x6m
nhfp dang c5 g6ng ttQt nhfp vdo hQ th6ng th6ng
qua vipc sri dpng mQt s5 k! thuat de bi6t. Viec
m6 ta il{c dii5m c6ch thfc xAm nhgp rtuqc th6
hipn nhu mQt miu (Pattern),hQ th6,ng c6 nhiQm

vu ki6m so6t nQi dung vdi c6c m6u d6 c6. M6u
c6 th6 h mQt chuSi bit c5 ainn nhu md mQt
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virus trong file hay mQt tap c6c hdnh rlQng nghi

ngd. Khi hogt tlQng, hp th5ng fi6n tuc so siffi
hanh dQng hi€n tai v6i mOt t$p c6c kich ban

xdm nhfp (Intrusion scenario) dA c5 giing dd ra

kich ban tlang <lugc thUc thi. C6c k! thuft ph6t

hiQn lam dung kh6c nhau d c6ch thric m6 hinh

h6a hanh vi chi tlinh mQt sg xdm nhfp qua c5c

lu$t (Rrlas), kich bin. Sau d6 sE ti6n hdnh so

l*rorp c6c d6u hipu gi5ng nhu c6c phin mAm

qudt virus truy6n th6ng. Khi hacker tim c6ch

ltrai th6c l5 h6ng da bi6t thi NIDS c6 ging d6

elua l5i d6 vio co s& dt liQu cta minh. Ph6t

hi€n b6t thuong li phnn biQt gita nhiing hanh vi
binh thuong vd bAt binh thudrng tlang di6n ra.

Ranh gioi giiia d4ng ch6p nh$n elugc vi d4ng

b6t ttruong cria dopn m5 th6 hiQn qua sg gi5ng

vd l*r6c nhau gita c6c chuSi bit. Ky thupt ph6t

hiQn bAt thuong c6 2loti frnh (Static) vd ctQng

(Dynami)14,51.

Tuy nhi€n trong thgc t6 co sd tin c6ng

mgng thuong phfc tap, c6 nhiAu budc vd qua

nhidu thi6t bi, m6 hinh t6n cdng cfing thay d6i

Odn A6n s5 luqng miu tilng rAt nhanh. Vi th6

voi m5i g6i tin ta cAn phdi so srffi voi hang

tr[m, hang ngan mdu tta bi6t. Ddy thyc qr li
mQt th6ch thtc rAt lon vA thoi gian vi t5c d0 xrl
lf cria bii to6n so ltrop mdu. Tr&r c6c hQ th5ng

NIDS kich ban so khop tluqc ttrti trign auOi

dgng chudi bit(String) ho& bi6u thric chinh qui

(Regular Expression) ntram tao thudn lgi trong

viQc chia s6 co sd dfi liQu m6u. MQt s5 rmg

dlrng m6 ngudn md nhu: Snort, Source Fire,

Bro, ClamAV16l...

3.MO hinhbNtofn so khop m6utrongI\IDS

3.1. Bdi todn so khop mdu

So khorp mdu (Pattern Matching) li tim ra
tfut cb citc dn xuAt hiQn cta mdu Xtong g6i tin

IZ Trong [6], bei to6n so k*rop mdu dugc m6 ta

nhu sau: Cho m\t bdng chfr cdi A, mAt mdu P

(P[!..m]) d0 ddi m vd mQt g6i tin M (Mfi'nl)
d0 ddi n (trong tl6 m<<n). Bdi todn ddt ra ld
cdn tim cdc vi tri xuiit hiQn cia P trong M hodc

P cd khop voi mQt chudi con cfia M hay kh6ng?

C6c thuft toiin so khop m6u d6u srl dgng co ch6

cim s6 ftWt (m}tkhung c6 kich thudc bdng vdi
kich thu6c cria m6u can tim; d6 so srinh c5c ky qu

cria mdu frong cta $ voi c6c ky ty tong g6i tin.

C6 th6 ph6n lopi c6c thuft to6n so khop m6u

theo 2 ti€u chi:

- Dua tr€n s5 lugng miu ta c6 so khdp miu
don (Singte Pattern) vi so 1:h6p <ta mdu

(Multiple Patterns).

- Dua tr6n co sd thi6t t6 tnuat to6n ta c6 3

lopi: so khop dya tr€n tiAn t5 Qtrefix), so ktrorp

hflu t6 6"fa) vd so kfi6p thira st5 (factor).

- DUa tr6n t6t tuan ta c6: so kh6p chinh x6c

(Extract matching) vd so lfiop s6p xi
(Appr oximat e M at chin g).

- C6c thu$t toiin so khop m6u ddu c6 2 giai

dogn: tiAn xA l! @reprocessing phase) vd tim

llillm (Searching phase). ViQc dr[nh gi5 c6c

thuflt to6n tlugc thgc hiQn dua h€n dung lugng

bO nhd sri dpng vi t5c d0 so ktrop trong trudmg

hqp trung binh. Trong bdi b6o niy chring t6i s€

cdi dit song song thuflt toin so kh6p mdu chinh

x6c Quick-Search t6n OpenMP vd PThreads.

3.2. Thudt todn tim kiilm nhanh (Quick Search)

Thuat to6n Quick-Search (QS) ld mQt thudt

to6n don gian h6a cria BM @oyer-Moore) chi

srl dlrng bang dich "Bad-character shift" l7f.
ThuAt to6n QS dE ttrai b6o vd thuc hiqn tr6n c6c

tgp miu lon vd ngin. Sau m5i mn tht, cta st5

truqt sE dich chuy6n sang vi trf ti6p theo trong

g6i tin h M[j.j+m-V, dO dii m5i Dn aicn it
nh6t sc beng l.
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DQ phric t4p trung binh thoi gian cria thuft
to6n Quick-search trong giai ttopn ti€n xt lf lA

o(m+l>l)vi Kr6ng gian ldo(l>l). o6 pt',ic

Trong d6, n lit kich thu6c g6i tin Msg, m ld kich

thudc tip miuP, l>ln Ucn thudc tflp lcj tu.

Thudt to6n QS tlugc cdi rl6t tren C vbi 2 giai

ttogn ti6n xt lj vd tim ki6m <lugc m6 ta trong
hinh 3.

/* Preprocessing
Searching */

/* sllifE */

lfii vi€t chuong trinh boi OpenMP hoan toan

git nguy6n c6u tr0c lfp trinh tudn tU, song song

h6a chi duqc thC hiQn qua c6c c6u t6c d6n

huong bi€n dich vdng l[p.

OpenMP c6 3 co chti l6p tinh song song ld:

- Song song h6a dga tr€n co chti ludng
(Thread based paralleft'sz): chuong trinh xt $
trOn b0 nh6 todn cqc bao gdm nhi6u ludng thgc

thi ddng thdi. OpenMP dga vio sg tdn t4i cria

nhi6u ludng tr0n mQt m6 hinh l6p trinh chia sd

b0 nhd chung.

- M0 hinh song song hiQn (Explicit
Parallelism): ld mQt md hinh l$p rinh k*rdng \r
dQng. Ngudi lflp trinh c6 quyAn eliAu khi6n vi€c

song song h6a mQt c6ch tlQc lflp.

t4p fiong giai tlopn tim ki6m ld O(m*n).

1, void preQsBc (char *P, int m, int qsBcil)
2. t
3. inE i;
4, for (i=0; i <= m; ++i)
5. qsBctil = m+1;
5. for (i=0; icm ; ++i)
7. qsBc [P [iJ I = m -i;
8. )
9. void QuickSearch (char *P, int m, char *Msg, inE n)
10.{
11. int j ;
12. q6Bc IPSIzE] ;
13. preQsBc (P, m, qsBc) ;
1,4. j++; /*
15.whi1e(j<n-m)
15.{
L7. if (memcmp(P, Msg + j, m)
18. OUTP1IT (j);
19. j+=qsBc [Msg [j+ m] l
)0. )
2t. )

Hinh 3. CAi d6t Quick-Search t€n C.

4. Song song h6a thu$t todn so kh0p mflu
quicksearch

D6 c6 rAt *rieu c6ng cp hd trq ldp tinh
song song [8] nhu: PYM (Parallel Virtual
Machine), MPI (Message Passing Interface),

OpenMP (Open MultiProcesizg), Pthreads...

Trong bdi b6o nAy tdi s€ cl6nh gi6 hiQu qud cria

2 cdch ti6p cfln gita OpenMP vi Pthreads ktri

song song h6a thuflt to6n QuickSearch.

4.1. Song song QuickSearch vdi OpenMP

OpenMP [9] tluqc srl dpng cho c6c md hinh

song song chia sd b$ nh6, phir hqtp cho c6c fmg

dgng song song d mrlc tlQ vta phdi. Uu tti6m rd
rdng nh6t cria OpenMP chinh ld tinh tton gian



260 L.D. Nhuong odnnk. lTqp chi Kroahoc DHQGHN, Ktoahgc Ty nhi€n vd C6ng nghf 28 (2012) 255-263

- Md hinh Fork-Join: tAt ce c6c chuong

trinh song song ddu U6t eAu vdi viQc xri ly don

bdi mQt lu6ng chi (master thread). Lu6ng chri
ndy sE thyc thi mQt c6ch tuAn tU cho toi khi bit
gAp vung song song Qtarallel region) dAu ti6n.

Voi huong ti6p cfn song song h6a dpa trdn
co ch6 ludng, qu6 trinh ki6m so6t c6c g6i tin
<lugc thgc hiQn d b€n grii vd nhfn theo ci hai
chidu, c6c g6i tin d6n sE ctugc xt ly bing c6ch

4.2. Song song QuickSearch v6i PThreads

Thread ld md hinh lfp rinh ph6 bi6n cho
phdp nhi6u thread <lon c6 th,3 cfuy tr€n cirng

mQt ti6n trinh, vd c6c thread ndy c6 th6 chia s6

tai nguy6n cfia tii5n trinh cflng nhu c6 thia tinh
torin dQc lip. MO hinh ndy ilugc 6p dpng cho

mQt ti6n tinh iton 16 d6 cho ph6p tinh to6n song

rnput: Lu6ng g6i tin
Output: Khdp hay kh6ng kh6p v6i tdp luit

1. Khai b5o s6 lugng 1u6ng.
2. Khdi t4o Uat OAu tlnh thdi gian
3. #pragma omp parallel
4. {
5. Tid = = s6 lugng 1u6ng;
6. If(Tid==0)7. t
8. N th = 56 luqng tu6ng;
e. ) -
10. #pragma omp schedule (static, chunk)
11. L{p 14i viQc n6m b6t c5c g6i rin
72. Ggi hdm PreQsBct
13. Ggi hAm QuickSearch;
14.)
15. Dring lEi vi tinh thdi gian xt ly.

Hinh 4. Cii d6t song song Quick-Search v6i OpenMP.

ki€m tra phdn ti€u dA vi nQi dung. N6u ti6u dA

vd nQi dung khop vdi b6t ky mQt lu{t ndo trong
tip luflt xem x6t thi g6i tin 116 sE bi loai b6.

Chrurg tdi chia m6i gOi tin ct6n thdnh 2 phAn:

ti€u dA (header) vd nQi dung (contenl). PhAn lorp

tdp luflt vd luu trft trong 2 danh s6ch li€n ka5t:

mQt danh s6ch luu ti6u dd vA mQt luu n6i dung
cAn kiiim sodt. M6 ta cdi dpt song song thu{t QS
vdi OpenMP tlugc thti hiQn trong hinh 4.

song tr€n mQt h€ th6ng cta xri lf. Trong phAn

nAy, t6i sE trinh bAy m6 hinh Thread theo chuAn

IEEE POSX 1003.1c, clugc ggi ld POSX
thread hay PThread [0].

MO ta song song h6a thuft QS v6i Thread

ttugc thti hiQn trong hinh 5.

Input: Lu6ng g6i tin
Output: Kh6p hay kh6ng khdp v6i tap luat

1. Ktrai b5o s6 lugng lu6ng.
2. Khdi t4o Uat AAu rlnh thdi gian
3. Tinh t6ng luu lugng
4. PhAn b6 c6c c6ng cho m5i Thread
5. T4o c5c Thread vi ggi c6c hdm thgc hiQn song song6. t
7 . Thread Creat.e (ThreadlD, NUIJIJ, Thread Function, ptr) ;
8. ) -
9. N6i cac Thread
10. Dring lgi vt tinh thdi gian xtr lf .

Hinh 5. Cai dAt song song Quick-Search vdi PThreads.
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Tuong tU nhu OpenMP, viQc song song h6a

thuit torin QS ttugc thUc hiQn bnng c6ch t?o ra

c6c Thread <lugc luu lpi trong ThreadlD. Trong

d6, m5i Thread sE gei diin c6c him
Thread-function ld Quick-Search, PreQsBc.

Khi thUc hiQn vi tgo c6c ThreadlD <lugc luu trf
bdi c6c con t6 nr d6 t<6t n5i lai c6c Thread tr6
gi k6t qui cu5i cirng trong bu6c 8.

o5i voi m5i goi tih di5n, viQc so khop g6i

tin vdi t$p luflt tlugc thyc hiQn vdi c6c ludng

}tr6c nhau tr€n c6c CPU. Trong MPI d6 so Krop

g6i tin thi CPU phai grii th6ng iliQp y€u cdu

th6ng cria c6c g6i tin fr€n c6c CPU kh6c. Cdn

OpenMP lei ldm vi€c tr6n c6c dii li€u chia sd

n6n c6c CPU hoan todn bitit th6ng tin cria g6i

tin nim t€n c6c CPU kh6c.

5. Thgc nghiQm vir tl6nh gi6

D6 d6nh gi6 thoi gian thgc thi vd hiQu qui
cria viQc song song h6a thu$t to6n vdi OpenMP

vd PThreads, chfng t6i de cii t16t c6c thu$t torln

tr€n ngdn ngii C. C6c tham s6 thtl nghiQm ld

kfch thudc chiAu dai nQi dung g6i tin, s5 luqng

ludng, luu luqng truydn tai, kfch thu6c tSp luft,
chiAu ddi cua g6i tin vd chiAu dii cria €p lu$t.

CAu tnic g6i tin tlugc thri nghiQm tlugc minh

hga tong hinh 6.

Clu tnic lult o0. 3NORT

Rd-H.d- R{b.Oddt

clu da 96l dn lhF nghlfm

Hinh 6. C6u tnic g6i tin ki6m so6t.

Trong Snort, c6u tr0c phAn Ruler Header

gdm 4 thantr phAn. Action qui ttinh hanh ilQng

ndo ctugc thUc thi khi cic d6u hiQu cria g6i tin
duqc nhan @ng chinh x6c bing luflt d6.

Thuong n6 sE tgo ra mQt cinh b6o, mQt log

th6ng rtiQp hoFc kich hopt mQt lu$t kh6c'

Protocol qui ttinh viQc 6p dung lu$t cho cic g6i

tin thuQc mQt giao thrlc cp th6 ndo il6 nhu IP,

TCP, UDP, ICMP.. .Address ld dia chi ngudn

vi dia chi tlich, c6c dla chi c6 ttr6 n cria mQt

hay nhi6u m6y hoflc cfia mQt m4ng ndo d6. Vigc

x6c dinh ngudn hay ttich php thuQc vdo phAn

Direction. Port xitc ilinh c6ng ngudn, dich cria

g6i tin dugc kii5m so6t.

PhAn Ruler Option duqc d[t trong d6u

ngofc tlon. N6u c6 nhidu Option thi c6c Option

sE dugc phAn c6ch nhau qua dAu ch6m phAy ";'
vd c6 thC duqc tctit n5i logic vdi nhau bdng

AND. MQt Option gdm 2 phAn: mQt tu kh6a vi
mQt tham s5, hai phAn phan c6ch nhau bang d6u

hai chAm ":". Vi du minh hqa dpc ta luflt frong

Snort dugc th6 hien,trong hinh 7.

RuLr lLrdot

Hinh 7. Bi6u di6n lu0t SNORT vdi c6c vi dp.

C6c thgc nghiQm dugc ti.5n hdnh tr€n m5y

tinh c6 b0 vi xti $ Intel Core 2 Duo 2.66 GlIz
(86700), Cache 4MB, Bus 1066MH2, DDR2-

l066Mhz 2x2GB h5 nq c6ng nghQ si6u phAn

ludng. C6c phAn mdm hQ th6ng sri dlmg g6m:

Snort 2.4.3, IDS Center l.l RC4, WinPcap 3.1,

Ethereal 0.10.14, Packet Excalibur 1.0.2.

K6t qua thyc nghiQm tr6n t$p lu$t c6 kich

thu6c 3kB, c6c luu luqng Dn |uqt ld 20k8,
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40kB, 80kB, 1201d'vd s6 lugng ludng dugc

thi6t hp tAn tuqt li I d6n l0 nhu sau:

la!aaa?aal0
s6 tuqng lrlng

Hinh 8. Thdi gian thgc thi QuickSearch vdi OpenIvIP.

a6 [r9rg tu6ng

Innh 9. Thdi gian thgc thi QuickSearch vdi PThreads.

Trong 2 th@ toi[n tr6n, tham s5 didu kni€n
s6 luqng ludng s€ quy6t dinh cf6n thoi gian thlrc
thi cria thuft to6n. Qua OpenMP vi PThreads
grrip chung ta th6y <iugc higu qui, tiAm ndng

cria chuong fintU vipc t4o ra mQt thread sri

dpng it tai nguy€n vd chi phi cria hQ tli6u hdnh

hon rAt nhiAu so vdi viQc tgo ra mQt ti6n finh
th6ng thuong.

So voi huong ti6p cpn song song sri dpng

MPI, OpenMP vd PThreads thgc hiQn phAn

tloan m5 song song, mdi ti6n trinh vdn thgc hiQn

tinh to6n t€n miAn con dt liQu cria riOng n6.

Qua k6t qui th5ng kC d trCn tz thiy thoi gian

cria chuong ftinh song song fi€n bQ vi xrl lf 2

nhAn giim ttugc gAn mQt nta so v6i chuong
trinh tuAn tU tren I CPU vi cdng viQc iluo. c chia
cho 2 CPU thUc hi€n ddng thoi. Sd di thdi gian

kfi6ng th6 ginm di tfting mQt nrla ld vi sg thiiiu
d6ng bQ cria hai CPU vd nhAn cria hQ diAu hdnh
m6t m6t phAn thoi gian d6 thi6t gp mQt vung
song song khi bit gap mQt c6u truc song song.

So s6nh thoi gian thgc thi gita OpenMP vd
PThreads h6n ctrng mQt tap luflt vdi c6c tham
s5 Thread thi6t bp nhu nhau thi OpenMP thlrc
hiQn nhanh hon so vdi PThreads vd d4t hiQu qui
cao nhAt v6i s5 Thread li 2.

5. K6t tugn

Vigc thgc hiQn song song thugt to6n Quick-
Search dga tr€n m6 hinh chia s6 bQ nhd dd ldm
giem thdi gian thgc thi so vdi chuong trinh tuAn

tg. C6c chitin lugc song song kh6c nhau s€ dem

lai nhiing hiQu qui kh6c nhau vA tnOi gian. Thoi
gran thlrc thi gidm duqc gan hai Dn kfii thUc

hiQn tr6n bQ vi xri l! 2 nh6,n. Tuy nhi6n, khi
thUc hiQn song song h6a kfrOng phii trong
trusng hgp ndo cfing higu quA vA mflt thoi gian

nhu di th6ng k€ trong hinh 8, 9. N6u kh6ng

song song h6a mQt cdch hqp lf c6 th6 xity ra
nghich lj vd song song c6 nghia li thoi gian

thgc hiQn chuong hinh song song lon hon thdi
gian thlrc hiQn chuong tinh tuAn t1r.

Ti6p cfln song song h6a c5c thuflt torin so

kfiop h mQt huong tii m6i nhim ndng cao hiQu

ning thsc thi d5i v6i c6c hQ th6ng NIDS ktri tgp
mdu vi tSp luft ngdy cing lon cung v6i sg ph6t

tri6n tla d4ng c6c hinh thtc t6n cOng xdm nhfp
meng. B€n cgnh cl6, hipn nay c6ng nghQ CPU

da nhdn ngdy cdng ptr6 Ui6n. ViQc Qn dsng

cdng nghQ tta nhdn lim ting t5c ttQ tinh torin voi
c6c chuong trinh de c6 ld hudng nghi€n cftu

tlang r6t dugc quan t6m hiQn nay.
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Paralleling QuickSearch Pattern Matching Algorithm in NIDS
use shared Memory Model with OpenMP and PThreads
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Network Intrustion Detection System (NDS) analynng information about the activities
performaned in a computer system or network, looking for evidence of malicious behavior to
compromising the confidentiality, integrity and availability of the system. NIDS looking for evidence
of malicious behavior based on matching packet contents with known patterns. When network-based

attaclcs often conform to a multi-step process and combine many means with number of unknown
viruses, spam, trojan increases in proportion of time then collection of virus signatures are difficulties.
A problem is necessary to build fast pattern matching algorithms in a large rulersets. kr this paper,

we will use shared memory model with open-multiprocessing (OpenMP), PTkeads to parallel pattem
matching algorithms to improve performance for NIDS with Snort's rulerset

Kqtwords: Pattern Matching, QuickSearch, Network Intrustion Detection System, OpenMP,
PThreads.


