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Tém tiit. Trong bai bio nay ching t6i trinh bay mét cai tién cho k¥ thuét gidu tin trong audio dua
vao LSB. Vigc cai tién duoc thye hién béng cach chon céc bit va cac doan dir liéu khéc nhau dé
gidu tin, nhd vao bé sinh sé ngiu nhién. Bén canh d6 ching 01 cling dé xuét cac cach diéu chinh
bit dé lam giam do sai khac dit liéu gdc va dir liéu chira tin gidu,

Tir khéa: Bo sinh s ngiu nhién, k¥ thuat LSB.

1. Giéi thigu

Dé bao vé thong tin ta c6 thé thuc hién theo
cach mi hoa hodc gidu tin. M3 hod s& dung
khod (bi mat hodc cong khai) bién ban rd thanh
ban ma. Dé ldy lai tin ta ding khoa dé giai ma.
Gidu thong tin s& dung ddi tuong chira dé gidu
thong tin cin gidu. Viéc gidu tin vao ddi tuong
chira c6 thé bao vé cho tin giéu hodc c6 thé bao
vé cho dbi tuong chira. Cé nhiéu kidu dir liéu
chira c6 thé chon d& gifu tin nhu anh, 4m thanh,
video, text [1]. Ngay tir nhitng ngay dau phat
trién, cac thuét toan giéu tin hau hét chi tap
trung nghién ctru nhiéu linh vuc anh va video.
Thuét todn giéu tin trén am thanh chi thuc sy
phét trién trong khoang hon thap nién tro lai
ddy, do d6 mirc d6 hiéu qua cua cic phuong
phép gidu tin trén am thanh s khé c6 thé so
sanh dugc vdi cac két qua di dat dugc nhur trén
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anh va video. Tuy nhién, véi téc d6 phét trién
cua huéng nghién clru nay ngay cang duge cha
y[2].

Dic diém chung cia huéng nghién ciru
“Giu tin trén Am thanh s6” la tap trung khai
thac kha niang cam nhdn cia hé thinh giac
nguoi.
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Hinh 1. H¢ thdng thinh gidc con nguoi.

Theo cac nghién ciru vé sinh hoc, hé thinh
gidc ngudi nhay cam hon nhiéu so véi thi giac.
Vi vdy c4c kg thuat gidu tin trong dit liéu audlo
gap kho khan hon[3,4].
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Cac ky thuat gidu.tin trén am thanh c6 thé
dugc chia thanh hai nhém chinh. D6 1a nhdém c6
sir dung tin hiéu gbc trong qué trinh nit trich
théng tin va nhém khéng can dén tin hidu gbc
trong qua trinh nit trich théng tin.

Nhém sir dung tin hiéu gbc hay nhém giao
thoa véi tin hiéu gbc cin dén thong tin gbc khi
rit trich thong tin. Trong cac img dung thuc té,
nhém phuong phéap nay to ra khong hiéu qua vi
can glp d6i bo nhd dé Iru trix cling mét thong
tin, va d6i khi ta khéng thé c6 dugc tin hiéu gbe
sir dung cho qua trinh it trich théng tin. Tuy
nhién, trong mét ) trurong hop nhu trong viée
chimg thuc ban quyén, nhém phuong phéap nay
lai to ra rat c6 hiéu qua, thdm chi 14 ching rat
can thiét. M6t sb phuong phap thudc nhém nay
bao gdm: mi hoa pha va diéu ché pha.

Nhém phuong phéap khéng can dén tin higu
gbc trong qua trinh rit trich théng tin chi can
file tin hiéu 4m thanh c6 chira tin gidu va c6 thé
12 khod d& rat trich théng tin mat. Nhém
phuong phap nay dugc chia thanh bén nhém
nhé: nhém céc phuong phap trai phd, nhém cac
phuong phap tdp d6i, nhém cac phuong phap
ban sao va nhém céc phurong phap t danh dau.
Mot sb phuong phap gidu tin thuoc nhém nay
nhu ky thuat trai phé, k¥ thudt ma hoa echo, ky
thuét LSB...

2. Ky thuit gidu LSB
2.1. Ky thudt gidu LSB (Least Significant Bit)

Pay 12 mét trong nhitng ky thuit dugc
nghién ciru va ung dung sém nhét trong linh
vuc giéu dir liéu trén 4m thanh, cling nhu trén
céac dinh dang dit liéu khac. B¢ ma hoé sir dung
mot tdp céc mau tin hiéu géc x duogc chon ra
theo mot khoa mat nao d6. Sau dé thuc hién
thao tac thay thé trén céc bit it quan trong nhét
dé biéu di2n théng tin gidu.
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Hinh 2. Chon mAu dir liéu dé gidu tin.

Céc bit duge chon dé gidu tin thudng 14 tir
bit 1 dén bit 3. Viéc thay doi gia tri cac bit nay
lam thay ddi it gia tri ciia mAu dir liéu gbc nén it
anh huong dén hé thdng thinh giac, gdy nghi
ng¢® cho nhiing ngudi tham tin.

Pé gidu | bit thong tin, ta s& thay bit duoc
chon bang bit thong tin dem gi4u. Vi du ta can
gidu bit 1 vao mau dir liéu § bit sau:

NN [ EN EH RN EN Y
Sau khi gidu bit 1 s& nhw sau:

o|1|o|1|1[1[1]1

Hinh 3. Minh hoa ky thu4t gidu LSB.

Uu diém cta phuong phap nay 1a kha ning
lwu trir 16m, c¢6 thé chira dwoc nhiéu thong tin
mat. Khuyét diém cia né 1a d& bi tin cong, co
tinh bén vimg thap. Tuy nhién, do khong phai
thue hién nhiéu phép toan phirc tap nén phuong
phap nay co thoi gian thuc hién rat nhanh, cé
thé dap tmg vé& mat thoi gian thuc. Day c6 thé
duge xem 13 thudt toan 4n di liéu co ban nhét.

C6 thé tang thém dir liéu gidu bang cach
dung hai bit LSB. Tuy nhién cach nay ciing lam
tang nhidu trén ddi tuong chira dan dén dbi
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phuong d& phat hién va thuc hién cic tén cong.
Vi véy dit liéu chira cAn phai dugc chon trudce
khi gidu sir dung phurong phdp ma héa LSB.

2.2. Tdn cong doi vdi hé gidu tin mdt ding LSB

Gidu tin trong am thanh chiu mét sb tén
cong nhu léy lai miu, loc thong, thém nhiéu,
bién ddi D/A A/D.... Bbi v6i phuong phéap gidu
tin ding LSB, hay duoc sir dung dé gidu tin mat
thi tAn cong dwoc quan tim d6 1a 13y lai tin mat.
Béng cach chon cac bit cudi ciia cdc mau dir
lidu, ngudi tham tin ghép lai dé Idy tin mat hay
mdt phan cua tin mat[5].

Pé tang d6 an toan cho k¥ thuat nay, ta s&
chon cic miu khéng lién tuc va chén vao cic
bit khac nhau chir khéng ¢b dinh bit cudi. Cach
nay s& giy kho khan cho ngudi tham tin trong
qué trinh do tin. DAy 13 co s& dé thiét 1ap nén
céi tién cho phuong phép LSB.

3. Ky thuit dé xuit va cdc két qua dat dugc

Cai tién d& xuit dudi day sé ding chudi gia
ngiu nhién dé x4c dinh vj tri cic mau dit liéu
chon va vi tri bit s& ding dé giéu tin. B sinh
) ngiu nhién duge chon 13 b sinh ) déng du
cai tién. Ky thuat diéu chinh bit dé giam thiéu
6 1&ch so véi dir 1iéu gbc ciing durgc dé cap.

3.1. B sinh dong dw (congruential generator)

Trong gidu tin, ta thudng cin dén cic chudi
ngiu nhién ¢ chon mau dir liéu gidu hoac diéu
chinh gi4 trj cdc miu theo chudi ngiu nhién
ndy. C6 nhidu ky thuit dé sinh ra chudi gia
ngau nhién nhu k§ thudt trung binh binh
phuong, bd sinh fibonacci, bg sinh déng du [6,
p10]. Bi béo ndy ding bo sinh ddng du cai tién
dé sinh chudi ngiu nhién.

Bo sinh déng du c6'dang:
x; = (ax;; + b) mod N ¢))

Trong d6 a va b 13 hai s§ nguyén cho truée,
trj xo ban diu duoc goi la “hat gibng” (seed) va
sé nguyén N 13 sb xap xi (hoic bang) véi sb
nguyén 16n nhit trén may tinh. Néu tri sé xo
dwoc gan cb dinh thi viéc sinh cac diy 14 giéng
nhau trong cac lan chay. Pé khai tao x, sao cho
céc ddy sinh ra khac nhau, ngudi ta thuong lay
gi¢ duge luu trong CMOS dé 1am s& mdi x,.
Chét luong cta bd sinh ngiu nhién phu thudc
vao viéc chon lwa gid tri a va b. Va trong bt ky
truong hop nao, sb lan sir dung bd sinh nay
khong thé vuot qua M (vi néu khong né s& phat
sinh nhimg sb lap lai).

B sinh ddng dur cai tién dung dé phat sinh
mét s6 nguyén gia ngiu nhién trong mién [0..n-1].
Day 1a mot bo sinh ngau nhién khé thong dung,
dic biét 1a trong cac ung dung md phong tu
nhién nhrr md phong vil tru [7]. B sinh sb nay
s& dung 2a thay cho b trong cong thirc (1) véi a
duoc chon thudong 13 sb nguyén té 16n. Cong
thirc cuia bd sinh nay nhu sau :

x; = (ax;, + 2a) mod n 2)

Viée chon sé mdi X, twong tu nhur b sinh
s6 dong dur.

D6i véi ky thuat dé xuat, sé dung khoa 1a
cdp sb (x,y) dé sinh chudi ngiu nhién. Gia trj x
s& dung 1am s6 mdi va y thay cho a trong cong
thire (2).

3.2. Diéu chinh do léch bit

Déi véi phuong phap LSB, ta c6 thay déi tir
bit 1 dén bit 3. Trong truong hop thay ddi bit 3,
d6 1éch gitta mau gdc va mAu sau khi thay dbi
14 4 nhu hinh 4.
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Hinh 4. DB§ léch gia tri khi diéu chinh bit 3.

Dé giam d6 léch nay, ta tién hanh nhu sau:

Dbi v4i ddi bit 3 tir 0 thanh 1, ta s& ddi cac
bit 2 va 1 thanh 0 va di vé6i ddi bit 3 tir 1 thanh
0 ta s& ddi céc bit 2 va 1 thanh 1.

Tuong tu dbi d6i véi ddi bit 2 tir O thanh 1,
ta s& ddi bit 1 thanh 0 va déi vai ddi bit 2 tir 1
thanh 0 ta s& @i bit 1 thanh 1.

Thu tuc diéu chinh bit thir I chira gia tri k
nhu sau:
PROC DIEUCHINH(j,k)

SET(i,k);

If(i>1) SET(1,1-k);

If(i>2) SET(2,1-k);
END

Néu tién hanh diéu chinh theo phwong phép
dé xuit thi d6 gid trj chicon 1.
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Hinh 5. D§ léch gia tri khi diéu chinh bit 3.
3.3. Qud trinh gidu tin

Pau vao:

File 4am thanh A, chudi bit M c¢6 d¢ dai L,
khoa K gém hai sé X,y.

Pau ra:

File 4m thanh A’ ¢6 chira chudi bit M

Bude 1: Chuin bj

Dua vao khoa (x,y) sinh ra mang S[] cho
biét mau dir liéu duge chon dé giz"'lu tin va mang
V[] cho biét vi tri bit s& dwoc gidu trong mdi
méu.

Budéc 2: Gidu tin

DPoc file dit liéu am thanh, dya vao mang
S[] @ chon miu cén giu.

Dua vao mang V[] dé biét vi trj bit gidu.

Néu bit thir V; ctia mau chon thtr i khéc voi
M,; thi thuc hién DIEUCHINH(V;, M)

Sau khi gidu xong, ta diing cac ky hiéu danh
gidu két thic tin gidu nhim phuc vu cho qué
trinh giai tin.

Viéc sinh mang S[] va V[] dugc thuc hién
nhur sau:

Dya vao khoa K(x,y), dung cong thirc (2)
cia bd sinh sb déng du cai tién ta sinh duogc
chudi gid ngiu nhién SRN[].

Tim S[] diing c6ng thirc:

S[i] = (SRN[i] mod 9) mod 4 +1

Tim V[] ding céng thirc:

S[i} = (SRN[i] mod 3) +1

Vi dy, khoé K 14 K(7,9137), chon N=10000,
theo bg sinh s6 ddng du, ta cin sinh chudi sé
ngiu nhién gém 16 s6 nhur sau:

SRN={82233, 81195, 96989, 6767, 48353,

19635, 23269, 27127, 77673, 16475, 50349,
57087, 22193, 95715, 66229, 52647}

S 2132 23, (182,48 2¢4s IpIA T4 18}
V=1 It, 393531 1, 202, T, 30015 15 3e1l, 21
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Mang S s€ cho ta biét mau dugc chon gidu
1a1,4,6,7,9,12,13,15,19, 21, 25, 26, 27, 28,
32, 35. Didu nay c6 nghia 14 S[i] cho biét mau
ké tiép sé dugc chon gidu tin so véi miu da
chon dé gidu bit thi i-1.

Mang V sé& cho ta biét vi tri bit dé gidu bit
thir i trong mau dugc chon tha I 13 V[i].

Pé gidu dugc chudi bit d6 dai L vao trong
file dit liéu A thi file A phai c6 it nhit 4.L miu.

3.4. Qua trinh gidi tin

Pau vio:
File 4m thanh A’ chira tin gidu, khoa K
gbm hai sé (x,y).
Pau ra:
Chudi bit M dugc giu.
Budc 1: Chuan bi
Dua vao khoa (x,y) sinh ra mang S[] cho
biét mau dit liéu dugc chon dé gidu tin va mang
V[] cho biét vi tri bit s& dugc giau.
Budc 2: Giai tin
Doc file dir l1iéu 4m thanh A’, dua vao mang
S[] @ chon mau c6 chira bit thong tin gidu, dya
vao mang V[] dé 4y bit thir i ciia mau tin gidu.

3.5. So sanh véi phwong phdp LSB nguyén thuy

3.5.1. Chi phi thoi gian gidu tin va gidi tin

Phuong phap LSB nguyén thuy s& chon 1 vi
tri bit c¢b dinh va cac doan tuén tur dé giéu tin.

So véi ky thudt LSB nguyén thuy, phuong
phép niy can phai tbn thoi gian cho viéc sinh
chudi gia nglu nhién, chudi S[] va chudi V[].

Bén canh d6 ta phai ton chi phi thoi gian
cho viéc didu chinh bit dé giam d§ chénh léch
gid tri trude va sau khi gidu.

Trong qué trinh giai tin ching ta ciing ton
chi phi cho sinh chudi gia ngiu nhién dé biét vi
tri mAu va bit chira tin gidu.

3.5.2. Ti Ié diz liéu gidu

Phuong phap LSB nguyén thuy thuc hién
gidu bit tin trén 1 miu dir liéu. Phuong phap
nay dimg mang dé léch dé xac dinh miu gidu.
Trudng hop xAu nhit, cac mau nay déu c6 do
1éch 4 nén cén it nhit 12 4*L mAu dé c6 thé gidu
chudi bit d6 dai L. Vi vy so v&i phuong phap
LSB nguyén thuy nay cé ti 1& dit liéu gidu thap
hon, chi bang Y% .

3.5.3. Bo mdt cua ky thudt

Gia dinh ring nhitng ngudi tham tin biét do
dai cua chudi bit gidu la L, ho phai chon ra L
miu dir liéu trong 4*L mau. Trong s

L (4L)!
Co=Tiao)
la dung. Sau khi chon xong duoc L mAu chac
chén chira tin gidu, ho phai do 1 trong 3" chudi
bit dé xac dinh chudi tin gidu. Ddi véi phuong
phap LSB chi yéu ding cho gidu tin mat thi
véi @6 dai chudi bit L 16n thi kha ning tim nay
gan nhu khéng thé.

cich chon chi ¢d 1 cach chon

Trong treong hgp nhitng ngudi tham tin ¢
dugc file 4m thanh géc A va file chira tin gidu
A’ thi ho khéng thé ding phuong phap trir dé
1y dwoc chudi tin gidu nhu phuong phép LSB
nguyén thuy vi trong phuong phap cai tién
chiing ta c6 thé thay ddi nhiéu hon 1 bit chi dé
gidu 1 bit tin.

Bén canh do, viéc chon b sinh sb ngﬁu
nhién véi cdc tham s6 khac nhau ciing gay khé
khdn cho nhitng ngudi tham tin khi ho mudn
14y tin gidu.

Bu lai chi phi thoi gian cho qué trinh gidu
tin, gidi tin, ching ta c6 dugc mat ky thuét an
toan hon so vai cach dung LSB nguyén thuy.
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Cac thir nghiém dudi diy dung file
WindowsLogOn.wav va chudi bit c6 do dai
1024. Thir nghiém cho thdy rang ti 1& sai khac
giira file chira tin gidu va khong chira tin gidu
khong thé phan biét khi nghe.

x 10"

Frecueacy

Fragquency

Therwr

Hinh 6. Phé bién d¢ va phé pha ctia file chaa trudc
(a) va sau khi gidu chudi bit (b).

4. Két luan

Véi viéc chon ngiu nhién cic miu va céc
bit dit lidu dé gi4u tin s& lam cho ngudi tham tin
kich théng tin. K¥ thudt diéu chinh bit ciing la
giam d6 sai khac gitra file chira thong tin va file
gbe. Véi viée cai tién nay chung ta ¢ thé sir

dung dé giéu tin méat, phuc vu cho viéc bao vé
thong tin. Do déc tinh chung cua phuong phap
LSB la kidbng bén ving nén phwong phép cai
tién nay chi c6 thé chiu tin cong ldy lai tin chir
khéng chiu dwoc cac tan cong khac nhu thay
ddi tin, thém nhiéu v.v .Dé tranh truong hop
nhén tin bj sai, c6 thé sir dung cac mi hd tro xac
thue tin gidu[3].
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An improved technique for hiding data in audio using LSB
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Abstract. This paper presents an improved technique to hide information in audio based on the
LSB. The improvement is done by using the random number generator to sclect the samples data and
bit postion for hiding. We also suggest a solution for modifying the set of bits to reduce the difference
between host file and file contains hiding data.

Keywords: random number generator, Least Significant Bit..



