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Tém tit. HO chiéu sinh tric da trai qua ba the hé phat trién, tir ban dau chi chd trong lvu anh mat
nguoi trén chip, két hop thém mot s6 nhén t6 sinh tric va co ché kiém sodt truy cap mé rong EAC
va bd xung co ché thiét 1ap két ndi c6 xdc thyc mét khau PACE. Trong bai bdo nay, ching t6i trinh
bay vé md hinh xac thuc hd chiéu sinh tric dua trén hai co ché PACE va EAC va tién hanh tht
nghiém cac budc quan trong trong md hinh nay. Mot sé ddnh gid vé hiéu nang ciing nhu tinh an
ninh/an toan ciia mo hinh cling dugc phan tich trong bai bdo nay

Tuwr khod: xé4c thyc sinh trac hoc, hd chiéu sinh trac, kiém sodt truy cdp mo rong, ki€m sodt truy cap

co ban, RFID, PKI.

1. Gi6i thi¢u

Ho6 chiéu sinh tric (biometric passport -
HCST), hay con goi la ho chiéu dién tr
(ePassport) 12 mot gidy can cudc cung cip
thong tin theo thoi ky (khoang 10 nam, tuy theo
mdi nude quy dinh) vé mot cong dan, ding dé
thay thé cho ho chiéu truyén thong. Muyc tiéu
chinh cua HCST la ning cao an ninh/an toan
trong qud trinh cip phat/kiém duyét/x4c thyc ho
chiéu [1]. Véi muc tiéu d6, ho chiéu sinh tric
duoc phat trién dua trén nhiing chuin vé ho
chiéu thong thuong, két hop cling véi (i) cic ki
thuat ddm bao an ninh/an toan thong tin, (ii)
cong nghé dinh danh dua trén tan sd radio
(Radio Frequency Identification- RFID) va (iii)
cong nghé xéc thyc dwa trén nhirng nhén tb sinh
tric hoc nhu anh mit ngudi, van tay, mdng
mit... Hai yéu t6 dau cho phép ning cao viéc
chéng danh cap théng tin c4 nhan, chong lam
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gia ho chiéu,..; con hai yéu td sau cho phép
nang cao hiéu qud qud trinh x4c thuc cong dan
mang ho chiéu sinh tric [2].

HCST da duoc nghién ciru va dua vao trién
khai, tmg dung thuc t& & mot s qudc gia phit
trién trén thé giéi nhu: My, Chau Au... [3] Gan
day chinh phu Viét Nam ciing da phé duyét dé
4n qubc gia “San xuét va phit hanh ho chiéu
dién tir Vit Nam” véi ky vong bat dau tir nim
2011 c6 thé xay dung thr nghiém HCST [4].

Hién nay trén thé gi¢i, HCST da trai qua ba
thé hé phat trién: tir viéc méi chi sir dung anh
mit ngudi s6 hod luu trén mot chip RFID (thé
hé thir nhat) [1], két hop thém mot sé nhan t6
sinh tric va co ché kiém sodt truy cip md rong
(Extended Access Control — EAC; thé hé th
hai) [2] va bd xung co ché thiét 1ap két ndi c6
xac thuc mat khéu (Password Authenticated
Connection Establishment — PACE; thé hé thu
3, bat dau tir cudi nam 2009) [5]. Tai Viét Nam,
méi chi ¢c6 mot s dy dn nghién ctru, tim hiéu
lién quan dén md hinh cap phat, quan ly, kiém
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duyét HCST [6]. Cdc nghién ciru nay budc dau
dd nghién clru cdc co ché bao mat sir dung
trong HCST, ddng thoi dé xudt ra md hinh
HCST st dung tai Viét Nam. Tuy nhién viéc
nghién ctru trén méi dimg & md hinh phat trién
thé h¢ thi hai.

Trong bai bdo ndy, ching tb6i tdp trung
nghién ciru, tim hiéu quy trinh xac thyc HCST
theo chuin cua t6 chirc ICAO (International
Civil Aviation Orgnization) & thé hé thir ba,
v6i dinh hudng dac biét chd trong dén co ché
PACE va EAC nhim ting cuong an ninh/an
toan trong qud trinh xac thwc HCST. Trén thuc
té md hinh nay chua dugc dp dung & bit ky
nuéc nao trén thé gidi, méi dimg & pham vi
nghién ctru. Vi viéc nghién ciru, tim hiéu quy
trinh xac thuc su dung co ché PACE va EAC,
tir d6 tién hanh thyc nghiém md hinh xic thuc
néi trén, chiing toi ky vong c6 thé tiép can duoc
nhitng nghién ciru méi nhat vé HCST trén thé
gidi, tir d6 c6 thé cung cép, xdy dung phan nao
nhiing co s& nén tang vé HCST tai Viét Nam.

Céc phan con lai cta bai bdo dugc t chirc
nhu sau: phin 2 trinh bay tong quan vé cic
cong nghé lién quan va td chic cua HCST;
phan 3 ddnh gi4 cac thé hé ctia HCST tir d6 dua
ra md hinh x4c thyc HCST st dung co ché
PACE va EAC & phan 4; phan thir nghiém va
dénh gia dugc trinh bay & hai phan ké tiép.
Phan cubi cing 12 nhitng danh gid két luan va
mot sb hudng phit trién ké tiép.

2. Ly thuyét lién quan

2.1. Cdc cong nghé trong HCST

HCST dugc xdy dung két hop cha yéu ba
cong nghé chinh: dinh danh sir dung tan sé vo
tuyén (RFID), co s¢ ha tang khod cong khai
(Public Key Infrastructures — PKI) va x4c thuc
sinh tric hoc.

a) Dinh danh su dung 1an s6 vé tuyén

RFID la cong nghé nhan dang dbi tuong
bang séng vo tuyén. Cong nghé nay cho phép
nhan biét cic dbi twong théng qua hé thong thu
phat séng vo tuyén, tir d6 c6 thé gidm sét, quan
1y hodc luu vét timg ddi tuong.

Hé théng RFID bao gdm thiét bi don gian
(goi 1a thé, dé luu dir liéu, dinh danh) nho gon
va ré, va thiét bi phtc tap (goi 1a déu doc). Thé
thuong dugc san xuat v6i sb lugng 16n va dinh
vao cdc dbi twong can quan ly, diéu hanh ty
dong. Pau doc c6 nhiéu tinh ning hon va
thuong két ndi véi mdy tinh hodc mang mdy
tinh. Qud trinh truyén thong (doc/ghi di ligu)
giita thé va dau doc déu st dung séng vo tuyén
voi giai tan 100 kHz dén 10 GHz.

Nhin chung, HCST déu st dung chip RFID
loai thy dong, khong can nguén nudi, voi dac ta
tudn theo chuan ISO 14443 va dugc to chic
ICAO miéu ta chi tiét trong [7].

b) Co s6 ha tang khod cong khai

PKI c6 thé dugc xem nhur co ché cho phép
bén thtr ba (thuong 12 nha cung cip ching chi
s6) cung ce”ip va xac thuc dinh danh cua hai bén
tham gia vao qud trinh trao d6i thong tin. PKI
khi trién khai phai dap tmg duoc cdc qué trinh
duéi day dugc an ninh/an toan:

+ Qud trinh dau doc thim dinh di liéu dugc
luu trong HCST la xéc thyc hay khong.

¢ Qué trinh kiém tra liéu dir li¢u trong
HCST bi thay d6i hay nhan ban hay khong.

+ Qud trinh kiém tra liéu dau doc c6 dugc
phép truy cdp dir li€u trong chip RFID hay
khong.

Nhu vay, mbi HCST ciing nhu céc hé thong
cap phat/tham dinh HCST ciing déu phai c6
chimg chi sd. Viéc trao ddi chimg chi cta co
quan cap ho chiéu gitta cdc qudc gia s& duoc
thyc hién bang dudng cong ham va théng qua
danh myc khod cong khai cua ICAO [8].
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Céc thanh phan trong PKI cho HCST gdm:

¢ CSCA (Country Verifying Certificate
Authorities) cung v6i CVCA  (Country
Verifying Certificate  Authority): 1la CA
(Cerfiticate Authority) cap qudc gia.

¢ DV (Document Verifier): Co quan kiém
tra ho chiéu.

o IS (Inspection System): Hé thong thim tra.

Ha ting khod cong khai c6 ciu triic tang.
Tang cao nhit twong tng véi mdi qudc gia
duoc goi 1a CSCA. CSCA sinh va luu gilt cap
khoa (KPMCSCA’ KPI"CSCA). Khoa bi mét cua
CSCA (KPrcsca) duogc dung dé ky m5i chiing
chi Document Verifier (Cpy) do quoc g1a do
hay quoc gia khiac quan ly. Trong moéi qudc gia
¢6 nhiéu DV. Mdi DV sinh va luu trit mat cap
khoa (KPupy, KPrpy). Khoa bi mat cia DV

CVCA
Quoc gia A

Cip Cov. in dinh:

(KPrpy) duoc ding d& ky mdi chimg chi dau
doc (Cys) va SOp trong mdi HCST ma né phét
hanh. Dé chia sé cc chimg chi DV (Cpy) giita
cic qubc gia, ICAO cung cidp mot danh muc
khoa coéng khai PKD (Public Key Directory).
PKD chi luu trit cdc ching chi cia DV (Cpy) da
duogc ky, chinh vi vay né con dugc goi 1a kho
chtra cdc chig chi. Kho chira nay c6 sin & moi
qudc gia va duoc cap quyén bao vé cam doc.
Danh sich thu hdi chimg chi CRL (Certificate
Revocation List) ciing c6 thé dugc luu trir trong
cting danh muc kho4 cong khai PKD. Mdi qubc
gia ¢6 trach nhi¢ém cap nhat thuong xuyén cic
chimg chi va CRL bang cach lay ching tu
PKD. Mbi lan 1am nhu vy, mdi quic gla phéan
phéi thong tin m(n 1y duoc dén cho mdi DV va
IS trong thim quyén cua né6 [9].
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Hinh 1. M6 hinh PKI cho HCST.

c¢) Xdc thuc sinh trdc hoc

N6i dén sinh tric hoc 1a noi dén nhén dang
va kiém tra sy giéng nhau cta con nguoi dua
trén dic diém sinh 1y nao d6. Céc dic diém sinh
trac hoc thuong sitr dung bao gdm: vin tay,
khudén mat, mong mat, giong néi, chir viét tay,
hinh ban tay... Nén tang cta linh vuc xdc thuc
sinh tric hoc chinh 1a tinh duy nhét (hodc c6 do
dong nhét vo cling thap) cia mot s dic trung
sinh trdc ma chiing ta c6.

Trong HCST, ICAO da dua ra ba dic trung
sinh tric c6 thé sir dung 1a 4nh khu6n mat, anh
van tay va anh mbéng mét cia ngudi mang hod
chiéu [6].

2.2. Cau triic va t6 chirc HCST

Nhin chung, HCST c¢6 céu tric gidng ho
chiéu théng thuong, ngoai trir viéc bd xung
thém chip RFID d¢ luu dif liéu bd xung.
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Hinh 2. Cu tric ho chiéu sinh tric.

Dit liéu dugc lIuu trong chip RFID phai tuan
theo chuén duge ICAO khuyén nghi dua ra [7].
Hién nay, ciu tric dir liéu logic (Logical Data
Structure - LDS) cta chip nay bao gom 16
nhém, duoc gén nhan tir DG1 dén DG16. Trong
tuong lai, néu dung lwong chip RFID dugc ting
1én, ba nhém nita c6 thé sit dung (DG17-19)
phuc vy luu vét HCST va dir lidu visa.

Céc nhom dir liéu nay s€ duoc luu trir trén
cac vung dir liéu cua chip RFID. Véi cédc thanh
phan dit liu trong méi nhém (truong thong
tin), ddu doc s& nhan dién sy ton tai cia ching
thong qua ban db hién thi phan tir dit liéu (Data
Element Presence Maps), va vi tri luu trr dir
liéu thong qua cac thé [10].

3. Cac phién ban HCST

Qud trinh tién trién ctia HCST, cho dén nay,
c6 thé chia thanh ba thé h¢ twong ung véi moé
hinh ba phién ban dugc liét k& bén dudi.

3.1. HCST thé hé thir nhat

Trong thé hé dau tién, vin dé& an ninh/an
toan trong qué trinh cdp phat/kiém tra HCST
duoc ICAO dic td qua ba budc sau [7]: xac
thuc thu dong (Passive Authentication - PA),
kiém sodt truy cap co so (Basic Access Control
- BAC), va xiac thuyc chu dong (Active
Authentication - AA) [6]:

- Xéc thuc bi déng PA 1a co ché cho phép
dau doc thim dinh lidu dit lidu ciia HCST 1a xéc
thuc hay khong. Trong co ché nay, thé khong
phai thuc hién mot xir 1y nao, tr d6 PA chi cho
phét phat hién dugc dit liéu 1a ding, con dir liéu
d6 c6 phai do sao chép, nhan ban hay khong thi
s& khong phat hién ra.

- Xéc thyc chu dong AA la co ché tuy chon
trong thé hé nay, phuc vu viéc phat hién HCST
nhin ban. Yéu ciu nay dugc thyc hién voi ky
thuat Thdch do - Tra loi (Challenge -
Response). Néu HCST sir dung AA, chip s& luu
trt mOt khod cong khai KPua, trong DG15 va
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gid tri bam cua ndé trong SOp. Khod bi mat
tuong ung (KPras) duoc luu trit trong vung nhd
bi mat cta chip. Vung dir liéu nay khong cho
phép doc boi cic dau doc, chi duge chip RFID
ding dé ky thich d6 tir dau doc.

- Kiém sodt truy cip co s BAC ciing 14 co
ché tuy chon, dam bao kénh truyén gitra dau
doc va HCST duoc an toan. Khi dau doc truy
cap vao HCST, né cung cap khod phién sinh tir
tir dir liéu trén ving MRZ.

3.2. HCST thé hé thir hai

Nim 2006 mot tap cdc chudn cho HCST
dugc dua ra boi Cong dong Chau Au (EU), goi
12 kiém sodt truy cip mé rong (Extended Acess
Control - EAC), va da dugc cong nhan bdi New
Technologies Working Group (NTWG)
[11,12]. Muc dich chinh cua EAC la dam bao
xéc thuc ca chip RFID va dau doc, két hop sir
dung céc dic trung sinh tric mé rong dé nang
cao an ninh/an toan. Hai co ché xdc thyc chip
(Chip Authentication - CA) va xdc thuc dau doc
(Terminal Authentication - TA) da duoc bd
xung trong mo hinh thé hé nay ciing véi PA,
BAC (thay thé AA & thé hé thir nht).

i. Xéc thuc chip CA 1a co ché bat budc,
dugc ding dé thay thé AA. Néu CA thuc hién
thanh cong, né s& thiét 1ap mot cap khod ma hod
méi va khoa MAC dé thay thé khoa phién sinh
trong BAC. Qua trinh nay st dung giao thirc
thoa thuan khoa Diffie-Hellman tinh. Khoa
cong khai TKPuc, dung cho CA dugc luu trong
DG14 con khod bi mat TKPrc, trong vung nhé
bi mat cua chip.

ii. Xdc thuc dau cubi TA 12 co ché duogc
thuc hién khi mudn truy cép vao vung dir licu
sinh tric (nhay cam) cua chip RFID. Pau doc sé
ching minh quyén truy xuat dén chip RFID
bang cach st dung céc ching chi s6. [13]

3.3. HCST thé hé thir ba

Nam 2008, td chttc Federal Office for
Information Security (BSI-Germany) dua ra
mot tai liéu miéu ta cic co ché bao mat mdi cho
HCST [12]. Cé4c tai liéu nay dugc xem nhu co
s& dé phat trién HCST thé hé thu ba.

Ngoai CA va TA c6 su thay ddi so véi mod
hinh trudc, thé hé nay con c¢6 thém co ché
PACE (Password Authenticated Connection
Establishment). Chiing t6i s& gidi thiéu chi tiét
md hinh thé hé nay ¢ day:

i. PACE duoc diung dé thay thé BAC, cho
phép chip RFID thiam dinh dau doc c6 quyén
truy cap vao HCST hay khong. Thé va dau doc
st dung mdt mat khau chung (m) két hop voi
giao thirc thoa thuan khod Diffie-Hellman dé
dua ra mot khod phién manh.

Toan bg qua trinh dugc miéu ta:
1. Chip RFID ma hod mét sé ngiu nhién nonce’
(s) str dung khod K. Véi K, = SHA-1(xlI3)

2. Chip RFID gui nonce(s) da ma hoa va cac
tham s tinh trén mién D trong giao thuc thoa
thuan khoa Diffie-Hellman (DH) dén cho IS.

3. IS su dung () dé khoi phuc lai chudi da ma
hoa (s).

4. RFID va IS tinh cdc tham s mién DH (D’)
duatrén D vas.

5. RFID sinh ra mdt cap khod (PACEKPry,
PACEKPuz) va guti cho IS khod PACEKPur.

6. IS sinh ra cap khod (PACEKPrg, PACEKPuy)
va gtri dén RFID khoda PACEKPug.

7. RFID va IS di c6 dii thong tin chia s¢ dé sinh
ra khoa K,

8. RFID va IS tinh todn cic khod phién Kgyc va
Kyac

9. IS tinh: Tx = MAC(Ky, (PACEPus, D’)) va
gtri né dén cho RFID tham dinh

10.RFID tinh: Tr = MAC(Ky, (PACEPug, D’))
va guri né dén cho IS tham dinh

1
nonce = number used once
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Tu d6, PACE cho phép tao khod phién doc
1ap so véi d6 dai mat khau va mat khiu nay c6
thé sir dung s lugng ky tu vira phai (ching han
6 ky tu).

ii. Xdc thuc dau doc TA, trong cic dic ta
méi ctia thé hé nay, phai duoc thyc hién trudc
CA dé cho phép RFID tham dinh liéu IS c6
quyén truy cdp dén céc thong tin sinh tric nhay
cam hay khong. Viéc xdc thyc nay duoc tién
hanh véi viée sir dung chimg chi s6 nhu sau:

1. IS giri cho RFID mot chudi chimg chi gdm
ching chi DV (Cpy), va chung chi IS (Cys).

2. RFID xéc thyc cdc ching chi nay su dung
khod cong khai CVCA.

3. RFID ldy khod cong khai cua dau doc
(RPuK).

4. 1S sinh ra cip khod DH ngén han trén mién
D: (RPVKTA, RPMKTA)

5. IS nén khod cong khai Comp(RPuKr,) va gui
khod nay cung dir li¢u bo tro thém Az, dén
cho RFID.

6. RFID giri thich d6 ngiu nhién R dén IS.

7. IS su dung khod bi mat RPrK ki chudi
(IDTAlIR”COmp(RPMKTA)”ATA) (le IDTA 1:3.1
dinh danh cua chip RFID) va giri né dén
RFID.

8. RFID thdm dinh tinh ding din cua chit ky va

chudi sir dung khod cong khai RPuK va cic
tham s6 da biét khac.

iti. Xdc thuc chip CA chi dugc thuc hién
sau khi TA do CA can cip khod DH ngén han
(RPrKrs, RPuKr,) dugce sinh ra trong qua trinh
TA. Cac budc thuc hién trong CA nhu sau:

1. RFID gui cho IS khod cong khai cia né
(TPuKk).

2. IS giri khod cong khai ngdn han RPuKr, da
dugc sinh ra trong qua trinh TA dén cho
RFID.

3. RFID tinh Comp(RPuKz,) va dit liéu Ary. N6
s€ so sanh gid tri Comp nay voéi gid tri nd
nhan dugc tr qua trinh TA.

4. RFID va IS c6 di thong tin chia s¢ dé tinh
khoa Kseed-

5. RFID sinh ra chudi ngau nhién (R). Céc khod
phién duoc tinh: Kyuc = SHA-1(Ky,.,IRII12)
va Kgye = SHA-1(K,odl IRIN ).

6. RFID tinh: TT =MAC (KMACy (RPMKTA,D))
7. RFID giri R va Ty dén cho IS.

8. IS st dung R dé tinh cdc khod phién tr K,
Sau d6 n6 tham dinh thé bai xac thuc Tr.

3.4. Bdnh gid, so sdnh cdc mé hinh

bé danh gid, so sanh cic thé hé trén, ching
ta hy xem xét cdc nguy co xay ra véi HCST.

+ Déi voi thé hé dau tién:

- BAC va AA la hai co ché tup chon: Néu
hai co ché nay khong dugc sir dung thi dir liéu
bi doc trom, chip bi lam nhai 1a rat d& x4y ra.

- Khod truy cdp BAC con yéu: BAC chi 1a
mot giao thuc nham bao vé HCST khoi b1 doc
trm va nghe trm. Nhung tinh bdo mat cla
toan bg giao thirc lai dya trén chiéu dai
(entropy) cua hai khoa truy cdp dugc tinh tir cac
thong tin trén MRZ. Chiéu dai cic khod truy
cap toi da 1a 56 bits, nhu vay s& rat dé dodn.
Mot khi ké thit 1y dugc nhitng khod nay, chiing
c6 thé dé dang doc va lan theo vét cua chip
RFID trong sudt thoi gian song ctia HCST.

- Chua co cdc quy tic truy cdp: Céc dic ta
ma ICAO dua ra chua bao gom cic nguyén tac
cho viéc truy cdp vao ving dit lidu sinh tric
nhay cam (vén tay, mong mit, ..). Piéu d6 dan
dén nguy co tin cong truy cap va lay cdc thong
tin rat riéng tu ciia ngudi mang ho chiéu

+ Ddi véi thé hé thir hai:

- Con phu thuéc vao BAC: EAC van st
dung BAC dé bao vé dit liéu sinh trac. Nhu da
néi trén, cdc thong tin sinh tric van c6 thé dé
dang bi tan cong.

- Nguy co tdn céng ngau nhién béi cdc dau
doc: chip RFID cua HCST Ia loai chip thu
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dong, do d6 khong c6 dong ho. Chiing thiét 1ap
thoi gian hién tai chi dua trén thong tin nhan
duoc tu dau doc cudi cung kich hoat ching.
Nhu thé thi ddu doc voi ching chi da hét han
van c6 thé doc duoc noi dung cua chip RFID
(gdm céc thong tin sinh tric nhay cam) néu thoi
gian trén HCST chua dugc cdp nhat trong thoi
gian dai.

- Nguy co tdn cong DoS: khi TA chi dugc
thuc hién sau CA, rat c6 kha nang mot dau doc
v6i dong co nao d6 sé lam tran RFID bai cac
chung chi khong hop 1€. Khi d6 bd nhd cua
RFID bi han ché, n6 s& durng thuc hién cic chuc
ning da dugc yéu cau.

+ D6i v6i mo hinh HCST thé h¢ tht ba:

Thé hé HCST thit ba ra doi khic phuc dugc
hau hét céc nguy co an ninh c6 thé xay ra trong
céc thé h¢ HCST truée d6. Tuy nhién van con
mdt van dé nita xuat hién trong mé hinh nay, d6
12 nguy co tin cong ngau nhién béi cdc dau doc.

4. M6 hinh xac thyc HCST thir nghiém ing
dung co ché PACE va EAC

Dya trén md hinh HCST thé hé¢ thir ba,
ching t6i da tién hanh xdy dung md hinh xdc
thyc HCST tich hop ca hai co ché PACE va
EAC. Mb hinh nay bao gdm céc budc chinh
sau:

B1: Nguoi mang hd chiéu xuit trinh ho
chiéu cho co quan kiém tra, co quan tién hanh
thu nhan cac dac tinh sinh tric hoc tr ngudi
xuét trinh ho chiéu.

B2: Kiém tra cic dic tinh bdao mat trén
trang ho chiéu gidy thong qua cic dic diém an
ninh truyén théng da biét: thuy an, dai quang
hoc, 16p bao vé anh...

B3: IS va RFID thuc hién qué trinh PACE.
Sau khi PACE thanh cong, IS c6 thé doc cic
thong tin trong chip ngoai trtt DG3, DG4 (dnh
van tay va mong mat), moi thong tin trao doi
gifta dau doc va chip duoc truyén thong bdo bao
mat, mad hod sau d6 la xac thyc theo cdp khoa
(Kgnes Kmac) €6 duoc tir qud trinh PACE.

B4: Tién hanh qué trinh TA dé ching minh
quyén truy cdp cia dadu doc dén phan dir liéu
DG3, DG4.

B5: Thuc hién PA dé kiém tra tinh xdc thuc
va toan ven cua cdc thong tin luu trong chip
thong qua kiém tra chit ky trong SOp bang khod
cong khai clia co quan cép ho chiéu. Viéc trao
d6i khod théng qua ching chi s theo mé hinh
khuyén cdo ciia ICAO.

B6: Tién hanh CA dé chirmg minh dugc tinh
nguyén gbc cua chip dong thoi cung cp khod
phién manh cho truyén théng bdo bao mat.

B7: IS d6i sanh dit liéu sinh trdc thu nhan
dugc tryc tiép tir nguoi xut trinh ho chiéu véi
dit liéu sinh tric luu trong chip. Néu qud trinh
db6i sanh thanh céng va két hop voi cic chimg
thyc trén, co quan kiém tra ho chiéu c6 du diéu
kién dé tin tuong ho chiéu 1a xdc thuc va nguoi
mang ho chiéu diing 12 con nguoi md ta trong
ho chiéu. Néu co quan kiém tra ho chiéu khong
trién khai EAC thi IS d6 khong c6 quyén truy
cap DG3 va DG4. Théng tin sinh tric hoc duy
nhit ding dé ddi sanh chi 12 anh khudn mit.
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4.1. Kiém tra an ninh

Cong dan mang HCST xuat trinh ho chiéu
cho hé thong kiém duyét (IS). Trudc tién HCST
can phai trai qua mot s budc kiém tra an ninh
nghiép vu truyén thong tai cic diém xuét/nhap
canh nhu dung 16p kim loai bdo v¢ dé tao hiéu
mg 1ong Faraday nham chdng kha ning doc
thong tin trong chip RFID ngoai ¥ mudn cua
ngudi mang ho chiéu hay ding thity 4n dé bao
vé booklet...

4.2. PACE

PACE thiét 14p cdc théng bdo bao mat giita
chip RFID va IS, str dung mat khau don gian,
theo céc bude nhu luge dd sau:

1. Chip RFID sinh ra ngiu nhién s, ma hod s st
dung K, : z = E(K,, s) voi K, = .S:HA-](EIIS)
va gui ban ma z cung cdc tham s6 mién tinh
D dén cho IS.

RFID

- Chon nonce s,
2 = E(K,, s)

-D’= Map(D,s)

2. IS khoi phuc lai ban 10 s = D(K,, z) st dung
mat khau chung =.

3. CaRFID va IS cuing thyc hién cdc budc sau:

- Tinh céc tham s mién tinh D’ dua trén D va s:
D’ = Map(D,s)

- Thyuc hién giao thuc thod thuan khod Diffie-
Hellman dua trén D’ va khoa chia sé.

K=KA(PACEKPr; PACEKPug D’)=
KA(PACEKPry, PACEKPu; D)

Trong sudt qud trinh thoa thudn khod DH,
mdi bén phai kiém tra ring hai khoa cong khai
PACEKPugva PACEKPurla khac nhau.

Tu d6 cé hai bén tinh ca khod phién Kjsc va
Kenc.

RFID tinh thé xac thuc T = MAC(K,,
(PACEPug, D’)) va giri d&én cho IS thim dinh.

IS tinh thé xac thuc Tp = MAC(K,,
(PACEPuz, D’)) va gii dén cho RFID tham
dinh.

IS

=iy )

Sinh cap khoa ngan han
(PACEKPr;, PACEKPuU-. D)

PACEKFPu

D= Map(D,s)

Sinh cép khod ngén han

(PACEKPrs, PACEKPLUR, D)
PACEKPug

Q| - vacis. eaceeu; 0y
T, = MAC(K,, (PACEPug, D)) “

Verify(Ty)

Hinh 4. Luoc dd PACE.
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4.3. Poc ving dir lieu DG1

Sau khi PACE thanh cong, hé théng xéc
thyc HCST sé tién hanh doc ving dit liéu DG1
trong chip RFID cua HCST va so sdnh véi
nhiing dit liéu hé¢ théng da doc dugc tir vung
MRZ. Néu dir lidu tring nhau thi chuyén sang
buéc 4, néu khéng thi chuyén qua budc kiém
tra dac biét.

4.4. Xdc thuc dau doc

TA cho phép chip RFID thim dinh liéu diu
doc ¢6 dugc quyén truy cdp vao ving dit liéu
nhay cam hay khong (anh van tay, anh mdng
mit, ...). Céc budc trong TA nhu sau [12].

RFID

Verify(PKeyca, Cov)
-Doc RPuKtlr Cg

- Tprp=Rnd()

- Verify {RPUKTA, Sz,

IDgep || Tren |l
Comp(RPUKz)l|AR))

. IS giri chudi ching chi dén chip gdm Cj5 va

CD V-

. RFID kiém chimg cic chimg chi nay st dung

PKcyea va trich khod cong khai cua dau doc
RPuk.

. IS sinh ra cap khod DH ngén han trén mién

D:  RPrKysy,  RPuKpy. Sal,l né gui
Comp(RPuKr,) va dit liéu Ay dén cho RFID

. RFID gui thich d6 ngau nhién rgpp dén IS.
IS tra  16i  bang  ch¥  ky

SIS:Sigﬂ(RPMK,IDTA”Vl | Comp(RPuKTA)I lATA)

. Chip kiém tra chit ky nhan dugc tir IS bang

khod RPuKry

Verify(RPuKTA, AYAY) IDRFID Il YREID [l
Comp(RPuKyy)llAz))

IS

Sinh cap khoa DH
ngéan han
{RPF-KTA, RPUHTA, D}

vvvvvvvvv

vvvvvvvvvvv

Hinh 5. Luoc db TA.
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4.5. Xdc thyc thu dong

Qud trinh PA cho phép kiém tra tinh xédc
thuc va toan ven thong tin Iuu trong chip RFID
thong qua viéc kiém tra chit ky luu trong SO,
bang khéa cong khai ciia co quan cép ho chiéu.
Viéc trao d6i khéa cong khai théng qua chiing
chi sb dugc thuc hién theo md hinh khuyén cdo
cua ICAO. Thuc hién thanh cdong qua trinh PA
cling v6i CA trong co ché EAC thi c6 thé khang
dinh chic chin chip trong ho chiéu 1a nguyén
gbe [12].

1) Boc SOp tir chip RFID.

2) Lay chimg chi DV-Certtir SO, vira doc &
trén.

3) Kiém tra DV-Cert tir khéa cong khai
PKcyes ¢6 duoc tir PKD hodc tir co s¢ dir liéu
dugc trao ddi tryc tiép gitra cdc qudc gia thong
qua dudng cong ham.

4) Kiém tra chit ky $b SOp.signature su
dung khéa bi mat KPups cuia DV. Budc nay
nham khang dinh théng tin SO, s diing 1a duoc
tao ra boi co quan cap ho chiéu va SO, ps khong
bi thay doi.

5) Poc céc thong tin can thiét tr LDS.

6) Tinh ham bam cho cac thong tin & budc
4, sau d6 so sanh véi SO ps. Qua budc nay moi
khéng dinh dugc nhém dir li€u la xac thuc va
toan ven.

RFID I8
SOp _ DV-Cert = SOp.cert.
— >
- Kiém tra DV-Cert b:‘i’.rlg khoa cong khai PKvea.
- Kiém tra chit ki SOD.signature st dung khéa bi
mat KPuns.
LDS g .
E— Kiém tra tmh xdc thire, todn ven cua LDS:

- Tinh gid tri ham bim cia cdc nhém théng tin va
so sanh vai SOLDS

Hinh 6. Lugc dd PA.

4.6. Xdc thyc chip

CA thiét 1ap thong bdo bao mat giita chip
MRTD va IS dya trén cap khod tinh duoc luu
trit trén chip. CA thay thé co ché AA ma ICAO
dd dua ra va cung cip cic khod phién manh
[12]. Cac budc tién hanh trong CA nhu sau:

1) RFID gui cho IS khoa cong khai (TPuk).

2) IS giri khod cong khai ngén han RPuKr,
da dugc sinh ra trong TA dén cho RFID.

3) RFID tinh Comp(RPuKr,) va dit li¢u Aza.
N6 s€& so sanh gid tri Comp nay véi gia tri nd
nhan duoc tir TA.

4) RFID va IS c¢6 du thong tin chia s¢ dé
tinh khoa K,.4.

5) RFID sinh ra chudi ng?iu nhién (R). Cac
khoda phién dugc tinh: Kyuc = SHA-
1(Keed IRN2) va Kgye = SHA-1(Keedl IRIN ).

6) RFID tinh: Ty = MAC (Kuac
(RPuKrs,D)).

RFID gt R va Ty dén cho IS.

7) IS st dung R dé tinh céc khod phién tir
K,.... Sau d6 no6 thAm dinh thé bai xac thuc T7.
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RFID

TRk

IS

¥

-Tinh Comp(RPuKz||Aw) :

-50 sanh vy Comp dé tinh

& Terminal Authentication

Kseed

- R =md()
KMAC, KENC

—_—

Kseed

T, = MAC(K,, (RPuK=.D)) “ Verify(Tr)

Hinh 7. Lugc dd CA.

4.7. Péi sdnh ddc trung sinh trdic

Hé thong kiém duyét c6 quyén truy cip vio
cic vung dit liéu DG2, DG3, DG4 va tién hanh
doc céac dir liéu sinh tric cua ngudi s& hitu hd
chiéu (anh khudén mit, ddu véan tay, méng mét)
dugc luu trong chip RFID. Cing liic d6, bang
céc thiét bi chuyén dung, co quan kiém tra s&
tién hanh thu nhan cac dic tinh sinh tric hoc
nhu anh khudn mit, van tay, méng mat... tir
cong dan. Sau d6, hé théng s& thyc hién qud
trinh trich chon dédc trung cia cac dic tinh sinh
tric, tién hanh ddi chiéu va dua ra két qua. Néu
ca ba dit liéu sinh tric thu duoc truc tiép tur
nguoi dung khop véi dir ligu thu dugce tir chip
RFID thi co quan kiém tra xdc thyc c6 du diéu
kién dé tin twong ho chiéu dién tor d6 1a ding
dan va nguoi mang ho chiéu 1a hop 1¢ [6,14].

5. Thwe nghiém

Do diéu kién c6 han vé co sd vat chat,
chung t6i da tién hanh thir nghiém mod hinh trén
theo hudng kiém thtr quy trinh x4c thuc véi dir
liéu mo6 phdéng. Céac phan lién quan dén nhiing
budc can xur 1y trén chip RFID s& dugc thi
nghiém trong thoi gian tdi.

Chuong trinh thtr nghiém ching t6i phat
trién s€ tdp chung vao cic churc ning sau:

= Phén tich ving MRZ trén HCST.

= Poc vung DGI luu trén chip va so khdp
v6i ving MRZ vira doc trén.

= Mo phong qud trinh xéc thyc véi co ché
PACE va EAC (bao gdm ca xédc thuc dau
doc va xac thyc chip).

Dya trén s thu vién md hod nhu
Org.BouncyCastle, CryptoSys PKI [15], ching
t6i da tién hanh xdy dung chuong trinh cung
cép céc chirc ning néu trén, phuc vu qud trinh
kiém thir m hinh x4c thuec.
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55 THUC NGHIEM [v0.1]
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Logs:
===BAT DAU GIAO THUC XAC THUC CHIP ====
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So5d = 64BBA73DAD4FAS0ABB 93809ACEFC2

(55 B5. Chip sinh chuoi ngau nhien R vatinh KMAC, KENC
= 00E0DF54216CEESE2DF IF2CEDSAIID2AB
KMAC: E2AS65584826211F09148E0C248CIDDE
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Hinh 8. Chuong trinh thir nghiém PACE va EAC.

Chuong trinh thit nghiém thu dugc di cé
kha nang tién hanh cic budc di néu trong mo
hinh xdc thuc néu trén. Cuy thé:

- Phan tich va hién thi thong tin trong viing
MRZ

- Tién hanh PACE, luu vét két qua. Néu
thanh c6ng, tién hanh tiép budc sau.

- Boc DG1 va so khép véi thong tin MRZ
nhu trong m6 hinh da néu.

- Tién hanh x4c thuc dau doc va luu/hién thi
toan bd vét cic budc di thuc tién trong qua
trinh nay.

- Thyc hién x4c thuc chip v6i 7 bude va
luu/hién thi céc vét thuc hién. O day, qud trinh
PA tam thoi chua tich hop vao hé thong vi ly do
thiéu ha ting khod cong khai PKI.

6. Panh gia m6 hinh

Qua trinh CA st dung lugc dd trao dbi khod
phién ngin han theo Diffie-Hellman va theo
giai thuat twa Elgamal, phan tinh todn trén chip
ciing khong nhiéu. Theo mé hinh, chip chi can
luu trit cap khod xdc thuc Deffie-Hellman tinh
nén khong can thiét phai trao dbi khod trudc dé
gitta IS va RFID. Pay ciing 1a yéu t6 gép phan
dam bado hi¢u ndng chung ctia md hinh.

Trong qué trinh CA can thiét ¢ trao ddi
ching chi tuy nhién, cdc cong viéc xur ly lién
quan dén phan phdi chimg chi do CVCA, DV
va cac IS thuc hién nén khéi Iugng tinh todn xur
1y cua chip duoc han ché dén muc tdi da va c6
thé trién khai thyuc hién duoc trong thyc té.

Ngoai ra, v6i viéc st dung hé méat dua trén
duong cong Elliptic (ECC) - h¢ mat dugc danh
gia ¢6 d6 an toan cao trong khi kich thudc khoa
nho, thoi gian tinh todn nhanh va rit phit hop dé
trién khai trén cdc thiét bi tinh todn c6 niang luc
xir 1y yéu [16]. Pay 1a diéu kién tién quyét dam
bao hi€u ndng ctia m6 hinh xéc thuc.

Ngoai ra, m6 hinh néu trén hoan toan dap
mg duogc nhitng yéu ciu dit ra d6i véi HCST
nhu: dadm bdo tinh chan thyc (quy trinh ro
rang); tinh khong thé nhan ban (sit dung CA va
PA); tinh nguyén ven va xdc thyc (PA va PKI),
tinh lién két cong dan-HCST (st dung ba dac
trung sinh tric 6 do xac thuc cao nhét); kiém
sodt dugc truy cép (PACE va EAC)

Mic du m6 hinh xac thyc HCST nay, duogc
xdy dung dua trén nhiing dac ta trong phién ban
thé hé thir ba, khic phuc hau hét cic nguy co
kém an toan ctia HCST thé h¢ thir nhat va thu
hai, tuy nhién né van ton tai nhugc diém lién
quan dén van dé hét han cta dau doc.
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7. Két luan

Viéc st dung HCST da minh chung duogc
nhitng tinh wu viét trong viéc ning cao qua
trinh cép phét va kiém soét ho chiéu. Vi nhiing
nghién ctru va phén tich nhimng thé hé da c6 cua
HCST, ching ta c6 thé nim bit tét hon
uu/nhugc cia tung thé hé, tir d6 cé dugce nhiing
giai phdp phit hop véi timg loai ho chiéu. Mic
dit HCST thé h¢ tht nhét van con duge mot s6
nuéce sir dung, nhung nhitng wu diém nbi troi vé
an ninh/an toan cua thé hé th ba cho phép
khing dinh dugc tiém ning tmg dung thyc té
ctia md hinh nay. Tuy nhién, vin d& vé& hét han
ctia dau doc trong thé hé thir ba nay van con ton
tai.

Véi viée thor nghiém mot s6 chic ning
trong md hinh d& xuét, ching t6i hy vong
nhitng két qua nay s& 1a tién d& cho nhiing
nghién ctru/dau tu chuyén sau hon, tir d6 c6 thé
xdy dung va san xuat dugc HCST cho cong dén
Viét Nam ma khong can phai sir dung lai nhiing
san phim nudc ngoai.

Trong thoi gian téi, ching t6i s€ tich hop
v6i nhitng modules xac thuc cic nhan td sinh
trac va thiét bi thyc. Ngoai ra, nhitng van dé
nhu cép/quan 1y chtng chi s&; quan 1y co sé dit
liéu cong dan cé kem theo nhitng déc trung sinh
tric, ciing s& duoc chi trong trong nhitng hudng
phat trién tiép theo cuia bai bo nay.

Loi cam on

Cong trinh nay duogc tai tro mot phan tir dé
tai nghién ciru ma s6 QG.09.28, cip Pai hoc
Qudc gia Ha Noi.
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Using PACE and EAC for biometric passport authentication

Vu Thi Ha Minh, Nguyen Ngoc Hoa

University of Engineering and Technology, VNU, 144 Xuan Thuy, Hanoi, Vietnam

This paper investigates three different generations of biometric passport in order to make
advantages of its security/safety. Beginning with the ICAO standards for first biometric passports
(2004, used mainly the Basic Access Control - BAC), some European countries additionally used the
mechanism EAC (Extended Access Control, 2006) to provide more comprehensive Tag and Reader
authentication protocol. Currently, based on the EAC, the PACE (Password Authenticated
Connenction Establishment, 2009) mechanism is introduced as a replacement to the Basic Access
Control. By using the third generation approach, we propose a model of biometric passport
authentication based on PACE and EAC. An experiment is also presented in this paper for validating
this model.

Keywords: biometric passport, Extended Access Control, Password Authenticated Connenction
Establishment, RFID, PKI.



