Tap chi Khoa hoc PHQGHN, Khoa hoc Tir nhién va Cong nghé 26 (2010) 44-48

M3 hoa dong cau va img dung

Trinh Nhat Tién*, Dang Thu Hién, Truong Thi Thu Hién, Luong Viét Nguyén
Khoa Céng nghé Thong tin, Trieong Pai ho¢ Cong nghé, DHOGHN, 144 Xudn Thuy, Ha Néi, Viét Nam

4

Nhén ngay 8 thang 10 ndm 2009

Tém tit: Hé ma hoa Elgamal cé tinh chit ddng céu, nhe n6 c6 thé tinh dugc két qua trong cude bo
phiéu “chon mot trong hai”, ma khéng can giai ma timg 14 phiéu. So dd chia sé bi mat Shamir
phdi hop véi hé ma hoa Elgamal con c6 tinh chat dic bidt hon nita, nho né c6 thé chia 14 phiéu
thanh nhiéu manh, ctr tri glri mdi manh cho mét thanh vién ban kiém phiéu, khi khép cdc manh
phiéu lai s& droc ndi dung dy dfl ctia 14 phiéu. Bai bdo nay trinh bay cAc tinh chét trén va chi ra

umg dung cia chung trong bd phicu tir xa.

1. Tinh chét ddng cAu cita h¢ ma héa Elgamal

1.1. H¢ md hoa Elgamal

Chon s6 nguyén t5 16n p sao cho bai toan
logarit r&i rac trong Z,, 1a kho giai, gla phén tir
sinh trong Z, . Chon tap ban rd P =Z,, chon
tap ban ma C ={(a,b)/a,b €Z,}.

Chon khéa bi mit 14 a €Z, , khoa cong
khaila h=g?*.

DPé ma héa m, ta chon sb ng'flu nhién bi mat
k, ban ma 12 (x, y) =E,(m)=(g ¥ h* m).

Tai liéu duoc gidimala m=y/x".

1.2. Khdi niém md hod dong cdu

Cho tép ban rd P tao thanh nhém véi phép
tinh @, tdp ban ma C tao thanh nhém véi phép
tinh ®.

* Tac gi4 lién hé. DT: 84-4-37547064
E-mail: tientn@vnu.edu.vn

44

Eyx (m) 1a ham m& hoa bdn rd m theo tham
s6 ngau nhién bi mat k.

Hé ma héa E dugc goila co tinh chit

(P, ®)- d&ng ciu, néu véi tham sb k=k,+k,,
thoa méin cong thirc dong cAu:

Ey (m)) ® E; (mz) = Ex(m; © my), trong
démy, my 1a2 banr1d, k;, k, 1a2 tham sd
ngau nhién bi mat.

1.3. Hé md héa Elgamal c6 tinh chdt dong cdu

a) Hé ma hod Elgamal c6 tinh chdt dong cdu, vi
voi k=k;+k,, taco:

B (my) = (g, b my), B (my) = (g, 1 my)
thoa méan cong thirc dong cau:

B (m)*Ee (mo) = (¢ ¢, h*' b m; my)

— (gk1+k2 hk1+k2 m, mz)
=(g*,h"m my) = Ex (m; my).

b) Truong hop chon théng tin m = g’, trong do
v=0hodcv=1:

Boi vi:
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Ep(gh) =i y) = (g, 0" g"), i=1,2.
Do do:

(X1, y1) * (X2, y2) = (XiX2, Y1y2) =

(gk]+k2 , hkl+k2 gVI+V2)- [1]

2. Ung dung hé mi hoa ddng ciu Elgamal
cho loai bé phiéu c6/ khéng

Bai toan: Can ldy y kién vé mét viéc nao
do, cir tri phai ghi vao 14 phiéu: déng y (1) hay
khong ddng v (0).

N6i dung 14 phiéu dugc ma hoa va giri vé
Ban kiém phiéu. Véan dé 13 Ban kiém phiéu tinh
két qua b6 phiéu nhu thé nao, trong khi khéng
biét ndi dung timg 14 phiéu ? (Vi ching da dugc
m3 hoa).

Giai quyét:

Cho dé& hiéu, ching t6i trinh bay cach giai
quyét théng qua mét vi du cu thé. ¢

2.1. Cir tri ghi y kién vao ld phiéu

Gia sir ¢6 4 cir tri tham gia bé phiéu 1a V,
V,, Vi, Vg

La ppiéu tuong ung cua ho ghi: vy = 0
(khoéng dong y), vo =1 (dong y), v3=1, v, =0.

Chon phén tir sinh g =3, hé ma hoa Elgamal
dugc sir dung & day véi cac khoa nhu sau:
Khéa bi mat a =2, khéa cong khai h=g* =
3?=9.

MB&i ctr tri V;, chon khéa ngéu nhién bi mét
k 48 m3 héa 14 phiéu m cua minh thanh
(%, y)=(g" h*m).

2.2. Cie tri mad hod I phiéu

V), mi héa 14 phi€u cua minh nhu sau va gt
tdi Ban kiém phiéu:

V, chon ngﬁu nhién k; =5, mi hoéa v,=0
thanh (xi, y1)=(3°,9°*3°)= (3, 9°).

V, ma hoéa 14 phiéu cda minh nhur sau va giri
t6i Ban kiém phiéu: ‘

V, chon ngﬁu nhién k, =3, md hdéa v, =1
thanh (x,, y2) = (3%, 9°*3') = (3% 9°* 3).

V; mi hoa la phiéu ctia minh nhur sau va giri
t6i Ban kiém phiéu:

V; chon ngiu nhién k; =3, mi héa vs =1
thanh (xs, y5) = (3%, 9°*3")=(3°,9°*3).

V, mi hoa 14 phiéu cia minh nhu sau va giri
t6i Ban kiém phiéu:

V, chon ngiu nhién ks = 7, ma héa v4 = 0
thanh (x4, y)) =(3’,9"*3%)=(3",9").

2.3. Ban kiém phiéu tinh két qua

Ban KP khéng can gidi ma timg 14 phiéu,
van c6 thé tinh dugc két qua bo phiu bing
cach tinh nhan cac 14 phiéu da dugc ma héa:  *

(XLYD*(X2,¥y2) = (XiX2, Y1¥2)
=(g k12 k1+k2’ gvl+v2).

Theo tinh chat ddng cAu thi tich cua phép
nhén trén chinh 13 két qua bo phiéu. Cy thé tich
clia 4 gia tri 14 phiéu da duoc ma hoa la:

X, Y) =TI, [Tiys)

— (gk1+k2+k3+k4 hk1+k2+k3+k4 g v1+v2+v3+v4)

— (318’ 918 * 32)'

Giaima (X, ¥) bang cach tinh:

m=g'=Y/X *=9"*3% /(3% = 3?

Nhur véy s6 phiéu ddng y (ghi 1) 1a 2. [2]

3. So db chia sé bi mat Shamir phéi hop véi
H¢ ma hoa Elgamal

Bai toan:
Ban quan ly théng tin mat (QL TTM) (Vi
dy Ban kiém phiéu biu cir) c6 t thanh vién A;.
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Mét ngudi V (Vi du cir tri) cén giri Ban tin mét
g * t¢i Ban QL TTM.

Bai toan 13 hiy dé xuét giai phap bao dam
dé tt ca t thanh vién nhit tri, méi xem duoc
théng tin mat. it hon t thanh vién khong thé
xem dugc thong tin nay.

Giai quyét:

Chon s6 nguyén t6 p sao cho bai toan
logarit rdi rac trong Z, 1a khé giai, g 1a phan tir
sinh cia Z,".

Trong Ban QL TTM, mdi thanh vién A,
chon khéa bi mat z; va khdéa cdng khai
h,=g”

2 ;

Nguoi V chia tin mdt g' thanh t manh tin
khac nhau, ma hoa ching, sau dé chuyén cho
mdi A; mot manh ma. Khi tit ca t thanh vién
nhét tri cin xem tin mdt, ho s& khép cac manh
tin d4 giai ma. Cu thé 1a tinh #ich cia cac manh
tin da gidi ma. (Ta hiéu "manh tin" la mau tin,
"manh m4" 14 miu tin d3 dugc ma héa).

3.1. Chia sé théng tin mdt thanh cdc manh tin
Ngudi V chon da thirc ngiu nhién bac t
t
thudc Z,: P(x) = Zakx"
k=0

V chon bi mat cac hé sé s = og va o , oy,
Lo €7,

Nguoi V tinh cdc manh tin mét y; = P(j),
j=12,.,t.

Céc manh tin mat y; dugc mi hoa thanh
H;= hf(j ), V giri Hjcho thanh vién A;.

3.2. Khoi phuc thong tin mdt tir cdc manh tin

Ban QL TTM khép ndi cic manh tin mat
H; khititca tthanh vién A; déu nhét tri.

Piu tién timg ngudi trong Ban QL A; giai
1z,

mi H; bang cich tinh §,=H;".

Theo qué trinh trén, ta nhan duoc: S = H;./Z’

= ()" = (g’ = g0
J
Sau d6 tin mdt g¢ dugc xac dinh nhd tinh
chdt dic bi¢t sinh ra do su phéi hop giira so db
Shamir va hé mi hoa Elgamal:

) PN s
Hsj-/,,q i1 ng(-/)lj.,l L g/sA —t gP(O) = g 5

jed jed

Lo hé sb Lagrange, A
IeA—(j)l_j
={1,2,...,t} [3].

trong d6 Aa=

4. Ung dyng So db chia sé bi mat Shamir va
Hé ma hoa Elgamal cho loai bé phiéu chon L
trong K.

Bai toan:

Gia st ¢6 3 ung cur vién: 0: Ly Vin
Nghéu. 1: Trdn Van So. 2: L& Thij Oc.

C6 3 nguoi kiém phidu 1a A, Ay, Ay,

Py 1a cudc bod phiéu chon 2 trong 3 ngudi
(Vi du vao chitc vu Gidm ddc va phé Giam
ddc). Cir tri khong tin vao mdt sé thanh vién
trong Ban kiém phiéu (Ban KP), nén ho ding
so dd chia sé bi mat Shamir dé chia 13 phiéu cuia
minh thanh cdc manh tin va giti cho mi nguoi
kiém phiéu mot manh.

Vian @ 1a Ban KP phai khép néi cac manh
tin dé biét ndi dung ting 14 phiéu? (Vi ndi dung
m3i 14 phiéu dugc chia thanh nhiéu manh tin,
ting méanh lai duoc ma hoa trude khi giri vé
Ban KP).

Giai quyét:

Chon s& nguyén t6 p sao cho bai toan
logarit ro1 rac trong Z, 1a kho giai, g 1a phén tir
sinh cta Z,,".
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Str dung So dd chia sé bi mét Shamir va Hé
ma hod Elgamal.

4.1. Biéu dién sw lwa chon img cir vién (Ngi
dung phiéu bdu ciz)

Ctr tri V bau cir cho éng Nghéu va ba Oc
tuong ung vai lua chon 0 va 2.

Pbé dién dat su lua chon cla minh, cit tri
ding hé s6 co sé 3.

Nbi dung 14 phiéu ciia V duoc biéu didn 1a
s =0%3°+2%3' =6,

4.2. Ban kiém phiéu chudn bj

Trong Ban KP, phan tir sinh cla Zp' la g=3,
moi thanh vién A; chon khoéa bi mat z; va
khéa cong khai 4; = ng . Cu thé Ia;

A; chon khoéa bi mét z,=2, khoa cong khai
1a h,=32

A, chon khéa bi mat z,=3, khda c6ng khai
1a h,=3°

Aj; chon khéa bi mat z,=5, khéa cong khai
1a h;=3".

4.3. Cir tri V chia sé ngi dung ¢ phiéu (tin mat)
thanh cdc manh tin

Vi ndi dung 14 phiéu 13 s =6, cir tri V chon
da thirc ngau nhién bi mit:
P(x) = 6 +2x+5x%°
C)dﬁya0=s=6, a;=2, o =5.

V tinh cdc manh tin mit: y; = P(j), theo da
thirc trén, P(1) =13, P(2) =30, P(3)=57.

V mi hoa cic manh tin mat trén thanh
H= hf(j) , cu thé 1a:

Hy=hp? = (32 )13,

H,= th(z) - (33 )30,

Hj — h (3 = (35)57
Cir tri V chuyén H,, H,, H, tuong tng cho
cac thanh vién Ban KP: A, A,, A;.

4.4. Ban KP kh6i phuc néi dung ld phiéu (tin
mdt) tir cdc manh tin

Ban KP khép néi cac manh tin H; khi tét
ca tthanh vién A; déu nht tri.
Dau tién timg ngudi kiém phidu 4; giai ma
H; bang céch tinh S, =H, el
Theo cac qua trinh trén ta nhin duoc:
P(j) 1z
S,=H;" =(nY)

=(((g7))"0)" = g

VZz,;

Cu thé la:

A, giaimd H,thanh S,=((3%)%)"?= 3"

A, gidi md H,thanh S,=((3*)*)"*= 3%

A; gidi md H; thanh S;=((3%)*)"" = 3%’

Bi mat g’ =3° dugc x4c dinh nho tinh chét
ddc biét sinh ra do su phdi hop giita so dd chia
s¢ bi mat Shamir va hé ma hoa Elgamal:

! 2 PGy, .
S?‘j,A = gp(l)lj.,f - gjeA - gP(O) =] g
trong d6 ; - el el hé s6 Lagrange,
o Iegj) I-j

A={1,2,3}.

Trong vi dy trén, hé sb Lagrange dugc tinh
nhu sau:

M=2/(2-1)*3/(3-1) =3,

A=1/(1-2)*3/(3-2) = -

A=1/(1-3)*2/(2-3) = 1.

gs = S]Xl % Szu * S3)»3

— (313)3 * (330)-3 * (357)1"'= 6

Day 1a ndi dung 14 phiéu da duoc khoi phuc

sau khi “khdp n6i cac manh tin”.
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5. Két luin Tai liéu tham Kkhio

Bai b4o di trinh bay tinh chit dic biét cia [1] Josh  Cohen  Benaloh, Secret  Sharing
so d6 chia sé bi mit Shamir va hé ma hoa Homomorphisms: Keeping Shares of a Secret
Elgamal, dac biét 1a tinh chét sinh ra khi phéi —— (Exfended Jidbseagl)" _ _
hop hai hé mat ma trén. Sau d6 chi ra duoc img [2] Zuzana Rjaskova, Electronic Voting Schemes,

; " 7. o 2002.
dung cua céc tinh chat trén trong bo phicu hay

. LY . A . X [3] Cyber Vote, Report on Review of Cryptographic
tham do tir xa trén mang cong khai (bo phicu Protocols and  Security  Techniques  for

dién tir). Electronic Voting, 2002.

Loi cdm on

Cam on Trung tdm hd tro nghién ciru chau
A (PHQGHN) di tai trg cho nghién ctu cia
ching toi.

Homomorphisms Encryption and Applications

Trinh Nhat Tien, Dang Thu Hien, ‘Truong Thi Thu Hien, Luong Viet Nguyen
Faculty of Information Technology, College of Technology, VNU, 144 Xuan Thuy, Hanoi, Vietnam

Elgamal encryption has homomorphisms property, determining result of electronic voting “Select
one in two*, “sithout decoding all ballots. Shamir secret sharing scheme and Elgamal encryption have
more special property. Voter can divide a ballot into some small pieces, after that sending one piece to
one ballot checker. Checking committee combines these pieces to get the original ballot.

The article presents this property and shows its application in electronic voting.



