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T6m tit: HQ md ho6 Elgamal c6 tinh chAt d6ng c6u, nho n6 c6 th6 tinh dugc kt5t qud trong cu6c b6
phi6u "chgn mQt trong hai", md kh6ng cAn gidi md $mg 16 phi6u. So dd chia sd bi mQt Shamir
phOi hqp vdi h6 mE ho6 Elgamal cdn c6 tinh chAt dac bigt hon nta, nho n6 c6 thi5 chia 16 phit5u

thdnh nhi6u minh, ct tri giri m5i mdnh cho mOt thdnh vi6n ban ki6m phitiu, khi kh6p c6c mirnh
phi6u lAi sE dugc nQi dung dAy dyr cria 16 phitiu. Bdi b6o ndy trinh bdy c6c tinh ch6t ft6n vd chi ra
ung dUng cria chring trong b6 phi6u tir xa.

1. Tinh ctr6t A6ng ciu cria hQ me h6a Elgamal

1.1. HC md h6a Elgamal

Chqn s6 nguydn td l6n p sao cho bdi.to6n
logarit rdi r4c trongZ, lA kho giAi, g ld phAn tu
sinh trong Zo' . Chgn tflp b6n 16 P = Z, chgn

tfp bdn mi C ={(a, b) I a,b eZr\.
Chgn kh6a bi mdt ld a eZo-, kh6a cdng

khai ld h:8 " .

D6 md h6a m, ta chgn s5 ng6u nhi6n bi mflt

k, bin md ld (x, y): Er(m): ( g n, h u -).
Tdi li€u <fuoc gi6i md ld m : y I x"

1.2. Khdi ni€m md hod d6ng ctiu

Cho tQp bAn 16 P t4o thdnh nh6m v6i ph6p

tinh @, tap bdn md C t4o thdnh nh6m v6i ph6p

tinh 8.

' Tdc gid li€n h0. DT: 84-4-37547064
E-mail : tientn@vnu.edu.r,n

Er (m) ld hdm md ho6 bin 16 m theo tham

sti ng6u nhi6n bi m|t k.

H€ md h6a E dugc goi ld c6 tinh chdt

(@,8)- cting ciiu, ni5u vdi tham s6 k:k1*k2,
thoa mdn cdng thuc ddng cAu:

Eu (mr) I E1z (mt) : Eu(mt @ m2), trong
d6 m1, mz ld 2 biln 16, k1, kz ld,2 tham s6

ng6u nhi6n bi mflt.

1.3. HC md h6a Elgamal c6 tinh chtit d6ng ctiu

a) HQ md hod Elgamal c6 tinh chdt d6ng ctiu, vi
vdi k=kr+k2,tac6:
Er.r (m,) = (gu' , h*t -,), Ep (mz) : (gt, hrd m2)

tho6 mdn c6ng thric cl6ng c6u:

E11 (m1)*Ep(mr) : (gnt g', hoth'mr mz)
. Vl+V) . V1+V): (g"'-v, htr'I-* mr mz)

= ( gk , hk m1 m2) = Ep(m1m2).

b) Truong hqp chqn th6ng tii m : gu, trong d6

v:0 hodcv: l:
Boi vi:
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E*,(g"') : (xi, yi): (go' , ho' g ''), i:7,2.
Do cl6:

(xt, yt) * (xr, yr) : (xrxz, yyz) =

(gut*r, [kl+k2 g"t*"r). [1]

2. (Ing duog 40 mi h6a d6ng cAu Elgarnal
cho lo4i b6 phiGu c6l khdng

Bni to6n: CAn l6y j kiiin v6 mOt viQc ndo

d6, ct tri phAi ghi vdo 16 phii5u: ddng f (1) hay

khdng dong j (0).

NQi dung 16 phi6u dugc md ho6 vd gtri vC

Ban ki6m phitiu. Van dA ld Ban ki6mphi€u t{nh
kh qud bd phi6u nhu th6 ndo, trong khi kh6ng

bi€t nQi dung timg 16 phi6u ? (Vi chring ctd ilugc
md ho5).

x.urar quyet:

Chc d6 hi6u, chfng tdi trinh bdy cSch gi6i
a. ., ^quy€tth6ng qua mQt vi dg cp th6. *

2.I. Cn tri ghi , kien vdo ld phidu

Gi6 sir c6 4 cu tri tham gia b6 phi6u ld V1,

V2, V3, Va.
..tL6 phi€u tuong img cria h9 ghi: vr = 0

(khdng ddng 1i), v2 = I (dting y), v, = 1, v4 : 0.
,l

Chgn phdn tu sinh g:3, hg md ho6 Elgamal
du-o. c sri dpng o cl6y vdi c6c khorl nhu sau:

IG6a bi m4t a: Z,l,hoa cdng khai h = g' :
32=9.

U5i cu tri Vi, chgn kh6a ng6u nhi6n bi m4t

k dA me h6a 16 phi6u m cria minh thdnh
(x, y) = (g u, h u-).

2.2. Ctr tri md hod Id phiiiu

V1 md h6a 16 phiriu cria minh nhu sau vd grii
t6i Ban kitim phit5u:

V; chgn ngiu nhi€n kr : 5, md h6a vr = 0
thdnh (x1, yr) = (3s, 95 * 30): (35, 95).

V2 md h6a l5 phitiu cfia minh nhu sau vd grii
t6i Ban kiiim phitiu:

V2 chgn ng6u nhi€n kz:3, md h6a vz: I
thdnh (x2, yz) = (3t,93 * 3r) = ( 3', 93 * 3).

V3 md h6a 16 phi6u cria minh nhu sau vd grii
t6i Ban ki€m phit5u:

V: chen ngSu nhi6n k: : 3, md h6a vr = I
thdnh (x3, y:) = (33, 93 * 3'): (3', 93 * 3).

V+ mE h6a 16 phit5u cria minh nhu sau vi gui

tdi Ban ki6m phi6u:

V+ chgn ng6u nhi€n h = 7, md h6a v+ = 0
thdnh (xa, yo) : (3' ,97 * 30 ) = 137 ,97 ).

2.3. Ban ki€m phidu t{nh kdt qud

Ban KP khdng cAn gidi md ttmg 16 phi6u,

v6n c6 thd tinh tlugc ktit qud bo phii5u bing
c6ch tinh nhdn c5c 16 phii5u dd dugc md h6a: :'

(xr,yr)*(xz,yz) : (xrxz, yryz)

: (g *t*,h kl+k2, 
*vl+v21.

Theo tinh ch6t d6ng c6u thi tich cria ph6p

nhdn tr€n chinh li k6t qud bo phi6u. Cu thii tich
cliua 4 gi6 tri 16 phi6u da dugc mE h6a ld:

(x, Y): (flili, fliyi)
- (gkl+k2+k3+k4, lrkl+kZ+kl+k+ g vl+v2+v3+v4)

: (3", 918 * 32).

Gi6i md (X, Y) bingc6ch tinh:

m: gu:Y/X I - 9r8 *3' l(3")' = 3'

Nhu v4y sd phitiu dong f (ghi l) Id 2.121

3. So ttd chia sd bi m$t Shamir ph6i hgrp voi
HQ mfl ho6 Elgamal

Bii toin:
Ban quin lf th6ng tin mit (QL TTM) (Vi

dp Ban ki€m phitiu bdu cri) c6 t thdnh vi6n {.
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MQt nguoi V (Vi dp ct tri) cdn gti Bin tin m4t
g'tdi Ban QL TTM.

Bdi toSn h hay d6 xuAt gidi phSp bio dAm

de tAt ca t thdnh vi€n nhAt trf, mdi xem duoc
thdng tin mf,t. it hcrn t thdnh vi6n khdng thti
xem dugc th6ng tin ndy.

Giii quy6t:

Chqn s6 nguydn t6 p sao cho bdi to5n
logarit rdi r4c trong Zr ld kh6 gihi, g ld phAn tu
sinh cta Zo".

Trong Ban QL TTM, m6i thenh vi6n Ai
chgn kh6a bi mQt zi vit kh6a cdng khai
, Z,fli=8

Nguoi V chia tin m|t g' thdnh t minh tin
kh6c nhau, mi ho5 chring, sau <16 chuy6n cho

mOi A, mQt minh m6. Khi tilt ch t thdnh vi6n
nh6t trf cAn xem tin mQt, hq sC khop c6c mdnh
tin dd giAi m5. Cg the le tfnh tfch cia cdc minh
tin ct6 gi6i m5. (Ta hi6u "manh tin" ld mAu tin,
"minh m6" ld mAu tin <16 <lugc md h6a).

3.1. Chia sd th6ng tin mqt thdnh cdc mdnh tin

Nguoi V chgn cla thfc ng6u nhi6n b4c t
t

thuQc Zr: P(x): Zoo*o
,t=0

V chgn bi m4t c6c hg s6 s : cr,q vd dt , d2,

".,at e 4.
Nguoi V tinh c6c mdnh tin m4t yi : P0),

j =I,2, ..,t.
C6c minh tin mft yi duqc md h6a thdnh

IJ.i=hlu), V grii I\ cho thdnh vi6n,\.

3.2. Kh6i phltc th6ng tin mQt tti cdc mdnh tin

Ban QL TTM khop n5i c6c mdnh tin mft
IIj khi tilt cit t thdnh vi6n .\ d€u nh6t tri.

DAu ti€n ttrng ngudi trong Ban QL A1 giei

meHj bingc6chtfnh 
^Sj - H'lt' .

Theo qu6 trinh tr6n, ta nhdn duqc: S, - Ht,'tt
: (hl<it )t'd :111 t zi;;n6l;tt'i - gP(i)

Sau <16 tin m\t g' dugc x5c ilinh nhd t{nh
chdt cfic biQt sinh ra do sg ptrOi trqp gifta so tl6
Shamir vd hQ m6 ho6 Elgamal:

lIsi,.^ =llgP(i)^i." = r?^"t'^' 
^ - gp(o) : g' ,

jeA jeA

trong cl6 )., , = ll I nh6 s6 Lagrange, A
J,^ L L I

leA-tjtt - J

= {1,2,... , t} [3].

4. LIng dgng Sc tld chia s6 bi m$t Shamir vd
HQ mn hoi Elgamal cho lo4i b6 phi6u chgn L
trong K.

Bii todn:

GiA sri c6 3 img cft vi6n: 0: Lj Vdn
Ngh6u. 1: TrAn Vdn Sd. 2: LC Thi 6c.

C6 3 ngudi ki6m phitSu ld Ar, Az, A:.
DAy ld cu6c bd phi6u chgn 2 trong 3 ngudi

(Vi dp vdo chric vq Gi6m tlric vd ph6 Gi6m
d6c). Cr:r tri kh6ng tin vdo mQt s6 thdnh vi€n
trong Ban ki€m phitSu (Ban KP), n€n h9 ding
so tl6 chia s6 bi m4t Shamir ct6 chia 16 phi6u cta
minh thdnh c5c mdnh tin vd gfti cho m5i ngudi
ki6m phitiu mQt mAnh.

V6n dd ld Ban KP phdi khop n6i c6c mAnh

tin de UiCt nQi dung tirng l5 phi€u? (Vi nQi dung
m6l ta phi6u duo. c chia thdnh nhidu minh tin,
tirng mdnh lgi dugc md ho5 tru6c khi grii v6

Ban KP).
A.ulat quyet:

Chqn sO nguydn ttl p sao cho bdi toSn

logarit rdi rpc trongZrle kh6 giii, g ld phAn tu
sinh cria Zo'.
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Su dsng So dd chia s6 bf mflt Shamir ve HC

md ho6 Elgamal.

4.1. Bi€u di6n stt ltra chpn ung cft viAn (N6i
dung phi6u bdu cb)

Cri tri V bAu cu cho 6ng Ngh€u vd bd 6c
tuong img vdi lqa chon 0 vd 2.

Oe ai6n d4t sg lga chgn cta minh, cri tri
dirng hp sO co s6 3.

Ndi dung 16 phii5u cira V ctugc bii5u di6n ln
s : 0*30 + 2*3t :6.

4.2. Ban ki€m phi€u chutin bi

Trong Ban KP, phAn tri sinh cta Zo' ld g=3,:. .. . .mdi thdnh vi€n 4 chgn kh6a bi m|t z1 vd

kh6a c6ng khai h, : gt' . Cu th6 ld:

A1 chgn kh6a bi mQt z;2, kh6a c6ng khai,
ld h,=32

Az chgn kh6a bf mgt z2=3, kh6a c6ng kirai
ld hr:3:

,{3 chgn kh6a bi mQt 4:5, kh6a cdng khai
ld hr=3s.

4.3. Ctx tri V chia sd nAi dung td phi€u (tin mQt)
thdnh cdc mdnh tin

Vdi nQi dung 16 phi6u ld s : 6, cri tri V chgn
cla thr?c ng6u nhi€n bi mdt:

P(x)= 6*2x*5x2
O ddy clo : s : 6, clr :2, a"2: 5.

V tinh c6c minh tin mflt: yt : P0), theo da
thfc tr€n, P(l) =13, P(2) =30, P(3) :57.

V md ho6 cdc minh tin mdt tr6n thdnh

Hi=ftP(l), cu th6ld:

H1: ft,t(t) : (3t)",

H2: ftrP@ = 6tfo,

Hj= ftro@ = 6tf'
Cri tri V chuydn H,, Hr, H3 tuong ftng cho

c6c thdnh vi€n Ban KP: ,A.1, Az, Ar.

4.4. Ban KP kh6i phuc nQi dung td phi6u (tin
mQt) tir cdc mdnh tin

Ban KP thop nOi c6c mdnh tin II; khi t6t
ci t thanh vi6n Ai tl€u nh6t tri.

DAu ti6n tirng ngudi ki6m phit5u A1 gihi md

r! bing cSch tinh S i = H'i't' .

Theo c6c qu6 trinh trdn ta nhQn tluoc:

S,=H)lzi =(ftP{D 1tr4

: ( (( g"i y'S e{i) ltzi = gPa)

Cp thti ld:

,A.1 gi6i md H1 thdnh 51 : ((12;tr;ttz - ,tr
Az eiei md H2 thdnh Sr: ((3')'o)"': 3to

A: giei ma H3 thdnh 53: 113s;s7;r/5 = 3s7

Bi m$t g' :3u tlugc x5c itinh nho tinh ch6t
d{c bipt sinh ra do sg ph6i hqp gifra so cl6 chia
s6 bi mflt Shamir vd h9 md ho6 Elgamal:

fISi''' =flgP(i\^i'' =,2,-"t'^''^ - gP(o) - g'
jeA jeA

trong tt6 4,,n= fl * tU hQ s6 Lagrange,
leA-1i1t - 1

A:{1,2,3}.
Trong vi dp tr€n, hQ sti Lagrange cluoc tinh

nhu sau:

Xr2/ (2-r)*3/ (3-r):3,

h=l I (1 -2)* 3 / (3 -21 : -3,

),rl I (l -3)*21 (2-3) = 1.

g'=S,tl*SzD *Sr[

: (3'r), * (3ro)" * (3s7)r= 36 .

Edy ld nQi dung 16 phiiSu dd clugc kh6i phsc
sau khi "kh0p n6i c6c mdnh tin".
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s. K6t tufn

Bdi b6o de trinh bdy tinh chAt d[c biet ctra

so tld chia s6 bi mdt Shamir vi hQ md ho5

Elgamal, dac biQt ld tinh ch6t sinh ra khi phtii

hqp hai hQ mflt.md tr6n. Sau d6 chi ra dugc ring

dgng cira c6c tinh chSt tr€n trong b6 phiiiu hay

thdm dd tir xa tr6n m4ng cdng khai (bd phi6u

di€n tti).

Loi cim an

Cim on Trung tAm hd trg nghien criu chdu

A (ouQCrr$ de tdi trg cho nghi€n criu cira

chring t6i.
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Homomorphisms Encryption and Applications
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Elgamal encryption has homomorphisms property, determining result of electronic voting "Select

one in two", ',,,ithout decoding all ballots. Shamir secret sharing scheme and Elgamal encryption have

more special property. Voter can divide a ballot into some small pieces, after that sending one piece to

one ballot checker. Checking committee combines these pieces to get the original ballot.

The article presents this properfy and shows its application in electronic voting.


