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1. Gifi thiQu

Trong thoi gian ga'n eay gi6u tin m$t trong
tla phuong tiQn ngiy cd.ng trd n€n ph6 bitin
hong m6i trudng truyCn th6ng c6ng cQng. Kh6c
voi md ho6 thOng tin li,rn cho ban th6ng <liQp

ttuqc bi6t rd li di bi md ho6, ngugc lsi gi6u tin
fiong da phuong tign lim cho c6c di5i tuqng
mang tin mat Kr6 c6 thti bi ph6t hiQn beng kl
thu$t th6ng thudng, vi n6 kfiOng lim ttray d6i
nhiAu nQi dung ban dAu cua dt5i tuqng mang
th6ng tliQp. Phuong ph6p gi6u tin tlon gian nh6t

ld th6ng tliQp duoi dang nhi phdn sE clugc

nhftrg "thay th6" viro c6c bit LSB (Least

'T6c gia li€n h0. DT: 84-31-3593816.
E-mail: thomhth@hpu.edu.vn

Signification Bit - Bit c6 trgng sd thdp) cria anh

nhu c6c ky thuat di c6ng U5 Jt-S1. Tuy nhi€n
vor cic ky thuat ndy, sau khi tich th6ng tli€p,
kh6 kh6i phUc l4i tlugc anh giSc ban tliu.

MQt vii linh 4rc nhu y hgc, quAn <10i hoic
nghiOn criu thgc nghiQm vft lj ph6n tft hAt

nhan, ... n6 tldi h6i lfidng nhlhg t6ch tlung
th6ng tliQp mi cdn kh6i phqc x6p xi thing anh

giSc ban ttiu. Vdo nlm 2001, phuong ph6p gi6u
thu$t nghich dAu ti6n duo. c dA xu.it bdi
Honsinger cr)ng c6c ddng nghiQp [6], tt tl6 tt6n

nay nhi6u kI thu{t gi6u thuAt nghlch dugc c6ng

bii voi hai hinh thric gi6u chinh li trong midn
.ldt liQu vd trong mi6n dii li-Ou bi6n tl6i.

Gan day, ky thuAt gi6u thuin nghich
(NSAS) dga tr€n dich chuyiin histogram cia

26r



t

262 H.T.H. Thom oir nnk. I Tqp ch! IQna hoc DHQGHN, Kna h7c Tu nhiAn ttd COng ngh€ 26 Q070) 267-267

anh tlugc do Ni vdr c6c ddng nghi€p tl€ xudt [7],
h9 chi ra ring kI thuflt gi6u niy c6 dQ phric t4p

tinh toan th6p, kh6ng ldrrn thay d6i nhidu nQi

dung inh. Sau d6 tt€ ndng cao luqng th6ng <tiQp

gi6u trong 6nh, Hwang vi c6c t16ng nghiQp d6

xu6t ky thuat HKC [S] dUa tr6n cii tii5n k] ttruit
cria Ni d6 c6 th,i gihu thdng tliQp voi luqng giAu

lon hon kf thuat NSAS.

C6c. k! thuflt niy mflc dir kh6ng ldm thay

AOi ntridu figc quan cria vit mang tin, nhtmg n6

e6 bi mQt dAu hipu khdng binh thudng tr€n

luo. c dd histogram cria c6c enh d6. Vi vfy dlra

tr6n quan s6t mQt lo4t histogram cria c6c anlt

trudc vi sau khi giAu tin blng c6c k! thuft trOn,

Kuo vd c6c ttdng nghiQp cria 6ng tl6 tlua ra v6t

eA thOng an toin cua ky thuflt gi6u HKC vn d€

xu6t ky ftuat ph6t hiQn tuong wrg t9l.

Trong phdn 2, nh6m tac gid s€ trinh bdy lai
thu|t to6n gi6u tin NSAS, HKC. Phan 3 trinh
bdy kl thuit ph6t hiQn cua Kuo cho ki thuAt

HKC, sau d6 chung t6i dua ra mQt si5 trudng '
hqp kfiOng thri ph6t hiQn inh c6 gi6u tin sri dtng
ky thuat HKC do Kuo dua ra vd dd xu6t ty
thuft ph6t hiQn cii tii5n phir hqp cho mgi trudrng

hqrp gi6u str dung HKC. Cui5i cung tlua ra k6t
quA thri nghipm vi ktit lufn trong phan + vi
phan S

2. MOt s5 lugc dd gi6u tin dya trGn

histogram

2.1 Ki thuQt gitiu thuQn nghlch NSAS

Vio nim 2006, Ni vd c6c ddng nghiQp de dA

xu6t luo. c dd gi6u tin thuflt nghlch NSAS tr€n

anh dya tr€n dich chuy6n histogram cria anh

[7]. Theo kl thuflt cria Ni, qu6 frinh gi6u tin
gdm c6c budc sau tldy:

Hinh l. (a) Histognm T,h g&,
(b) Histogram anh gidu tin.

Thudt todn gidu thuQt nghlchNsls

Bufc 1. Tim mQt di6m zero (tli6m ldrOng)

vd mQt dii5m peak (di6m cyc ti). Diem zero vd

dirlm peak h tli€m c6 giirtri cAp x6m cria pixel

trong luo. c ttd histogram cria 6.nh nh6 nhAt vi
bing cpc <lai. Hinh 1 ldr vi dp minh ho4 cho kf
thuft ndy (a) histogram cria anh lena tru6c khi
gi6u tin. OC <lon gian vi {r tli0m zero d vi tri
255 (h(255):O) vi tli€m Peak d 154

(h(1s4):28s9).

BuOc 2. Qu6t toirn b0 enh theo thrl tU: tr6i
sang phii, tu tr6n xu5ng. C6c pixel c6 gi6 ft!
xim nim trong ltroang U55 2541 ttuqc t5ng

l€n mOt gi6 fi. N6 s€ ldrn cho tan s5 cua 155

blng 0.

Bufc 3. Nhung bit thdng diQp '0" vi "1"
hn tuqt vdo c6c 916 H x6m 154 vi 155 theo

nguy6n tic sau: Gii sri pixel dang xdt ld 154

ki€m tra bit cAn nhring, n6u ld bit "1" thi pixel
154 s€ ting l6n l, nguo. c lgi ntlu ld bit "0" thi
pixel 154 vin git nguyCn.Hinh I (b) Histogram

ctra anh sau lhi gi6u tin.

(b)
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Cu6i ctrng chring ta nhAn <luo. c inh stego-

image, sau tl6 chring ta c6 thii chuy6n diin nguoi
nhfn th6ng qua internet. Nguoi nhan c6 th€
khdi phpc lai thdng tliQp vd anh g6c be"g ky
thu$t bitin tt6i ngugc, nguoi t19c c6 th6 xem [7]
4,6 Uitit th6m chi tirit c6ch rlch th6ng <liQp.

2.2. Ki thuQt gidu thuQn nghlch HKC

'Trorrg k! thuit NSAS, chring ta th6y khi
- .A

ning gi6u th6ng ttiQp phU thuQc vio d0 lon cria
ttiilm peak, nhu voi vi dp tr€n khi nlng gi6u
lugng thdng <liQp lfiOng qu6 2859 bit trong inh.
Tuy nhiOn hm th6 nio ttti truyAn th6ng tin vd
r.,l . r.ldi6m zero vd tli€m peak hay th6ng tin bO sung
thdng tliQp gi6u tu nguoi gui d6n nguoi nhan h
Itr6ng <tuqc dA cip trong tai liQu niy. Dii cii
tiiSn v6n dd ndy, Hwang vi c6c ddng nghiQp cria

6ng dA xuAt ky thuft gi6u thuft nghlch HKC

t8l.

a

Hinh 2. (a) Histogram anh g6c,

@) Histogram anh gi6u tin.

ThuQt todn giiiu thuQt nghlch HKC

Bufc 1. Tim ra mQt tli€m peak (gin srl tl6ld
v! tri 154 trong anh vi dg Lena) vi hai dirlm min
(d6 h vifrr23 vi 255). Diiim peak vi c6c di6m
min tuong img voi si5 pixel cria chfng h lon
ntrdt vi nhO nh6t trong inh (xem hinh 2 (a)).

BuOc 2. Nhnrn dC lfi6i phpc chinh x6c anh

g5c, mQt ben dd dinh vi ttuo. c <td xu6t aung e6

luu trfr th6ng tin vi tri cria cic pixel (nhu ld
<tii3m pealq di6m min b6n tnli di6m peak, luqng
pixel ban diu cua di6m min b€n tn[i, tti6m min
b6n phii diAm pealq lugng pixel ban tliu cua
di6m min b6n phni) trong luo. c Ad tXC.

Bufc 3. Khoi t4o ltr6ng gian d.5 nhung tin.
C6c pixel tlugc tlinh v! nong histogram nim O

bOn tr6i giiia diiSm peak vd diiSm min b6n tr6i s€

dich sang tr6i mQt pixel. Tuong ty, c6c pixel
ttuo. c tlinh vi nim d b€n ph6i gita ttitim peak vi
di6m min b€n phii s€ dich sang phii mQt pixel.

Bufc 4. Nhrhg th6ng tin vdo trong a4h.

Ni5u pixel dang x6t c6 giitfi be"g peak-2 ho[c
peak +2 thi ki6m tra bit can nnung trong chuSi
bit th6ng tliQp: ni5u bit th6ng diep h 1 thi pixel
c6 gi6 fi li peak-2 s€ ting l6n 1, pixel c6 gi6 tr!
ld peak+2 s€ giim <li l, cdn n6u bit thdng tligp
ld 0 thi vin duy ti nhu cfl. Hinh 2 (b) histogram
cria anh sau lilri gi6u tin.

3. Phuang ph6p phit hiQn inh c6 giAu tin

3.1. Tiin cingtfi thudt HKC cila Kuo

NAm 2008, Kuo vd c6c tliing nghipp cua
6ng d6 xuSt ky thuSt ph6t hiQn anh c6 gi6u tin
sri {mg ky thuAt gi6u HKC [9]. Nh6m tAc gqir

quan s6t histograrn dlra vdo dffi peak tnrdc vir
sau kfii gi6u th6y hai gi6 tri hn cfn hai b&r cua
ttinh peak bi tUt xu5ng do gi6u tin nhu md ta
trong hinh 3 (a) vi O), vi vfly hq dua ra dinh ly
1 d€ xny dUng kg thupt ph6t hiQn dudi ttAy.

o)
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(a)

V6i ky thuft ph6t hiQn cria Kuo (dga tr€n

dinh ly l) trong mQt s6 truong hqtp gi6u tin cria

HKC chring t6i th6y Kr6ng phir hqp khi th6ng

tliQp ktr6ng ttugc gi6u h6t vdo vi tri cua cQt

peak. Vi dp nhu hinh 4 (a) tli6m peak li 146,

sau khi gi6u tin hai cQt gi6 d ldn c4n peak ld

145 vi 147 bitpt xui5ng, nhung lugng bit gi6u it
hon tlO lon cria 2 tli6m ndy cho n6n gi6 tri cria

144 khdng blng la5 vd gi6 trl! 147 kh6ng beng

148 (xem hinh 4 @)), theo vi fir ta c6y;I520,
!2:600, y3:3300, /a:580, y5:1600

Trong truong hqp niy ki6m tra lai bi6u

thric (l) vd (2) tzthdy Eyyz)lyz:0.8182 vi (y3-

y+)lyt:0.8242

vir l*l:r.5333 vi l+l=r.7586lv, | | 4 |

kh6ng th6a min (1) vn (2)

D6 c6 the ph6t hi€n mQt c6ch tr5ng qu6t hon

voi ky thu6t cria Kuo chring t6i tlua ra tlinh lf 2

chinh srla cria Kuo nhu sau: e

Dlnh $ 2: C6 5 cip gi6d li€n ti6p (x1, y1),

(xz, yz), (x:, y:), (x+, yr), (xs, ys) trong tl6 (x3,

y3) li c[p gi6 fi ttii.Am peak. Ti lQ thay eOi cua S

di6m li6n tgc vdr m5i quan h0 l6ng gi&rg tluo. c

tIlnh nghia hn luqt nhu birlu thrlc (l') vir (2'):

Yt-Yz _Yt-Yq xrt,0.4(tr <l (1,)
Yt Yt

3.2. K, thuQt phdt hi€n di ntiit

Mit 1ilr6c chring t6i th6y c6 ftri5 dua ra bi6u

thrlc ttsn gian hon ph6t hiQn anh c6 gi6u tin srl

dune ky thuit gi6u HKC. Dga vio phin tich vi
dp h6n: anh giic ban tliu c6 histogram nhu hinh
4 (a) t6ng hai cQt gi6 fi ldn c$n (h1aa, h1a6) b6n

fr6i vdr hai cOt gi6 q ldn cOn b€n phii (huz, hrns)

cua dii6m Peak (h6) lu6n lon hon Peak (tuc

hlaa*h1a5 ) hrao, h1a7*h1as > hrs), trong khi voi

Hinh 3. Di6m Peak: (a) tru6c k{ri gi6u tin,

, O) sau khi gi6u tin.

Dinh tf 1: C6 5 cf;p giittri li€n ti6p (x1, y1),

(xz, yz), (xr, yr), (&, yr), (xs, ys) voi (x3, y3) ld

cflp gi6 ti tli6m peak. Ti lQ thay aOi cua 5 tti€m

li6n tuc vi mi5i quan hQ l6ng gidng <luqc dinh

nghia ldn lugt nhu biiSu thric (1) vd (2):

Yz-Yz oYt-Yq *Tr, o.4<r, <0.6 (1)
Yt Yz

rzld g|ti ngu6ng (trong lgl,tAcgii 6y t2: 0.1).'
Ap dutrg dinh ly niy, Kuo dua ra thuat to6n

ph6t hi-en anh c6 gi6u tin sri dqng ky thuat HKC
theo c6c budc sau:

Bufc 1. Tim c{p gi6 tri di6m peak (x,o,.,

Y'*r)
Bufc 2. Tinh ti lQ thay e6i va mi5i quan hQ

l6ng greng blng c6ch srl dgng dinh ly 1.

Bnfc 3. Ntiu 5 c{p gi|ti li6n titip ldn cin
(x,-,, y."*) thoi mln (1) vn (2), thi tiit tu4n antr

c6 gi6u tin trong ving niy, nguo. c lpi anh k*rdng

gi6u tin.

Q)

(2'\
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histogram cria anh c6 gi6u tin hinh 4 (b) thi
hlaa*h1a5 ( hr+e, h1a7*h;as < hrm. Vi v0y chfng
t6i tlua ra tlinh lj 3 duoi ttdy.

Dinh t! 3: C6 5 cf;p gi|tri li€n ti6p (x1, y1),

(xz, yz), (x:, y:), (x+, y+), (xs, ys) vdi ttiiim Peak
(<1i6m mar) li (x3, y:).Khi tt6 mtii quan hQ l6ng
gidng cria n[m diiSm ndy tluo. c tllnh nghia nfur
sau:

' Yr1.yz<yt
Y++ Ys<Yt

Ap dUtrg dinh ly 3 chring ta c6 thri xAy ftmg
c6c thu{t to6n ph6t hign anh c6 giAu tin bnng k}
thuft HKC.

Thudt todn phdt hi€n dnh c6 giiiu tin bdng
lfi thuQt giiiu HKC:

Bufc 1: Ttr5ng kC ten s6 pixel cria anh. Tim
tli€m Peak c6 si5 pixel lttn nhit (x,**, y,n",.).

Butrc 2: Tlm 2 c{p di6m fi6n tii5p b6n tnii
(xrro*-2, yr-*-z), (x-o-r, yr-r-r) vi li€n titip phii
(Xro*t, Ynux+t), (X.o+2, Yoo*+Z).

Bnfc 3. N6u 5 diilm (x,,-.-2, yna*-z), (x.'.-r,
Yna*-t), (x.o, yota*), (x-o*I, Ynrax+t), (X.a*+2,

y,,*+z) thoi mdn bi6u thric (3) vi (4) thi chring
ta c6 thii ph6t hiQn th6ng tligp tluo. c giSu trong
vung niy. Ngugc l4i, c6 tfr6 t5t lufn anh ndy
kh6ng gi6u tin.

4. K6t quli thfrnghiQm vi rt6nh gid

a) DQ tto tl6nh gi6

Trong nhtng tht nghiem niy, chring t6i srl
dgng cdc tlQ tlo tl6nh gi6 li: precision, recall vit
f-measure thudrng ilugc ap ftng trong phdn lofi
dt liQu. Precisitin ld iIf do tinh chfnh xdc vd
itilng ttiin cfia viQc phdn loqi. Recall ld it| do
tinh todn vgn cila viQc phdn lap.

CU th6 cho bdi to6n phAn loai anh c6 gi6u
tin vi anh chua gi6u tin, gii sri ta iO mQt tap
anh dAu ydo E (g6m cn nnh gi6u tin vi anh chua

gt6u t-) cdn phdn thanh 2 t4p con E1 (anh c6
gi6u tin) vd Ez (anh lh6ng gi6u tin). Sau ltri
thUc hiQn phen lop chring ta clugc bing sau:

fi5t quaphan l6p rlung
E1 F4

, F.tP &
K€t qua ph6n -' (true positive) (false positive)
lop tl4t tlugc *^ fr tn

-' (false negative) (tue negative)

Khi d6 precision vd recall tluo. c tinh torln
theo c6ng thric sau:

Precision -- Q:_ (5)
tp+fp

(3)
(4)

Recall: (6)
tp+fn

M[c dt precision vi recall ld nhtng t10 <lo

iluo. c ding rQng rii vn phO Ui6n ntr6t, nhung
chrturg lgi gny lrfi6 lfiln k{ri phni dfltfir gi| cfuc

bii torin phin lo4i vi hai tlQ tlo tr&r lai kh6ng
tlnggran tuong img vdi nhau. Bii to6n t16qh

976 c6 recall cao c6 thrS c6 precision th6p vi
nguo. c lpi. Hon nta, viQc so siffi mi chi dga
tr€n mQt minh precision vd recall kh6ng phni ld
mQt y hay. Voi mgc ti€u ndy, tlQ do F-measure
tlugc sri dUng ttti til[nh gi6 t6ng qu6t c6c bdi
torin phdn loqi. F-measure ld trung binh didu
hoi c6 trgng siS oira precision vL recall vi c6
c6ng thr?c:

Fu =(l+p').

trong d6 0li mQt tham sli c6 gi6,tti nhtt gita 0
vi l. Ni5u F: l, F-measure bnng vdi precision
vir n6u ftl, F-measure bing vot recall. GrAa
tlogn tl6, gi6 tri I cang cao, dQ quan trgng cria
precision cdurg cao so vfi recall. Chring t6i st
dUng g16 fi thuong tlugc dring h B:0.5, nghia
h.

F=2. precision. recall

precision + recall
(7)
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b) KCt que tht nghiQm

D(5 tht nghiQm chuong trinh, chring t6i srl

dgng Matlap R2007b voi tfp df liQu gdm 100

anh xrlLrn trong d6 50 enh duqc l6y vd tu 1tO1 va

50 anh ttugc t4o ra tu m6y anh ky thuat s6.

Chring t6i dem nhring cirng mQt th6ng <liQp

bing ky thuflt HKC tlusc tip inh moi hi hiQu ln

tdp dic li€u dnh 1 g6m 200 anh voi 100 nnh g6c

ban dAu vd 100 anh c6 gi6u tin. Sau d6 sri dgng

kI thuflt ph6t hiQn HKC cria Kuo, k! thu$t Kuo

c6 chinh sria vd kl thuflt do chring t6i tt€ xuAt

<lugc ktit qud ttrinh gi6 nong bang l.

Bang l. fi5t qua thri nghiQm tr6n t6.p dt li€u anh I

D0 do
Recall

ky thu$t cria Kuo t6n c6ng HKC

Ky thuat cria Kuo c6 chinh sua tAn c6ng HKC

Ky thuat dd xu6t t6n c6ng HKC

F-measure

0/100:0 0/24 Kh6ng x6c tlinh

95/100 :0.95 95/102:0.93 0.940

971100 : 0.97 97/102 4.95 0.96

Sau <16 chring tdi tii5n hanh mQt thri nghiQm

sri dsng 100 enh gl5c ban t16u titin hnnh gi6u hi-it

th6ng ttiQp (c6c bit dugc sinh ngiu nhi€n) vio
, -.A ^ 4.1

c6c tli6m l0n cfln tli€m cgc tri cua anh g6c blng
ky thuej gi6u HKC ta tlusc t4p dii li€u moi ld

5. K5t tu$n

frl ktit qui thu. c nghiQm cta bang I vd bang

2 chring ta c6 the dE dang ttr6y rang ktit qui
ph6t hiQn do Kuo dua ra c6 hiQu qua ph6t hiQn

thAp hon sau lhi tlugc chinh sta l4i mQt si5

tham si5. Vi ky thuSt do chrturg t6i dA xu.it c6

thiS ph6t hiQn tin c$y hon cua h9 vi cho mgi
truoq hqp gi6u tin st ihur$ HKC voi c6c lugng

giAu ktr6c nhau.

C6ng viQc ti6p theo, chring t6i s€ nghiGn

cr?u mQt s5 ty ttruet ph6t hiQn anh c6 giSu tin sri

tqp dfr li€u dnh Z rOi tilin hanh thn nghipm ph5t

hiQn beng 3 kI thuit: Ky thuAt cria Kuo, Kf
thu$t cria Kuo chinh sria, k! thuQt tt€ xu6t ta
<lugc ktit quA dua ra tong bing2.

a

Bing2.fi5t qua thri nghiQm f6n t4p dt liQu anh 2

ky thuat cria Kuo 68/100: 0.68 68/82 : 0.83 o.ls
cho HKC

dpng c6c kf thuft gi6u thu$n nghich ltr6c c6ng

bi5 trong thoi gian gan Aay.
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Recently, reversible data hiding scheme have been interesting speciaily. In 2007, Hwang et al

proposed a reversible data hiding (it calls HKC) [9] which improved Ni et all's technique (NSAS) [7]

based on the histogram shift. However, the technique creates an informal distribution in the histogram

after hiding message into a cover image. In 2008, Kuo et al gave some insecurities of HKC technique

and introduced the steganalysis for the technique. Nevertheless, their method only detect stego images

with payload of 100% capacity of HKC technique, otherwise it can't detect. Therefore, we give some

improvement to detect stego images using HKC steganography with various payloads.


