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Tém tit. Trong thoi gian gin day gjéu thuéin nghich dugc quan tim mét céch dic biét.’ Vio nim
2007, Hwang va cdc dong nghi¢p dé€ xuét ky thudt giau thuin nghich (HKC) [9] céi tien phuong
phép gidu ciia Ni (NSAS) [7] dyra trén dich chuyén histogram ciia anh. Tuy nhién k¥ thuit gidu nay

tao ra mét sw phan b khong

binh thudng trén histogram cita dnh sau khi théng di€p dugc giéu.

Kuo va c4c dong nghiép ctia 6ng di néu ra van dé khong an toan cia ky thudt niy va dé xuat ky
thuat phat hién twong tmg. Nhung k§ thudt ho dé xuét chi c6 thé phat hién khi anh dugc gidu véi
lugng thong dicép giau Ién 100% kha nang cua ky thuat HKC, trong mot sb trudng hop khéc né
khong thé phat hién. Vi vy nhom téc gia dua ra mot s6 cai tién phu hop dé c6 thé phat hién cho
céc trudng hop gidu véi lugng thong diép gifu khic nhau sir dung k¥ thuat gidu HKC.

Tir khoa: Steganography, steganalysis, stego-image, cover-image, LSB.

1. Gi6i thigu

Trong thdi gian gin day gidu tin mét trong
da phuong tién ngiy cang tré nén phd bién
trong méi trudng truyén théng cong cong. Khéc
v6i ma hoa thong tin lam cho ban théng diép
duoc biét r5 1a da bi ma hod, nguoc lai gidu tin
trong da phuong tién 1am cho cic d6i tuong
mang tin mét khé c6 thé bi phat hién bing k§
thuat théng thudng, vi né khoéng lam thay ddi
nhiéu ndi dung ban ddu cia déi tugng mang
thong diép. Phuong phap gidu tin don gian nhit
la thong di€p dudi dang nhi phin s& dugc
nhing “thay thé” viao cic bit LSB (Least
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Signification Bit — Bit c6 trong sb thip) cua 4anh
nhu céc ky thudt da cong bd [1-5]. Tuy nhién
véi cac ky thudt nay, sau khi tach théng diép,
khé khéi phuc lai dugc anh gc ban diu.

Mgt vai linh vuc nhu y hoc, quan d6i hoic
nghién ciru thuc nghiém vat ly phin tr hat
nhédn, ... né doi hoi khéng nhitng tach ding
théng diép ma con khéi phuc xdp xi diing anh
gbc ban dhu. Vao nam 2001, phuong phép gidu
thujt nghich diu tién dugc & xuit boi
Honsinger cling cic ddng nghiép [6], tir 46 dén
nay nhiéu k¥ thuit giéu thuat nghich dugc cong
b6 vé6i hai hinh thirc gidu chinh 13 trong mién
dit liéu va trong mién dir liéu bién d6i.

Gin day, k¢ thuat gidu thuin nghich
(NSAS) dya trén dich chuyén histogram cua
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anh duoc do Ni va cac ddng nghiép dé xuit [7],
ho chi ra ring k§ thuit gidu nay c6 @6 phic tap
tinh toan thap, khong lam thay dbi nhiéu néi
dung anh. Sau d6 dé nang cao lugng théng diép
gidu trong anh, Hwang va cic déng nghiép aé
xuét k¥ thust HKC [8] dura trén céi tién k¥ thuat
cta Ni d& c6 thé gidu thong diép véi lugng gidu
16n hon k¥ thuat NSAS.

Cac k¥ thudt nay mic di khong lam thay
ddi nhiéu tryc quan ciia vit mang tin, nhung né
dé 1ai mot diu hidu khong binh thudng trén
lugc dd histogram ciia cac anh d6. Vi vdy dua
trén quan sat mot loat histogram cia cac anh
trude va sau khi gidu tin bing cac k§ thuit trén,
Kuo va cic dbng nghiép ciia ong d3 dua ra vén
dé khong an toan cia k¥ thuat gidu HKC va dé
xuét k¥ thuat phét hién twong tmg [9].

Trong phén 2, nhém tic gi4 s& trinh bay lai
thuat toan gidu tin NSAS, HKC. Phin 3 trinh
bay ky thuat phat hién ctia Kuo cho k¥ thuit
HKC, sau d6 ching t6i dua ra mot sb trrong
hop khong thé phat hién anh c6 gidu tin sit dung
ky thuiat HKC do Kuo dua ra va dé xuét ky
thuét phét hién cai tién phit hop cho moi truong
hop gidu sit dung HKC. Cubi ciing dua ra két
qua thir nghiém va két luin trong phin 4 v
phan 5

2. Mjt sb lwgc dd gidu tin dya trén
histogram

2.1 Ky thudt gidu thudn nghich NSAS

Vio nam 2006, Ni va c4c ddng nghiép da dé
xut lrgc d6 gidu tin thuat nghich NSAS trén
anh dya trén dich chuyén histogram ciia anh
[7]. Theo k§ thuat cia Ni, qué trinh gidu tin
gdm céc budc sau day:

=T 80 100 180 200 = (b)

Hinh 1. (a) Histogram anh géc,
(b) Histogram anh giau tin.

Thudt todn gidu thugt nghich NSAS

Buéc 1. Tim mét diém zero (diém khong) -
va mot diém peak (diém cuc tri). Piém zero va
diém peak 1a diém c6 gia tri cdp x4m ctia pixel
trong lugc dd histogram cia anh nhé nhit va
bing cuc dai. Hinh 1 12 vi du minh hoa cho ky
thuit nay (a) histogram cua anh lena trudc khi
gidu tin. D& don gian vi du diém zero & vi tri
255 (h(255)=0) va diém peak & 154
(h(154)=2859).

Buéc 2. Quét toan bd anh theo thir t: trai
sang phai, tir trén xubng. Céc pixel c6 gia tri
x4m nim trong khoang [155 254] dugc ting
1én mét gia tri. N6 s& lam cho tin sé cua 155
bing 0.

Buéce 3. Nhing bit thong diép “0” va “1”
1in lugt vao cac gid tri x4m 154 va 155 theo
nguyén tic sau: Gia sir pixel dang xét 1a 154
kiém tra bit cin nhiing, néu 1 bit “1” thi pixel
154 s& ting 1én 1, ngugc lai nu 13 bit “0” thi
pixel 154 van giit nguyén. Hinh 1 (b) Histogram
cia anh sau khi gidu tin,
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Cudi cing chiing ta nhian dugc anh stego-
image, sau d6 chiing ta c6 thé chuyén dén nguoi
nhin théng qua internet. Ngudi nhdn cé thé
khéi phuc lai théng diép va anh gbc bing k§
thuat bién d6i nguge, ngudi doc c6 thé xem [7]
dé biét thém chi tiét cach tach thong diép.

2.2. Ky thudt gidu thudn nghich HKC

‘Trong ky thuat NSAS, ching ta thiy kha
ning gidu théng diép phu thudc vao dé 16n cia
diém peak, nhu voi vi du trén kha niing gidu
lugng thong diép khong qua 2859 bit trong anh.
Tuy nhién 1am thé niao dé truyén théng tin vé
diém zero va diém peak hay théng tin b sung
théng diép gidu tir ngudi giri dén ngudi nhan 12
khong dugc dé cép trong tai liéu nay. Dé cai
tién vin & nay, Hwang va cic dong nghiép cia
ong d& xuit k§ thuat gidu thust nghich HKC
[8].

Hinh 2. (a) Histogram dnh gbc,
(b) Histogram anh gidu tin.

Thudt todn gidu thugt nghich HKC

Buéc 1. Tim ra mot diém peak (gia sir d6 12
vi tri 154 trong anh vi du Lena) va hai diém min
(46 1a vi tri 23 va 255). Diém peak va cac diém
min twong Umg véi sb pixel cia ching 14 16n
nhét va nho6 nhét trong anh (xem hinh 2 (a)).

Buréc 2. Nhim dé khéi phuc chinh xéc anh
gbc, mot ban dd dinh vi dugc dé xuit dung dé
luu trir thong tin vi tri cua cac pixel (nhur 1a
diém peak, diém min bén trai diém peak, luong
pixel ban diu ctia diém min bén trai, diém min
bén phai diém peak, hrong pixel ban diu cia
diém min bén phai) trong lugc dd HKC.

Buée 3. Khai tao khong gian dé nhung tin.
Céc pixel dugc dinh vi trong histogram ndm &
bén trai giira diém peak va diém min bén trai s&
dich sang trai mét pixel. Tuong ty, cic pixel
dugc dinh vi nim & bén phai giita diém peak va
diém min bén phai s& dich sang phai mét pixel.

Buéc 4. Nhing thong tin vao trong agh.
Néu pixel dang xét c6 gia trj bing peak-2 hoic
peak +2 thi kiém tra bit cin nhing trong chudi
bit théng diép: néu bit thong diép 1a 1 thi pixel
c6 gia tri 1a peak-2 sé& ting lén 1, pixel c6 gia tri
12 peak+2 s& giam di 1, con néu bit thong diép
13 0 thi van duy tri nhu cii. Hinh 2 (b) histogram
clia anh sau khi gidu tin.

3. Phuong ph4p phat hi¢n anh cé gidu tin

3.1. Tdn cong ky thugt HKC cia Kuo

Nim 2008, Kuo va cic dbng nghiép cua
éng dé xudt k§ thuat phat hién anh c6 gidu tin
st dung k¥ thuit gidu HKC [9]. Nhém tic gia
quan sat histogram dya vao dinh peak truéc va
sau khi gidu thdy hai gia trj 14n cin hai bén cua
dinh peak bj tut xuéng do giéu tin nhu mé ta
trong hinh 3 (a) va (b), vi viy ho dua ra dinh ly
1 dé xay dung k¥ thuit phat hién duéi day.
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Hinh 3. Diém Peak: (a) truéc khi gidu tin,
(b) sau khi gidu tin.

Pinh Iy 1: C6 5 cip gia tri lién tiép (x, y1),
(X2, ¥2), (%3, ¥3), (X4, Ya), (Xs, y5) VOi (%3, y3) 12
clip gia tri diém peak. Ti 1€ thay doi cua 5 di€ém
lién tuc va mbi quan hé lang giéng duogc dinh
nghia l4n Iugt nhu biéu thirc (1) va (2):

Y7 ¥ o Ya7Ve o7 04<1,<06 (1)
Ys Ys

|YI_YZ|z|Y4_Y5|£TZ (2)
B EEE
7, 1 gié tri ngudng (trong [9], tc gia 14y t= 0.1).

Ap dung dinh 1y nay, Kuo dua ra thuit tosn
phat hién anh c6 gidu tin sir dung k¥ thuat HKC
theo cac budc sau:

Buée 1. Tim cip gid tri diém peak (Xmas
Yimax)

Buéce 2. Tinh ti 18 thay dbi va mdi quan hé
lang giéng bing cach sir dung dinh 1y 1.

Budc 3. Néu 5 cp gié tri lién tiép lan can
(Xmaxs Ymax) thod man (1) va (2), thi két luan anh
¢6 gidu tin trong viing nay, nguoc lai anh khong

giau tin.
(b)

io§8 8 8d

! A g Al i) “a “r ua e

Hinh 4. Histogram cia: (a) anh géc,
(b) anh giau tin bing HKC.

Véi ki thuat phat hién cia Kuo (dva trén
dinh 1y 1) trong mét s6 treong hop giu tin cia
HKC ching t6i thdy khéng phu hop khi théng
diép khong dwgc gidu hét vao vi tri cua cot
peak. Vi du nhu hinh 4 (a) diém peak 1a 146,
sau khi gidu tin hai cgt gia tri 1an cén peak 1a
145 va 147 bj tut xuéng, nhung hrong bit gidu it
hon d6 16m cda 2 diém nay cho nén gia tri cla
144 khong bing 145 va gi4 tri 147 khong bing
148 (xem hinh 4 (b)), theo vi du ta c6 y;=1520,
)’2=600, Y3=3300, )’4=580, )’5=1600

Trong truémg hop nay kiém tra lai biéu
thire (1) va (2) ta thiy (y:-y2)/y>=0.8182 va (ys-
ya)/y; =0.8242

Yi—Y
Y,
khong théa mén (1) va (2)
Pé c6 thé phat hién mét cach tong quat hon
vé&i ky thuét cia Kuo ching t6i dua ra dinh 1y 2
chinh sira cia Kuo nhu sau:

va =1.5333 va =1.7586

Yi—Ys
4

Dinh Iy 2: C6 5 cip gi4 trj lién tiép (x4, y1),
(X2, ¥2), (X3, ¥3), (Xa, ¥4), (Xs, ¥s) trong d6 (x3,
ya) 1a c@p gia tri diém peak. Ti 1€ thay d6i ctia 5
diém lién tuc va mbi quan hé lang giéng dugc
dinh nghia l4n lugt nhu biéu thie (17) va (2°):

YooY (Y7 Vanr 04<t <l (1)

lYi_YZIgIYai_}ISl (2s)

3.2. Ky thugt phat hién dé xudt

Miit khéc ching t6i thiy c6 thé dua ra biéu
thirc don gian hon phét hién 4nh c6 gidu tin sir
dung k¥ thuit gidu HKC. Dya vao phan tich vi
du trén: anh gbc ban diu c¢6 histogram nhu hinh
4 (a) tong hai cot gié tri 14n can (hyja, his) bén
trai va hai c6t gia tri 1an cdn bén phai (h47, hiss)
cua diém Peak (hys6) lubn 16n hon Peak (tirc
hyagthyss > hise, hiarthiss > hise), trong khi véi
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histogram ciia 4nh c6 gidu tin hinh 4 (b) thi
hygsthigs < hyss, hisrthisg < hige. Vi vy chiing
t61 dua ra dinh ly 3 dudi diy.

Dinh Iy 3: C6 5 cip gia trj lién tiép (x4, y1),
(2, Y2), (%, Y3), (s, Ya), (%5, ¥5) v6i diém Peak
(dlem max) la (x3, y3) Khi 6 méi quan hé ling
giéng cia nam diém nay duoc dinh nghia nhu
sau:

‘ y1+y2<ys (3)
yatys<ys (4)

Ap dung dinh Iy 3 chiing ta c6 thé xay dyng
céc thuat todn phat hién anh c6 gidu tin bing ky
thuat HKC.

Thugdt todn phdt hién anh c6 gidu tin bang
Ky thudt gidu HKC:

Budc 1: Théng ké tin sb pixel ciia anh. Tim
diém Peak c6 s6 pixel 16n nhét (Xmax, Yanax)-

Buée 2: Tim 2 cip diém lién tiép bén trai
(Xmax-2 Ymax2), (Kmax-1, Ymax1) VA lién tiép phai
(Xmax+1> Ymax+1)s (Kmax+2, Ymax+2)-

Buéc 3. Néu 5 diém (Xmax-2, Yinax2), Kenaxcts
Ymax-l), (Xmax, y:nax}, (xmax+l, Ymax+l), (xmax+2,
Ymax+2) thod mén biu thirc (3) va (4) thi ching
ta c6 thé phét hién théng diép dugc gidu trong
ving ndy. Nguogc lai, c6 thé két luan anh nay
khéng gidu tin.

4. Két qua thir nghiém va danh gia

a) B¢ do danh gia

Trong nhiing thir nghiém nay, ching t5i sir
dung cac d6 do danh gia 1a: precision, recall va
J-measure thuong dugc ap dung trong phén loai
dit liéu. Precision la d6 do tinh chinh xdc va
diing ddn ciia viéc phén logi. Recall 13 dé do
tinh toan ven ciua viéc phén lop.

Cu thé cho bai toan phan loai anh c6 gidu
tin va anh chua glau tin, gla sir ta c6 mét tap
anh dAu vao E (gdm c4 anh gidu tin va anh chua

gidu tin) cin phén thanh 2 tip con E; (anh c6
gidu tin) va E, (anh khong gidu tin). Sau khi
thuc hién phén 16p chiing ta dugc bang sau:

Két qua phén 16p dtng
E, E;
) NINE) tp .. fp L
Két qua phan (true positive)  (false positive)
l6p datdugc _ fn tn

? (false negative) (true negative)

Khi d6 precision va recall dugc tinh toin
theo cong thirc sau:
tp
+1p

Recall= —P )
tp+fn

Precision =

®)

Mic du precision va recall 13 nhitng d do
dugc dung rong rdi va phé bién nhit, nhung
chung lai gdy khé khin khi phai danh gii cic
bai toan phan loai vi hai 4§ do trén lai khong
ting/giam twong Ung véi nhau. Bai toan dangh
gi4d c6 recall cao c6 thé c6 precision thip va
ngugc lai. Hon nita, viéc so sinh ma chi dya
trén mét minh precision va recall khong phai 1a
mét y hay. Véi muc tiéu nay, d do F-measure
dugc sit dung dé danh gia tdng quat cic bai
toan phan loai. F-measure 13 trung binh didu
hoa ¢6 trong sé clia precision va recall va cé
cong thirc:

=(1+p%).

precision . recall
B’ . precision + recall

trong d6 B 12 mét tham s6 c6 gia trj nim giira 0
va 1. Néu 8 = 1, F-measure bing véi precision
va néu =0, F-measure bﬁng voi recall. Giita
doan d6, gid tri B cang cao, 4§ quan trong cua
precision cang cao so vdi recall. Ching tbi st
dung gia trj thuong dugc dung 13 8= 0.5, nghia

la .

2 precision . recall

F=2. —
precision + recall

@)
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b) Két qua thir nghiém

Pé thir nghiém chuong trinh, ching t6i sir
dung Matlap R2007b véi tap dir liéu gom 100
anh xam trong d6 50 anh dugc ly vé tir [10] va
50 anh dugc tao ra tr mdy anh k§ thuét sb.
Chiing t6i dem nhing cung mét thong diép

bing ky thuat HKC dugc tap anh méi ky hiéu 1a
tap dit ligu anh 1 gdm 200 anh véi 100 anh géc
ban dAu va 100 anh c6 gidu tin. Sau d6 sir dung
k§ thuat phat hién HKC cia Kuo, ky thudt Kuo
¢6 chinh stra va k¥ thuat do chung t6i d& xuét
dugc két qua danh gia trong bang 1.

Bang 1. Két qua thir nghiém trén tip di ligu anh 1

I'()‘/ st Pgdo Precision Recall F-measure
k§ thuat cia Kuo thn cong HKC 0/100 =0 020 Khéng xéc dinh

K§ thuat cia Kuo c6 chinh sira tin cong HKC  95/100 =0.95
97/100=0.97 97/102=0.95 0.96

Ky thuat d& xuit tin cong HKC

95/102=0.93 0.940

Sau d6 ching t6i tién hinh mdt thir nghiém
stt dung 100 anh géc ban dAu tién hanh gifu hét
théng diép (cac bit dugc sinh ngiu nhién) véo
c4c diém lan cn diém cyc trj cia anh gbc biang
k¥ thuat gidu HKC ta dugc tap dir liéu méi 1a

tGp dit liéu anh 2 1di tién hanh thir nghiém phat
hién bing 3 k¥ thuat: Ky thuit cia Kuo, Ky
thuit cua Kuo chinh stra, ky thuat d8 xuit ta
dugc két qua dura ra trong bang 2.

Bang 2. Két qua thir nghiém trén tap dit liéu anh 2

bo do

K thudt Precision Recall F-measure
lc‘zothﬂul‘?g“a . ) 68/100=0.68 68/82=0.83 0.75
ky thuét ciia Kuo chinh sira cho HKC  97/100=0.97 97/104=093 0.95
ky thugt d& xuét cho HKC 97/100=0.97 97/102=0.95 0.96

5. Két lugn

Tir két qué thuc nghiém ctia bang 1 va bang
2 ching ta c6 thé d& dang thiy ring két qua
phat hién do Kuo dua ra c6 hiu qua phat hi¢n
thép hon sau khi dugce chinh stra lai mot sb
tham s6. VA k§ thuét do chiing t6i d& xuit c6
thé phat hién tin cdy hon cia ho va cho moi
trudmg hop gidu tin sir dung HKC véi cc lugng
gidu khac nhau.

Céng viéc tiép theo, chiing t6i s& nghién
ctru mét sb k§ thuét phat hién anh c6 gidu tin sir

dung c4c k¥ thuit gidu thuin nghich khéc céng
bé trong thoi gian gan day.
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Recently, reversible data hiding scheme have been interesting specially. In 2007, Hwang et al
proposed a reversible data hiding (it calls HKC) [9] which improved Ni et all’s technique (NSAS) [7]
based on the histogram shift. However, the technique creates an informal distribution in the histogram
after hiding message into a cover image. In 2008, Kuo et al gave some insecurities of HKC technique
and introduced the steganalysis for the technique. Nevertheless, their method only detect stego images
with payload of 100% capacity of HKC technique, otherwise it can’t detect. Therefore, we give some
improvement to detect stego images using HKC steganography with various payloads.



