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Tém tit. Thong tin y hoc trong cac h¢ thong E-health duoc giri toi cho cac bac s§ chuan doan,
phong thi nghiém nghién ctru holc trung tim tur van sirc khoe. Viéc sir dung hé théng cham séc y
té dién tr mang lai cac lgi ich trong viéc truy cép, kiém soat va chia sé thong tin y té cia bénh
nhan, tuy nhién lai gdy ra cac nguy co xam pham tinh bi mat va riéng tu tdi cac thong tin sirc khoe
nhay cam cia ngudi bénh. Bai bao nay tap trung vao img dung ca thiy van s6 va ma héa dua trén
dinh danh trong viéc dam bdo an toan cho dir liéu anh y sinh hoc. Cac nghién ciru lién quan vé su
dung thiy van s img dung trong y sinh hoc s& dugc trinh bay, trén co s d6, mot mé hinh dé xuat
st dung thuy vén sb két hop ma hoa truyén théng dua trén dinh danh dugc trinh bay. Phrong phap
nay giup dam bao tinh bi mit va riéng tu cho cac thong tin dir héu y hoc.

Tir khod: thiy van sé, ma hoa truyén thong dya trén dinh danh, anh y sinh hoc.

1. Gio1 thi¢u

Nhu ciu vé bao dam an toan théng tin trong
Iinh vuc y sinh hoc ngay cang tang, nham phuc
vu cong tac chiam soc stc khoe clia cong dong
va phuc vu cac hoat ddng nghién ciru trong linh
vure nay. Sur phét trién cia dir liéu da phuong
tién da hd trg tich cuc cac hoat dong y sinh hoc
nhur chdn doan tir xa, chia sé théng tin y té. Tuy
nhi¢n, viéc chia sé thong tin y sinh hoc clia méi
ca nhan (PHR — Patient Health Records) co thé
xam pham tinh riéng tu cua nguotn bénh khi su
dung cac hé thdng E-Health. Do vy van dé bao
dam an toan thdng tin va chia sé thong tin trong
hé théng E-Health cang dugc dit ra cap thiét.
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Du la mot trong cac ky thudt ¢b dién nhat dé
bao vé ban quyén tai liéu s6 hoa, thuy van s6
van co nhiéu dac tinh phu hop dé bao vé dir liéu
E-Health. Nhing thiy vin s vé ban chit la
viéc chén mot thong diép vao tai li¢u so, thuomg
o0 dang d& liéu multimedia (anh, audio hodc
video). Mot sé yéu ciu trong ky thuit nhing
thily vén bao gom: (1) thdng tin thay van dugc
an giau voi ngudi ding khong co tham quyén
(tuong tu nhu ma hoa dir liéu, khoa bi mat duge
diing dé doc thdng tin thuy vin); (2) bao dam
tinh toan ven va xac thyc céac dir li¢u thuy van.
Thay van sé dugc (mg dung trong linh vuc y
hoc vé&i hai muc tiéu chinh: (i) n gidu thong tin
trong cac anh y sinh hoc nhim ting tinh kha
dung; (11} bao v¢ tinh toan ven va bi mat cua cac
thong tin y sinh hoc cua tirng ¢a nhan.
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Mic du co nhiéu wu diém, phuong phap
thiy van vao dif liéu multimedia van con mét
sO han ché khi ap dung von anh y sinh hoc. Viée
nhing thay van vao anh y sinh hoc thudng lam
thay d6i anh gbc hodc lam nhiéu mot s6 thong
tin quan trong trong anh do. Vi vay hau hét cac
phuong phap di dé xuat déu nhim dén viéc duy
tri chat lugng anh y sinh hoc sau khi nhing
thuy van, dé tranh mat mat cac thong tin quan
trong d thé hién trong anh.

Mot yéu can khac déi voi hé théng E-
Health 1a vdn dé kiém soat truy cap. Thong tin
vé tinh trang sic khoé hay thong tin riéng cua
bénh nhan la nhirng dir i¢u riéng tu, khong nén
tiét 16 cong khai. Do d6 can ¢6 co ché kiém soat
chia s¢ déi v&i nhirng thong tin ndy, sao cho chi
nhing nguoi dung hgp 1¢ moi duge phép truy
nhap. Mgt trong cac giai phap thuong dugc su
dung dé bao dam an toan trong chia sé thong tin
la cac ky thudt ma hoa truyén thong [1].

Trong bai bao nay, ching toi trinh bay mét
s6 giai phap thuy vén s6 tmg dung trong E-
Health, tir d6 dé xuat mot mé hinh thiy van sb
va ma héa truyén thong, ung dung trong viéc
dam bao an toan cho cac dir liéu anh vy sinh hoc
clia mdt ca nhan cy thé (PHR).

2. Céc yéu cau an toan cho dir li¢u anh y sinh
hoc

Thong tin y sinh hoc cua mét bénh nhan
(PHR) bao gbm mot tap cac théng tin chin
doan lam sang, két qua xét nghiém, cic anh
chup chiéu, cac théng tin khac. Ung dung thuy
van s dé bao dam an toan dir liéu anh y sinh
hoc, can dap {mg cac yéu ciu sau:

- Tinh bi mét: chi nguoi dung ¢6 thim
quyén mai duge phép truy cap thong tin.

- Tinh sin sang: thong tin ludn sin sang
trong hé théng dé truy cdp va xur ly theo lich
trinh.

- Tinh tin cdy: dya trén cac yéu cau:

(1) Toan ven: théng tin khong thé bj sira
chira boi ngudi ding khong c6 tham quyén;

(ii) Xac thyc: c6 thé chimg minh dugc
théng tin thudc so hiru cua mdt nguoi dung xac
dinh.

Trong cac hé thong théng tin y sinh hoc. cac
yéu cau trén dugc duy tri bai cac dich vu bao vé
thong tin: bao mat, bao toan, xac thyc, san sing,
chéng chdi bo. Néu cac yéu cau bao mat, bao
toan va sin sang c6 lién quan kha chat ché von
nhau, thi yéu cau vé tinh xac thuc lién quan dén
viéc xac lap cac duong truyén, cac co ché truy
cap dé xac minh ngudi ding nao dugc phép
truy cdp thong tin gi. Ngoai ra tinh tin cay lién
quan dén van dé truy vét thoéng tin trong qua

trinh chia sé va truyén gui chang.

Tinh bl mat

linh xac thyc

e

Hinh 1. Yéu cau bao vé di liéu anh y sinh hoc.

Viéc kiém soat tinh toan ven dir li¢u anh y
sinh hoc ¢6 thé dugc thuc hiégn nho chir ky sé
hodc md xac thuc thong di¢p (Message
Authentication Code - MAC), dugc tinh dya
trén toan bd dir li¢u anh hoic mdt vai dir li¢u
dac trung cua anh. Ky sd dugc thyc hién trén
timg bit cua tai liéu can ky, nén chi can sira
chira mét bit cua tai liéu gbe, thi chir ky da khac
so v&i chir ky ban ddu, nho do dé dang kiém
soat dugc tinh toan ven cua tai liéu goc. Tinh
hinh tuong tu nhu vé1 MAC.
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V¢ vige phan phdi va chia sé anh y sinh hoc
PHR cua cac bénh nhan, cé mét sb giai phap dé
xac thyc ngudn gbe anh. Hau hét cac phuong
phap nay thao tac trén anh theo chuin DICOM
(Digital Imaging and COmmunication 1n
Medicine). Xac thuc anh cé thé thuc hién bang
viéc nhung thong tin UID (Unique ID) 1a mdt
phan header cia DICOM vao anh, nho thay van
c6 thé xac dinh ndi dung anh co bj thay ddi
khong, du anh luu trir & dinh dang nén nao.

Cach hai, nhung thay van la toan bd header
cua anh, nhung do header co thé bj thay ddi lién
tuc trong khi truyén, nén dé dam bao nhing
thuy van, doi héi cdu trac header tuomg ddi
phirc tap.

Cach ba, nhing chir ky sé trén header vao
anh. Cach nay c6 thé giup thu gon thong tin
dugc nhing, nhung lai ¢6 han ché 1a header
phai dugc dinh kém anh trong qua trinh truyén
giri nham phuc vy viée kiém tra tinh chinh xac
cua chir ky, vi vay kho thay déi duogc dinh dang
cua anh, lam han ché mét uu diém cua phuong
phap thay van sb.

Pa ¢6 mdt s nghién ciru vé tinh truy vét
cho cac anh y sinh hoe tong mor tuong lam
viéc cong tic nhu mét nhém ngudoi dang [2].
Ngudi ding véi khoa twong img ¢é thé go bo
mot phan thuy van dugc nhung trong anh.
Nguoi cudi cung trong chudi ngudi dung sé thu
dugc anh khéng cé thay van (anh goc).

Vige bao vé néi dung ctia PHR can xem xét
tinh xac thuc lién két gifra anh y sinh hoc va cac

nd1 dung két qua y té di kém ciia mdt bénh nhan.

Cac bao cdo y sinh hgc co chira kem thong tin
anh y sinh hoc dugc chup chiéu, trong khi noi
dung anh lai chira cac thong tin vé bao cao nay
nhung trong do.

Trong cac img dung E-Health, dé dam bao
tinh bi mat, c6 thé chén cac thanh phan thong
tin PHR vao cdc anh y sinh hoc. Uu diém clia
thiy van sb la hd trg nang cao thém tinh bao
mat. ma mat mi dom thuan khong thé dap img

dugc trong viéc bao dam an toan dir li¢u anh y
sinh hoc.

Ngoai van dé bao vé ban quyén anh y sinh
hoc, ¢6 kha nang gidu dugc nhiéu thong tin
trong anh y sinh hoc. Tuy nhién chua c¢é nhiéu
nghién ciru theo hudng nay. Mot trong nhimg
kho khan cua an gidu thong tin la kich thuoc
ctia thong tin an gidu, tinh chét cua anh, phuong
phép giau tin.

3. Cac nghién ciru lién quan

Hién nay ¢ 3 cach tiép can nhang thiy vén
s6 dugc ap dung cho dir liéu anh y sinh hoc.

Cach tiép can 1: Nhung thuy van vio cac
ving anh it quan trong — RONI {3], dé tranh
lam anh hudng chét lugng thong tin trong anh,
théng thuong la cac ving nén mau den, doi khi
ciing c6 thé 1a cac diém mau xam. Mic du
khong lam anh hudng dén nodi dung quan trong
trong anh phuc vu cho muc dich chuan doan,
nhitng ving duge nhing thiy van cé thé lam
thay déi cac viing nén mau den trén anh, do do
gAy nhién cho cac chuyén gia chuan doan dya
trén nd1 dung anh da nhing thong tin thuy van.

Cach tiép can 2: Thiy van s6 c6 thé dugc
gd bo, theo nghia l1a khi thong tin nhing dugc
doc, no dugc g& bo khoi anh, cho phép thu
dugc anh gbe (trudc khi nhing thay van) [4].
C6 mot sd nghién cuu theo cach ticp cin nay,
nhung van con han ché vé dung lugng thong tin
dugc nhing. Cach tiép cén nay thudng img
dung trong an gidu thong tin,

Cach tiép can 3: Sir dung ky thuat thiy vén
sé truyén thdng sao cho viéc nhung thiy van
khong lam bop méo hay thay do1 nor dung cua
anh. Ky thudt truyén thong phd bién la thiy van
dugce thay thé vio cac bit it quan trong cha anh
[5], hodc cac théng tin c6 thé bi mit trong
truomg hop nén anh c6 mat mat [6, 7).
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Tuay thudc vao cac mién img dung khéc
nhau, vi du ditr li¢u anh y sinh hoc duge ding
phuc vu viéc chuan doan cua chuyén gia, hoac
dir 1iéu anh y sirh hoc dugc ding cho muc dich
giang day, nghién ctru, ma can bang gidia cac
dac trung vé tinh manh, tinh an giéu, dung
lrgmg thong tin duge nhing.

Céc (mg dung lién quan truc tiép dén viéc
cham soc sirc khoe cho bénh nhan thi co yéu
cau khit khe hon trong viéc thay déi dir ligu
anh gdc, trong khi cac (mg dung nghién ciu
giang day lién quan dén dir liéu y sinh hoc thi
cé thé cho phép thay déi ndi dung dé dang hon.
Vi dic'diém nay ma khi thiét ké can Iya chon
cac ky thuat thay van sb thich hgp. Phuong
phap RONI hoan toan khéng lam anh huodng
dén dir liéu anh dugc ding dé chan doan, tuy
nhién ta cting chi 4p dung dugc phuong phap
nay vol nhimg bic anh ¢ RONI, déng thai
dung lugng thdng tin gidu ciing phu thudc vao
kich thudc vang RONI.

Véi cach tiép can 2, anh goc van khong
dugce bao vé khi thuy van da g& bo. Vai phuong
phap nay, dung lugng thiy van c6 thé rat 16m,
do d6 trude khi str dung anh gdc can g& ba thiy
van. Vigc nay tuong ty nhu vi¢c giai ma thong
diép, khi muén lay thong diép gdc. Tuy nhién,
phuong phéap nay c6 wu diém hon phuong phap
ma hoa & chd ho trg tinh xac thyc cho anh. Hon
nira, du phuong phap nao dugc ap dung, van dé
théri gian xir 1y tranh anh hudmg dén viée chuan
doan cua cac chuyén gia, ddc biét vai cac anh y
sinh hoc ¢6 dung lueng lom.

4. Mé hinh dé xuat cho PHR

Déi voi anh y sinh hoc, cac thong tin cilia
mbi bénh nhin thuong dugc gin voi timg birc
anh dé viéc luu trir, quan ly va xur ly dugc thudn
tién. Hién nay thong tin ve bénh nhan thudng
dugce in tai goc cua anh, nén at ciing co thé doc

dugc thong tin ndy khi xem anh. Trong mét s6
truomg hop, thong tin vé tinh trang sic khoé cua
bénh nhan dugc coi ia thong tin nhay cam. Néu
nhirng thong tin nay bi tiét 15 c6 thé iy anh
hudng trong doi séng xa hoi va tinh trang sirc
khoé cua nhitng nguoi lién quan. Do viy, dé
dam bao tinh an toan va bi mat, nhirng thong tin
nay can dugc ma hoa va nhing vio anh. So db
chung clia qua trinh nay dugc biéu dién nhu
hinh 2.

Hinh 2. So d6 ma hoa va nhing thong tin.

Bac sy ciing nhu bénh nhan va nguoi nha
cta ho can biét duge thong tin vé bénh nhan khi
chin doan, diéu tri va cham séc sic khoé cho
bénh nhan d6. Nhu vay nhirng nguoi dung hop
1§ trén <O quycn truy <dp cac thong tin nay.
Viéc sir dung cac hé ma hoa khoa cong khai
théng thuomg ciing dam bao dugc yéu cau trén,
nhung gip phai mot sé han ché nhu: phai luu
trir nhiéu cap khoa cua timg ngudi dung tham
gia vao hé théng, phai tao ra s& ban ma tuong
img vai so luong nguoi dung hop 1€, din dén
ton thoi gian va khong gian luu trir.

Dé khic phuc van dé trén, trong bai bao nay
chung téi sir dung ky thuat ma hoa truyén thong
dua trén dinh danh (Identity-Based Broadcast
Encryption — IBBE) [8-10] cho qua trinh ma
hoa thong tin cua bénh nhan, sau d6 nhung ban
ma thu dugc vao anh y sinh hoc st dung ky
thuat thuy van sb. Nhimg vu diém cia cach két
hop nay sé dugce phan tich ky hon & phan tiép
theo.
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4.1. Cac trieong thong tin trong PHR

Dir liéu y té cia moéi bénh nhan cin dugc
thu thip va luu trir qua nhiéu nam, tip hop
thanh hd so stc khoé cta bénh nhan. Viéc luu
trir dir 1i¢u y té cua mdi ngudi khong chi phuc
vu cho muc dich cham soc va chira tri cho bénh
nhan khi can thiét, ma vé lau dai, con rat quan
trong trong cac nghién ciru dich té hoc, lap phac
dd diéu trj hay kinh doanh bao hiém y té. Trong
bao cao nay, ching toi gidi thiéu mot sb truong
théng tin thuomg ding khi nhing vao anh y té.

Théng tin vé bénh nhin
M3 56 bénh nhéin, Ho tén, Ngay sinh,
Gigi tinh, Dia chi, Ngay chup anh

Théng tin vé tinh trang sirc khoé
Biéu hién, Két qua xét nghiém, Chan doan,

Phuong phap diéu tri, Tién sir bénh tat

Thong tin vé bac si didu tri

ID va ho tén cla béc si diéu tri chinh,

ID va ho tén cua cac béc si, chuyén gia cong tac

Ngoai ra, trong mot b trirdmg hop can thiét,
c6 thé thém cac thong tin vé bd me, con cai
hoidc anh chj em caa bénh nhan dé phuc vu cho
mot sd muc dich nhu nghién ciru, chira tri cac
chimg bénh lién quan dén di truyén.

4.2. So do md hoa va thuy vdn so

Bai bao nay st dung so 46 ma hoa truyén
thong dua trén dinh danh dé ma hoa cac thong
tin v¢ bénh nhan, sau dé nhing thong tin nay
vao anh y té sir dung ky thuat thuy van s6. Ma
hoa dya trén dinh danh 1a h¢ ma hoa sir dung
cac thong tin don nhét va khong thé chbi cai
ciia mdi ngudi ding (chang han nhu tén, dia chi
email) dé xdy dung khéa cong khai cho ho [11].
Viéc ma hoa cac thong tin sir dung dinh danh
khong chi dam bao tinh an toan ma con giam

b6t duge dé phire tap ciing nhu chi phi thiét 1ap,
bao tri do khong can cé ha ting co s& khoa
cong khai dé phéan phéi va quan Iy khoa. Chinh
vi vay, ap dung ma hoa truyén thong dya trén
dinh danh trong dam béo an toan dir liéu y sinh
hoc giup cho viéc chia sé thong tin gitra bénh
nhan va hoi dong bac si, cac chuyén gia sic
kho¢ dugc thuan tién va dé dang hon.

Thong tin
bénh nhén
M3 hod
(IBEE) Bén md
Khod odng
khai Rei ok
tin
Anh ghe ey vin
Knho# trich ot
thuy van

Hinh 3. So d6 ma héa va nhiing thiy vén.

Anh ¢4 nhung
n

Uyluiv‘n}———A Anh gbc

: : Théng tin

Khod bi
mit

Hinh 4. So d6 lay thiy van va giai ma.

Cap khoa cong khai/bi mat dung trong budc
md hoa va gidi mi cua so dd duoc xdy dung
theo dé xuat ciia C. Delerablee [10], sir dung
dinh danh cua ddi tugng. Cac tham s cua hé
théng duogc lya chon nhu sau:

+ Chon mét tham sb bao mét m va mét sd
nguyén n.

+ Sinh mot sb nguyén tb ¢, hai nhom (G,
+), (G, *) bac g va mét anh xa song tuyén
tinhe: G)xG, > G,

+ g va h la hai phan tir sinh ctia G, va G,
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+ Chon ngau nhién s € Z,*

+ Chgn ham bdm H: (0, I)* - Z,*
Khoa cong khai 1a P,p = (w, v, h, I°, .,
w=g v=e(g h).

Céc tham sé hé théng la: Params = (g, G,, G,
e, n, Ppp H). Khod chu las.

Vi khod chu s vda mét dinh danh ID € {0, 1}*,
1

P . _ - s+H(ID)
khodbimitla: 5,, = g

") vin

Cac bwoc cua qua trinh ma hoa va nhing
thuy van:

- Mi hoa: Mét nguoi dung thude nhom chia sé
« thong tin chon ngdu nhién r € Z,* va tinh:

} ' T1° s+HuD,) )
C, =w",C,=h"Tl ke =V

* " IBE
Sau do, str dung kg 1am khoa bi mat dé ma
hoa thong tin bénh nhin P bang mot trong cic
hé ma dbi xirng nhu DES3, AES,... ta thu dugc
C, =encppg,,, (P).

Nhu vay, ban md C thu dugc gébm 3 thanh
phan C = <C,, C,, Cs>.
- Nhung thuy van: Thong tin thuy van C dugc
nhang vao anh y sinh hoc / bang mot trong sb
cac phuong phap nhung thuy van su dung cac
ky thuat LSB, DCT. Budc nay sé cho két qua la
m¢ot anh da dugc nhung thuy van /' va mét khoa
trich rat thuy van k..

(I k.,) =W C)

Cac budc caa qua trinh trich rit thuy van va
giai ma:
- Trich rat thuy van: Vét anh da nhung thuy van
I’ va khoa trich rat thuy van k, thu dugc, sir
dung phuong phédp trich rat thuy van (LSB,
DCT,...) ta thu dugc anh I va thong tin thuy
van C. Day chinh la théng tin vé bénh nhan da
dugc ma hoa.
- Giai ma: Mgt nguoi dung cd dinh danh ID;
mudn doc dugc noi dung thong tin vé bénh
nhin P cin tinh dugc khoa Kjge dé giai ma

dugc thong tin da bi m3 hoa. Khoa K dugc
tinh theo cong thirc:

_mm_,)

Kine = (e(Cl’hP ".')-C(S.rn:Cz ))rl ()
Vo
() ~ s+H(ID))- HUD))
Pisis) ¢ ‘l—[:.__,,,(s +H(ID,)) 1—[=1.m ( f)‘)

V&i khoa ke thu dugc, st dung hé DES3 dé
giai ma C; ta thu dugc ban rd vé thong tin bénh
nhan P =dec(C;, kjge).

Theo so d6 nay, khoa cong khai ducc dung
chung cho mgi ngudt thuge nhom chia sé thong
tin, khoa bi mat la cua riéng tung nguci. Viéc
ma hoa chi can thuc hién mot lan sir durg khoa
cong khai, va chi c6 mdt ban mi duy nhit,
nhung tat ca nhimg ngudi ding cé dich danh
hop 1é déu c6 thé dung khoa bi mat cta riéng
minh dé giai mi va doc dugc thong tir. Viéc
nay tiét kiém dugc rat nhiéu thai gian cing nhu
khong gian lvu trir khoa, khéng can c6 hi théng
chia s¢ va quan ly khoa, thuan ti¢n trong viéc
trao ddi cac tai liéu v& y té trén mang ma van
dam bao dugc tinh an toan, bi mat cho cac
thong tin can thiét.

So d6 dé xuat trong bai bao nay dip img
dugc cdc yéu cau vé bao dam an toan cho dir
liéu anh y sinh hoc nhu da néu trong muc 2.
Nho vige sir dyng ma hoa truyén thong aén cac
thong tin PHR dugc dam bao bi mat hozn toan,
chi nhimg ngudi ding c6 thim quyén méi co
thé truy cip. Bang cach sir dung ky thuit thuy
van sd, tinh toan ven ciing duge dap ing, khi
théng tin vé bénh nhan cang birc anh y snh hoc
cua ho dugc luu trir trong mot dbi tugng thong
nhat.

5. Ket luan

Sy két hgp cua thuy van s6 va mat nd hoc
14 mdt hudng nghién ciru hira hen xay dvng cac
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dich vy bao mat thong tin trong linh vire y sinh
hoc (E-Health) cho dén khi tim dugc mot ky
thudt thiy van sb don thuin ma vin dam bao
dugc cac yéu ciu vé bao mat. Trong bai bao
nay chang t6i da trinh bay cac yéu cau bao mat
va k¥ thuat thay van sb, ma hoa thong tin dinh
kém dir liéu anh y sinh hoc, qua d6 dé xuit mo
hinh két hop giira mat ma hoc va thiy van sb
voi cac truong thong tin nhing. Viée két hop
gitra ma hoa truyén théng va thuy van sé dem
lai nhiéu lgi ich trong viéc dam bao tinh an toan
va tinh riéng tu cho cac thong tin can dugc chia
sé. Huong nghién ciru tiép theo 1a tién hanh cac
thuc nghiém danh gia mé hinh dé xuat, tir két
qua danh gia phat trién cac dich vy y sinh hoc
cho hé thng E-Health dua trén mé hinh nay.

Loi cam on

Cong trinh nay dugc tai trg mot phi‘m tir dé
tai mang ma 56 QC.07.11 Pai hoc Qude Gia Ha
Noi.
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An application of watermarking and
identity-based encryption for sharing medical image

Dang Thu Hien, Trinh Nhat Tien, Truong Thi Thu Hien
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144 Xuan Thuy, Hanoi, Vietnam

Medical information in e-health system is sent to a laboratory or consulting physician. Relevant
information may be transmitted to your health insurer or pharmacy. By making information more
readily available to those who need it, greater use of computerized health information can help
improve the quality of health care and reduce its costs. While the recent advances in information and
communication technologies provide new means to access, handle and share medical information, they
also compromise their security due to their ease of manipulation and replication. In this paper, we
focus on the complementary role of watermarking with respect to medical information security. The
main objectives for medical image watermarking are that the watermarks are imperceptible and act as
a mean of authentication and integrity control. We review existing approaches of watermarking for
protection of medical images, for secure sharing and handling of medical images. We then propose a
model that combines the watermarking with encryption technique to address the issue of security and
privacy for personal healthcare record.



