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Mot phuong phap lugng gia an ninh may tinh
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Nhén ngay 12 thing 4 nim 2006

Tém tét. Bai bao trinh bay phuong phap lugng gi4 an ninh cho m4y tinh. Phuang phap liweng gia
dugc xdy dyng dya trén nghién ciru m6 hinh quan hé, sir rang budc giita cic yéu t6 anh huéng t6i
an ninh cla hé th6ng may tinh, tr d6 lugng gid mic A9 an ninh va nii ro cho toan b hé thong

may tinh.

1. it vin aé

Pé xic dinh mirc do an ninh cia cac hé
thong may tinh doi héi phai c6 mét phuong
phap va mé hinh cu thé bao gdm céc thyc thé,
mdi lién két, tham so vao/ra, phuong thirc xir
ly,... Khi dd xac dinh dugc gia trj, mac d¢ an
ninh s& gidp ich cho cong tac xdy dung, cung
cb, didu chinh hé théng théng qua viéc xir ly
cac tham so diu vao. Trong cic nghién ciru [1-3)
di dé cdp tGi viéc chuin héa khai niém sir dung
trong lugng gia an ninh hé thong, dong thoi dua
ra phuong phdap, mo hinh, phuong thirc xac
dinh gia trj va mirc d6 an ninh. Tuy nhién, tham
s6 chinh ciia md hinh an ninh [1,2] minh hoa I3
luru hrong dir lidu trong hé thong, vi vay két qua
lugng gia an ninh chi cé thé danh gia dugc sy
bat thuong trong luu lugng dir liéu trén mang.
Phuong phap [3] thuc hién lugng gia cac thanh
phin an ninh cta hé thong dya trén cac diéu
kién theo tiéu chuan cd dinh (CC, 1999).
Nghién ctu [4,5] tién hanh phan tich mot s6
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yéu t6 anh hudng toi an ninh hé théng, va cic
phuong phap [6-11] chi dua ra dugc danh sach
nhitg rii ro cn khic phyc. Nhu viy, khi dua
mo hinh vao hoat dong, cac phuong phap danh
gid [1-11] déu xem xét trén nhitng khia canh
khac nhau trong cung linh vyc an ninh hé
théng, do vy cac yéu t6 cau thanh, anh hudmg
tdi van dé an ninh hé thong duge nghién ciru
dudi nhigu géc do va cho ra nhiéu két qua, ticu
chi khac nhau. Phuong phap ma cac tac gia
nghién ciru & diy nhim tim ra hai théng sé mé
ta an ninh hé théng d6 la gia trj an ninh (SE -
Security Estimate) va d¢ rui ro (Risk Rating).
Thong sO d6 rui ro dugc tinh toan vdi muc dich
xac dinh kha nang co thé bj xim pham trong
diéu kién hé thong tiép tyc hoat dong. Théng sb
gia trj an ninh chi ra khi bj xdm pham thi sirc
manh ciia hé thong dat gia trj bao nhiéu. Mot hé
thong c6 4o rai ro thap, gia tri an ninh cao
chinh 14 muc tiéu dat t&i cia cac hé thdng may
tinh, mang may tinh hién nay.

Phin 2 trinh biy mét s6 khai niém, quy uéc
sir dyng trong bai bdo, trong phin 3 néu ra mjt
md hinh img dung trong viéc xac dinh muc d¢
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va gia tri an ninh may tinh, thiét bj mang, thiét
bi ddu cudi c6 lién két mang. Trong phin niy
ciing xem xét t&i cic yéu to ciu thanh an ninh
may tinh, mdi quan hé giita cic yéu td, xdy
dyng bd do va mdi quan hé ctia by do mic do
an ninh védi cac yéu o trén (3.2). Sau khi da xdy
dyng nhitng khéi niém can thiét, phan 4 sé trinh
bay cu thé ky thuat lugng gia an ninh may tinh,
bao gbm mo hinh, thiét 1ap ham s6 va bién so,
giai thujt...

2. M{t s6 khai niém

Téc nhan x4u: La nhirng hanh d¢ng hoic sy
kién lién quan t&i van dé an ninh. Sy hoat dong
cta ching chinh la nhitng yéu t6 cu thanh sy
mat an ninh cho hé thong.

Hiém hoa: Bao gdm tap hop nhitng tac nhin
x4u c6 kha ning anh hudng téi an ninh cia hé
théng.

Tién trinh: Pugc sir dung md ta toan bd
nhimg hoat dong dang dién trong qua trinh xir
ly, twong tac cia hé thong.

Piém yéu: Nhimg 16 hong khong luomg
truéc phat sinh trong qué trinh thiét ké, trién
khai, hoat dong cuia hé théng.

Rui ro: Téng hgp cuia nhimg hiém hoa va
nhimg diém yéu ma hé thong cé thé gip phii
trong qua trinh hoat dong.

Khai thac: Phuong thirc phat hién, tin cong
vao nhimg diém yéu cia hé thong tir d6 xim
pham t&i an ninh cta hé thong dé.

3. Xay dung mo hinh an ninh

3.1. Mdi quan hé giira cdc yéu 16 trong an ninh
mang

Ching ta xét mo hinh mang trong truimg
hop nay la IP based network. An ninh cua h¢
thong mang hoan todn phu thudc vao sy hoat

dong cua toan by hé thong bao gdm cac thiét bj
mang nim trén cac ting vit ly, ting lién két dir
liéu va tﬁng mang, cac mang con thanh phén,
cac két ndi toi mang cong cdng va mang d|¢n
rong, cac hoat ddng cua may tinh va thiét bj diu
cudi két noi mang Moi hiém hoa, rii ro, 15
héng, diem yéu xuat phat tir nhitng thanh phén
trén déu giy mit an ninh t&i hoat dong clia hé
théng mang vi vy ching trd thanh cac yéu t6
lam tang tinh rui ro trong qua trinh tuong tac,
xur ly cia mang may tinh.

- o B W e M W W R e e e - - - -

; Network devices I Nework !
- 'i| Sub Network |
:l Rout ” Switch layer 3 I E. il
) ]
:|Modem” NIC ” Bndge” Switch |E: Public Network |!
] )
Hub Repeater G —
:[ *” pe j E 1 | Computer I
! ,
Network Commom- Rui ro
...... > G4y nguy cd ——— Lam gidm

Hinh 1. M6i quan hé gitra cac yéu t6 anh hudng téi
an ninh mang.

Nhur vay, néu chL'mg ta xac dinh dugc gié tri
an ninh va d§ rii ro cia cac thanh phan cau
thanh mang thi chiing ta c6 thé xac dmh gia trj
an ninh, d¢ rui ro cho toan bd hé thong mang
may tinh.

3.2. Mbi quan hé giira cdc yéu 16 trong an ninh
may tinh

Nhing tic nhin xdu l2 yéu t giy ra nhimg
hiém hoa ma hé thong phai ganh chiu, sy hoat
dong cua cac tién trinh va tiéu tién trinh dang
dién ra trong hé thong sé lam nay sinh nhing
diém yéu, 16 hong khéng luomg truéc ngay
trong qua trinh thiét ké, phat trién va hoat dong.
Diém yéu, hiém hoa luén ting rii ro mét an
ninh cia hé thng, nhimg rii ro nay s& gy ra
nhimg nguy hiém tiém tang téi hé thong mdy
tinh.
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Hinh 3. M6 hinh quan hé giira cic thanh phéin lugng gi4 an ninh méy tinh.

Tac dong (Impact): Dinh lwvong nhitng thiét Ti 1é rui ro (Risk rating): Dinh lugng kha
hai giy ra cho hé thong, dugc sir dung dé do ning hé théng c6 thé bj xam pham bing mjt
muc d¢ anh hudng cliia m@t cudc tan cong cod phuong phap cu thé t6i cic riii ro dang ton tai

kha ning thanh céng. trén hé thong.
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Tinh phd bién (Popularity): Dinh lugng
kha nang c6 thé ap dung phuong phép pha hoai
cy thé trong khai thac rii ro ciia hé théng.

Tinh don gian (Simplycity): Dijnh lugng 46
dé dang khi ap dung phuong phap pha hoai cy
thé trong khai thac rii ro cua hé thong.

Trong md hinh quan hé giira cac thyc thé
anh hudng t6i an ninh méy tinh, yéu t6 don
gian va tinh phd bién clia mot phuong phap
xdm pham tdi an ninh hé théng s& ciu thanh
yéu t6 ti I& rui ro phai ganh chju cudc tin cong
bing chinh phuong phap nay. C6 nhiéu may
tinh ton tai nhiéu diém yéu nhung van hoat
ddng, mdt trong nhirng ly do chinh la nhimg 16
hdng ton tai trén hé théng d6 ¢ tinh phd bién
thip va yéu té phirc tap cao vi vay ti 1& rii ro
hé thong do phai ganh chju sy xam nhap qua 16
hdng tdn tai la thap, mic di néu thyc hién
thanh cong sy xam nhap ¢ thé nhimg tac déng
gay hai t&i hé thong 1a rat 16m. Nhimg yéu t6
ké thira tir Risk Generator nhu Process, Threat
Agents déu c6 nhimg moi quan h¢ logic trong
qua trinh hoat dng, chung tuong tac va giip
hé théng hoat déng tét hom, nhung ngugc lai
ciing c¢6 thé qua trinh tuong tic d6 giy ra
nhimg hiém hoa tiém tang.

Dé lugng gia va do céc thudc tinh trong mé
hinh trén ching t5i st dung hai tham s6 la SE
(0SSE <1, Security Estimate - Gia trj an
ninh) va SWE (0 < SWE <1, Security Weight
Estimate - Gia trj trong s6 an ninh). Cac gia trj
SE, SWE sir dung lugng gia cho tinh don gian,
tinh phd bién, ti 1€ rii ro, tic dong sé dugc xac
dinh thong qua tri thirc chuyén gia [12].

4. Ky thuat lugng gia an ninh may tinh

4.1. M6 hinh lwpng gia

----------------------------------------
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4.2. Ham tim kiém rii ro

Thiét Idp ham s6, bién so

* FindRisk(pc): Ham tim kiém nhitng rii ro
trén muc tiéu pc cin lugng gia.

® E: Co sd dir liéu chuin vé nhimg rii ro dugc
phat hi¢n va cong bé.

R: Co s¢ dir liéu nhimg rii ro dugc phat
hién trén muc tiéu lugng gia (R c E), day
chinh 13 tip két qua tra vé cho ham
FindRisk(pc).

e: rii ro dugc liyratir E (e e E)

- check(e) muc tiéu c6 thé dugc khai thac
qua diém yéu e.
- attack(e): tan cong thir nghiém muc tiéu
qua diém yéu e.
Giai thudt
function FindRisk(pc)
R=
for each e in E do
if check(e) then
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if attack(e) then
R=RUe
endif
endif
endfor
return R

end function.

4.3. Ham tinh ti I¢ rui ro

Thiét Idp ham s, bién so

SWE(r): ham tinh ti 1 ri ro bj d6i phuong
tin cong khi diém yéu r ton tai trén myc tiéu
cin lugng gia, ddng thai 12 trong s6 cia gia tri
Attack potential.

D: Co s& dir ligu tri thirc chuyén gia cho
cac thdng s6 Impact, Popularity, Simplycity.

r:rii ro dugc ldy ratr R (re R)

Lookupl(r,D),LookupP(r,D),LookupS(r,D:
ham 14y ra thong s6 Impact, Popularity,
Simplycity cua rii ro r trong co s& dir liéu D.
Giai thugt
function SWE(r)

p=LookupP (r, D)

s=LookupS(r, D)

* *
return p swep+s swe,

end function

4.4. Ham lwgmg gid an ninh, rui ro mdy tinh
Thiét Igp ham s6, bién so
SE(pc): Ham lugng gia gia tri an ninh cho
muyc tiéu pc.
RiskRating(pc): ham tinh ti I& rti ro bj d6i
plirong tin cong myc tiéu can lugng gia.
Giai thudgt
function SE(pc)
R = FindRisk(pc)
for each r in R do

swe, =SWE (r)

se, =LookupI(r)
endfor
Z(sei*swei)\

2swe,

return [1-
N\
end function
function RiskRating(pc)
R = FindRisk(pc)
for each r in R do

swe, =SWE (r)

/

se, =LookupI (r)
endfor
Z(sei'swei)

2 swe;

return

end function

5. Trién khai phwong phap lwgng gia

5.1. Tiép cdn hé thong

C6 mét so phuong phap tiép can hé théng
[6,7,11,13] tuy nhién can tich biét giira tiép
cdn an ninh may tinh va an ninh mang may
tinh. Trong phuong phap lugng gia ma ching
t6i xay dyng, dé tiép cin hé thong kiém tra an
ninh cho may tinh, ching ta sir dung cach tiép
cin kiéu insider (white box), associate (gray
box), khdng nén sir dung phuong phép tiép can
outsides (black box) do mirc d6 han ché cua
chung s€ khong x&c djnh dugc toan b nhirng
rii ro trén hé thong lugng gia. Ching ta xem
Xét bang so sinh mot so tiéu chi giita ba cach
tiép cén trén,

Phuong phap  Pha Pha bi f?é
tiép cin hoai  hoai biét  biét tai
qua muc hé khoan

mang vitly  théng

¢ OQutsiders : = 3 .
e Black box Co  Khéng Khiong Khing
e Associates . . .
I o Co Cé Co Khéng
e Insiders

¢ White box o Lo e Lo
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5.2. Ky thudt kiém tra

Phd bién higén nay c6 ba phuong phép k¥
thuat kiém tra rdi ro vé& an ninh ctia may tinh
va mang la Flaw hypothesis testing (Richard
R. Linde-1975), Penetration testing
(Weissman-1995, Polk-1992) va Attack trees
testing (Bruce Schneier-1999). Dya trén cic
bién phdp k¥ thuit cia ba phuong phap nay,
ngudi ta dua ra mot s6 quy trinh kiém tra an
ninh hé thong may tinh nhu NSA IEM [6,7],
OSSTMM (Peter Vincent Herzog[9]),... Dé
xac dinh cac tham s6 SE va SWE bai bao sir
dung tri thire chuyén gia dugc mé ta trong [12]
qua d6 ta xdy dyng dugc co s¢ dir li§u lugng
gia céc gia trj an ninh va trong s6 an ninh cia
cac tham sb dau vao nhu Impact, Risk Rating,
Popularity, Simplycity, Attack Potential.

B§ do Risk Mediator sé& hoat dong dya trén
hai ky thudt la Penetration testing va Attack
trees testing vOi co s& dir liéu 16 héng, rii ro
dugc léy tir co so dir liéu chuan, duge cong bd
tai SANS, BugTraq. Pdng th&i sir dung cic ky
thuat [6-10,12-14] Footprinting, Scanning,
Enumeration, Sniffers, Denial of Service,
Session hijacking,... & x4c dinh toan bd nhimg
hiém hoa c6 thé xdy ra v&i myc tiéu

6. Két ludn

Phuong phap luong gid an ninh hé thong
trong bai bdo da xac 1ap dugc cic yéu to cdu
thanh an ninh trong timg truomg hep cu thé. Tu
tuong chinh cia phuong phap 1a gia djnh h¢
thdng can lugng gia 1 muc tiéu can tin cong,
bd do mic 48 an ninh trd thanh d6i phuong
mudn x4m pham t&i hé thong.

Cac yéu t6 anh hudng téi an ninh hé thong
may tinh (khai ni¢gm may tinh dugc hiéu & day
bao gom may tinh, thiét bj mang, thiét bj dau
cudi két ndi mang) c6 mdi quan hé logic voi
nhau 43 dugc phéi hgp trong ndi dung cta

phuong phép. Tuy nhién, diy chua phai 12 mé
hinh diy du vé cac thanh phin céu thanh an
ninh hé thdng, ddng thdi cac théng so, trong sb
ciing chua thé hién hét dugc nhimg yéu to c6
tinh djnh tinh. Trong nghién ciru tiép theo,
phuong phip s& dugc phat trién tién téi lugng
gia an ninh cho h¢ thong mang, déng thoi trién
khai thir nghi¢m trén céc by dir liu chudn, sé
lugng Iém, qua d6 s€ c6 nhilng danh gia va hi¢u
chinh phi hgp hon véi didu kién thyc tién.
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A new method for computer security assessment

Nguyen Thien Luan, Tran Hong Quang

Faculty of Information Technology, Vietnam Military Technical Academy,

100 Hoang Quoc Viet, Hanoi, Vietnam

This paper presents a new methodology for computer and network security assessment. The
methodology is built on the base of researching the model of computer and network secunty relations
and their elements. Also, the author introduces the model and framework, which in turn assest the
overall computer security.



